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Part 1: Introduction

The Educational Security Ineitts (ESI) Year in Revie\2008is a look at theriformation security

breaches that occurred during 20G& colleges and universities around the world, as reported in the
news. Created as a complement to the information on the ESI Wehtlsé ESI Year in Revie\2008is
broken into four main parts: Thatroduction, Overview, Facts and Figures, and the Educational Security
Incidents.

The Introduction explains the reasoning and purpose behindrieStha ESI Year in Revie\d2008and

provides background information on the goals and genesis of ESI.itioadthe Introduction also

contains a set of definitions for the terms and categories used in both the Year in Review and on the ESI
Web site. This first section closes with a list of sources the author and ESI use to help track information
security inailents at educational institutions.

The second parntf the ESI Year in Revie2008 Overview, examines the changaghe reported

breaches of 2008The Overview also contains a qmamison of breaches between 2008, 2007 and 2006
This comparison includeslook at the changes in the total number of breaches reported and total
number of institutions reporting breaches. This section closes with a look at the changes in the number
of incidents by type of information exposed.

The third partof the ESI Year Reviewg 2008, 2008-acts and Figures, looks at educational security
incidents in aggregatdé=rom this total collection, 200Bacts and Figures examines the impact different
types of incidents had during 2008. The 200&cts and Figures part of the YeaRieview also examines
the impact of incidents by the types of information exposed. The final section of this second part is a
rundown of all institutions that reported an inforrtian security breach during 2008

The final parof the ESI Year in Review?008 the Educational Security Incidents, is a collection of all
information security writeups from 2008&s collected by ESI. The writps are included as an eagy
browse collection of all reported educational secuiitgidents that occurred in 2008 addition, the
write-ups serve as evidence for the informatiomtained in the Overview and 20@&cts and Figures
sections of the Review.
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Background

Educational Security Incidents (ESI) is a Web site dedicated to the tracking of information security
incidents that occur at colleges and universities around the world, as reported in the news. Starting as
an attempt to gather example of information security breaches at educational institutions, ESI has
become a niche Web site tracking and categorizifgyimation security incidents that occur at colleges
and universities. Located at httpulivw.adamdodge.com/esthe goal of ESI is to help educational
institutions understand the many threats that exist to educational information and information systems.

ESI started as a personal research project with the end goal of collecting evidence that colleges and
universities need to begin thinking about information security. After only a short period it became
evident that information security incidents occur atu@tional institutions at an alarming rate.
However, since numerous information security incidents are reported each week, the fact that many
occur with higher education easily becomes lost. ESI was created to help illustrate and chronicle the
problems cdege and universities face in terms of information security. The hope is that by offering a
single collection of incidents, educational institutions will come to understand the significant threats
that exist to information on college and university campmise

ESl is a collection of abstracts pulled from reported news stories about information security incidents
that occur at colleges and university around the woHE®&I cullthese stories from a number of different
sources to help build a single source &ireducational information security news. The author routinely
verifies the incidents contained within ESI against severatkmellvn repositories of information

security incidents to minimize the risk of missing a reported incident. A list of the Saused by the
author and ESI is provided below.
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Definitions

Each of the incidents contained within ESI follows a set formula. The report starts with a Quick Facts
section that attempts to capture the bare essential information about the incident. AftéckFacts is
an Abstract that summarizes the news article about the security incident.

The Quick Facts section contains the following information:

=A =4 =4 =4

Date¢ The date on which the incident was reported

Institution¢ The name of the institution(s) that suffatehe incident

Type of Incident The type of incident that occurred (see below)

Number Affected, The number of records affected by the incident [Please note that when
speaking of a single incident a single record almost always refers to a single ialdividun

total a single individuals can be represented by multiple records]

Source; The source (see below) that linked to the news story [Incidents with ESI as a source
were found by the author using various news searches]

Abstract Source The source bthe article the abstract and quick facts are based upon

The 2008ducational security incidents are broken down between six different incident types adopted
from the Classification CodeBr. M. EKabay developed for the INFOSEC Year in Review. Thégees
are:

Also included on the ESI site is a record of the type of information exposed during the incident. Colleges

=a = = =4

= =

Employee Fraud Incidents involving fraudulent activity by employees
Impersonatiort, Incidents involving one individual(s) masquerading as a different individual(s) or

organization

Losg; Incidents involving the loss of physical mediums aaghrives, equipment or printouts
Penetrationg Incidents involving the breach of computer software, a computer system or a
computer network
Theftc Incidents involving the theft of physical mediums such as drives, equipment or printouts
Unauthorized Didosureq Incidents involving the release of information to unknown and/or

unauthorized individuals

and universities contain vast amounts of diffetémformation on students, faculty, staff, donors and
alumni. The information exposed during educational security incidents is broken down between six
different types. These six types of information are:

Educationak, Contains the educational informatiorf an individual including class schedule and

Financiat Contains the financial information of an individual including bank accounts, checking

Medical¢ Contains the medical information of an individual
Personally Identifiable Contains information that belongs to an individual, but not necessarily
private such as name, address, birth datenail address, etc.

1
grade information
1
information and credit card numbers
1
1
A current 1list

of

Dr .

K a b a yhitg//w@w.raekabay.tonfir/mdex.ltrm Co d e s
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Social Security Numberd'he Social Security number of an individual (or the equivalengif th
incident occurred outside of the United States)

Usernames and Passworgi€ontains the access credentials of an individual to an information
resource
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Sources

As mentioned above, ESI collects information from a number of various sources. Withoutglod thed
individuals and sources list below, ESI would not be possible.

T

=4 =4 =8 = -8 -8 -8 a8 -a e g

A Chronology of Data Breachesafw.privacyrights.org/ar/ChronDataBreaches.htrRrivacy
Rights Clearinghouse

5FGF. NBIF OKoySiiz a5AaaSyiaés 26y SNJ

Data Loss Archive and Databaatr{tion.org/datalos$, Attrition.org Staff
Edupagewww.educause.edu/Edupage/6 3 EDUCAUSE

Identity Theft Resource Center (www.idtheftcenter.org), Linda Foley, et al.

InfoSec News (www.infosecnews.org), William Knowles, moderator

INFOSEC Year in Reviemv{v2.nowich.edu/mkabayl/iyiy, Dr. M.E. Kabay, et al.

OSF Data Loss Databasev{v.datalossdb.orjjy Open Security Foundation

t 232 2Fa wWAIKOG 0666 dLI2I26 ANRIKGP2NBOYT a5AaasSy

The RISKS Forupnafless.ncl.ac.uk/risksDr. Peter G. Neumann, moderator
Security News Portal (www.securitynewsportal.com)

SSNBreach.org (www.ssnbreach.org), Aaron Titus

Local and National Newspapers
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Part 2;: Overview

The information security incidents reported by institutions ofH@igeducaton in throughout 2008
followed the same general treisaés those incidents reported in 200Ks happened in 2007, more
institutions reported more security incidents in 2008 than in the previous.y&aployee Frautlype
incidents, new to 2007, continued affect colleges and universities to the extent that this incident type
was the fourth most common type of incident as reported in the news. In addition, Unauthorized
Disclosuretype incidents continued to be the most common cause for the exposure of iafoym

within higher education.One significant change #008was that several of the incidents reported
affected more than a singlestitution. This change caused the amount of institutions affected by a
security incident to outnumber the total numbef security incidents for the first time since ESI began
tracking incidents.

A Review of 2008

As shown in Figure 1 belothe Unauthorized Disclosure of information to individuals not authorized to
view such data continugto be the leadingype of informaton security incident that colleges and
universities suffer. Theft of information and/or information resources once more comes in as the second
most common source of information security incident in 2008. Rounding out the top three, Penetration
continues o be the third most common incident type.

Figurel: Incident Breakdown by Type

Employee Frau
6%

Impresonation
2%
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Employee mistakes continue to cause a large number of information security incidents. If defined as
unintended actions by employees that require raiian outside of that taken by the employee,
employee mistakes encompass the Unauthorized Disclosure and Loss incident types. Given this,
employee mistakes account for 49% of all incidents during 2008, a slight increase over 2007. When
compared with thosd Yy OA RSy (1 &4 O [(i.dzR&h&ratiarigpe dgideitsieinployee mistakes
outnumberhackerattacks by more tan 2to 1 for the second year in a rdw In addition, employee
mistakes out number all incidents involving external individuals (Theft,tReio®, and Impersonation)
49% to 45%.

Figure2: Number of Incidents by Information Exposed
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Personally Identifiable Information, as shown in Figure 2 above, continues to be the most common
information exposed during security idents occurring within higher education. Social Security

numbers are the second most common type of information exposed, according to the incidents
reported in the news. Given the ever growing number of state breach naotification laws, it is not
surprisingto find these two types of information at the top of the liSthat is surprising is the

difference between themountof incidents affecting these two informatietypes and the other four

types. It could be breach notification laws at work again, ooul@ simply mean that colleges and
universities are becoming better at protecting Educational, Financial and Medical information. There is
not enough information available above to draw any conclusions.

2 As with all calculations, these numbers are based off those incidents that were reported and pick up by the news
media only.
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A Comparison to 2006 and 2007

As mentioned above, thinformation security incidents in 2008 continued to show the same general
trends that occurred in 2007. Incidents in 2008 occurred in larger numbers then 2007. As shown in
Figure 3 below, the total number of incidernits2008rose 24.86 over 2007 anil01% over 2006.

Figure3: Number of Incidents Reported

200
180
160
140
120
100

60 -
40 -
20 -

2006 2007 2008

In addition tothe increase in the number of incidents report2D08 saw a continued increase in the
number of institutions affected. In fact, 2008 is the first year where thealper of institutions affected
outnumbers the total number of incidents reported due to several incidents affecting multiple colleges
and universities. Overall, the number of institutions affected by a security incident ini2€@&sed

59% over 2007 anti73% over 2006, as shown in Figure 4 below.

Figure4: Number of Institutions Affected by Incidents
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Figure5: Number of Incidents by Type of Incident
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As shown abovi Figure 5during 2008 the number adficidents not only increased exall, but also

within almost everyincident types. Employee Fraud and Unauthorized Disclosures displayed the largest
increase over 2007. Penetratidgype incidents, which were on the déw in 2007, showed an increase

in 2008. Impersonatioftype and Thefttype incidents barely showed an increase over 2007, yet the
upward trend continues from 2006. The only incidéyye that decreased between 2007 and 2008 was
Loss, but the number of Loss incidents is still up from 2B8&w is a more detailed breakdown of the
number of incidents by type in 2006, 2007 and 2008.

Tablel: Change in Incidents Reported in 2006, 2007 and 2008

Type of Incident | Reported in 2006

Reported in 2007 Reported in 2008

EmployeeFraud 0 1 10
Impersonation 1 3 4

Loss 3 13 9

Penetration 33 30 35
Theft 26 39 40
Unauthorized Disclosure 20 53 75
Grand Total | 83 139 173
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Figure6: Number of Incidents by Information Exposed in 2006, 2007 and 2008
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As wih the general trend shown with incident types, the number of incidents exposing various types of
information increased across the board in 2008. Incidents exposing Educational, Financial, Medial and
Username/Password information only showed a small inaéaf008 with each category increasing

less than 7 incidentsver 2007 The largest increases came in the number of incidents exposing
Personally Identifiable information and Social Security Numbers, a trend that continues fronThe07.
following is amore detailed breakdown of the changes in information exposed during incidents
occurring in 2006, 2007 and 2008.

Table2: Change in Type of Incident by Information Exposed Between 2006, 2007 and 2008

Type of Information \ Reported in2006 \ Reported in 2007 Reported in 2008
Educational 1 30 36
Financial 13 22 27
Medical 5 15 18
Personally Identifiable 76 129 153
Social Security Number 66 103 120
Username and Password 0 7 11
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Part 3: 2008 Facts and Figures

The following prt of the ESI Year in Reviev2008breaks down the information on reported security
incidents to help better examine the incidents and the effextthese incidentsPat 3 of the Year in
Reviewg 2008is comprised of three sections relating to diffeterspects of each incident: Type of
Incident, Type of Information Exposed, dndtitutions Affected.

Type of Incident breaks down the reported security incidents by the type of event that occurred. This
section places each incident into one of six inctdgpes: Employee Fraud, Impersonation, Loss,
Penetration, Theft, and Unauthorized Disclosure. The Type of Incident section then looks at how many
incidents of each type occurred, what institutions suffered such an incident and, finally, how many
records he incident affected.

The following section, Type of Information, looks at the type(s) of information exposed during the
incidents. This section places each type of information exposed into one of six information types:
Educational Information, Financiafbrmation, Medical Information, Personally Identifiable

Information, Social Security Numbers (or the foreign equivalent) and Username and Passwords. The
Type of Information section then examines how many incidents exposed different information types as
well as what the overall totakifor each type of information.

The final section to the Facts and Figures pathe ESI Year in Reviev2008is simplyan alphabetical
list of the 178colleges and universities that reported suffering one or more inforomasiecurity breach.
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Incidents by Type of Incident

In 2008, 178&ifferent educational institutions reported7B different educational security incidents.
These ¥3incidents lead to the exposure 4f880,052records containing at least one type of seivst
and/or personal information. This total number of records exposed incl@8elstinct incidents where
there was no reporting on the number of records expodgelow is a breakdown of the 2008
educational security incidents by the type of incident.

Talle 3: Breakdown of Incidents by Type

Type of Incident Number of Number of Institutions Number of Records

Incidents Affected Exposed

Employee Fraud 10 9 29,164

Impersonation 4 4 5

Loss 9 15° 51,488

Penetration 35 36 552,785

Theft 40 61° 4,039,014

Unauthorized Disclosure 75 64'° 207596

Grand Totals 173 178" 4,880,052"

Type of Incident

Number of

Table4: Average Number of Records per Incident

Number of Records

Average Number b

Incidents

Affected

Records per Incident*®

Employee Fraud 10 29,164 2,916
Impersonation 4 5 1
Loss 9 51,488 5,721
Penetration 35 552,785 15,794
Theft 40 4,039,014 100,975
Unauthorized Disclosure 75 207,596 2,768
Overall Average 28,208

® Employee Fraud total includes four (4) incidents where the total number affected was not reported

* Impersonatia total includes two (2) incidents where the total number affected was not reported

®> One or more Losgype incidents affected multiple institutions

® One or more Penetratiggpe incidents affected multiple institutions

" Penetration total includes eigi®) incidents where the total number affected was not reported

& One or more Theftype incidents affected multiple institutions

® Theft total includes seven (7) incidents where the total number affected was not reported

1° One or more Unauthorized Disclasttype incidents affected multiple institutions

" Unauthorized Disclosure total includes seven (7) incidents where the total number affected was not reported
12 several institutions suffered more than one incident causing the Grand Total to be lowke tham by affected
by incident type

3 Grand Total includes 28 incidents where the total number affected was not reported

14 Averages rounded to nearest full number

15 Average calculations might contain extraordinarily large incidents which may skew aweralbes
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Incidents by Type z Employee Fraud

Employee Fraud ranked as ttierd least common information security incident at colleges and
universities aseported in the news. Overall, ninastitutionsreportedten cases ofinformation

exposure and/or loss related to fraudulent employeaduact. These ten incidents accounted for the
exposure of 29,164 records, including four incidents where the number of records exposed was not
reported. Below is a chronological list of the Employee Figype inddents that occurred during 2008

Table5: Chronological List of Employee Fraud Incidents

Date Institution \ Number Affected
2/6/08 Diablo Valley College Unknown
2/28/08 Ashikawa Medical College 2,220
3/20/08 Lasell College 20,000
4/28/08 University of Tokyo Unknown
6/3/ 08 University of California, Irvine 1,132
6/12/08 Columbia University 5,000
6/23/08 Southeast Missouri State University 800
11/14/08 Rockland Community College 12
11/14/08 University of lowa Hospitals and Clinics Unknown

12/30/08 University of lowa Unknown
Total | 29,164°

18 Total for Employee Frautype incidents includes four (4) incidents where the total number of records exposed
was not reported
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Incidents by Type z Impersonation

Impersonatiorranked as the least common information security incident at colleges and universities as
reported in the news. Overall, foimstitutions reported four cases ofinformation exposureand/or loss
related toimpersonation These four incidents accounted for the exposure of five records, including two
incidents where the number of records exposed was not reporBelow is a chronological list of the
Impersonationtype indgdents that ocarred during 2008

Table6: Chronological List of Impersonation Incidents

Date Institution \ Number Affected
1/4/08 Central Piedmont Community College Unknown
1/9/08 Harvard University Unknown

8/15/08 University of Otago 4
9/2/0 8 University of lllinois 1
Total | 5

Y Total for Impersonatioftype incidents includes two (2) incidents where the total number of records exposed was
notreported
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Incidents by Type z Loss

Loss ranked as theecondeast common information security incident at colleges and universities as
reported in the news. Overall5institutionswere affected by nine incidents invahgloss due to
misplaced information and/or information resources. Thesge incidents accounted for the exposure
of 51,488 recordsBelow is a chronological list of the Ldgge inddents that occurred during 2008

Table7: Chrorological List of Loss Incidents

Date Institution \ Number Affected
1/11/08 University of Akron 800
1/15/08 Tennessee Tech University 990

Aberdeen College,
Adam Smith College,
Anniesland College,
1/26/08 Barony College, 1,400
Dundee College,

North Highland College,
Telford College

1/31/08 University of Minnesota 3,100
5/30/08 New Hampshire Technical Institute 128

8/4/08 Arapahoe Community College 15,000
9/12/08 Tennessee State University 9,000
11/6/08 Harvard University, Law School 21,000

12/17/ 08 Harford Community College 70
Total | 51,488
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Incidents by Type z Penetration

Penetration ranked as the third most common information security incident at colleges and universities
as reported in the news. Overadl§ institution reported 35 incidestinvolvingexposure and/or loss

related to the breaching of compett and network systems. These iB&idents accounted for the

exposure 0653,785records includingightincidents where the number of records exposed was not
reported. Below is a chronolazal list of the Penetratioftype inddents that occurred during 2008

Table8: Chronological List of Penetration Incidents

Date \ Institution \ Number Affected
1/3/08 McDowell Technical Community College None
1/9/08 University of Geo rgia 4,250

1/11/08 California State University, Stanislaus Unknown
1/23/08 Baylor University 526
2/13/08 Middle Tennessee State University 1,500
2/15/08 Umpgqua Community College Unknown
2/19/08 Harvard University 10,000
2/23/08 University of Southern Mississippi None
3/23/08 Western Carolina University 555
3/28/08 Antioch University 70,000
4/3/08 University of Oklahoma Unknown
4/22/08 University of Massachusetts , Amherst Unknown
4/25/08 University of Colorado, Boulder None
5/15/08 Oklahoma State  University, Stillwater 70,000
5/29/08 University of California, San Francisco 3,569
5/30/08 University of lowa 946
6/3/08 Oregon State University 4,700
7/2/08 University of Nebraska at Kearney 2,035
7/24/08 Moraine Park Technical College Unknown
Connecticut College,
7/2 5/08 Trinity College, 2,815
Wesleyan University
7/25/08 Georgia Highlands University Unknown
8/1/08 University of Texas, Dallas 9,100
8/24/08 Khalsa College None
9/8/08 Memorial University 90
9/9/08 Carleton University 32
9/11/08 University of lowa 500
9/19/08 Texas A&M University, Corpus Christi 31
9/30/08 University of Indianapolis 11,000
11/12/08 University of Florida 336,234
11/13/08 University of Maine 200
11/17/08 University of the Cumberlands Unknown
12/15/08 Universi ty of North Carolina at Greenshoro Unknown
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12/19/08 Granite State College 2
12/20/08 Lorain County Community College 22,000

12/20/08 University of North Carolina School of the Arts 2,700
Total | 51,488°

18 Total for Penetratioflype incidents includes eight incidents where the total number of records exposed was not
reported
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Incidents by Type z Theft

Theft ranked athe second most common information security incident at colleges and universities as
reported in the news. Overall, 61 institution reported ih@idents involvingexposure and/or loss related
to the theft of information and/@ information resources. Theg incidents accounted for the exposure
of 4,039,014records includingevenincidents where the number of records exposed was not reported.
Below is a chronological list of the Thefpe incdents that occurred during 2008

Table9: Chronological List of Theft Incidents

Date | Institution \ Number Affected

1/5/08

New Mexico State University

Unknown

1/25/08

Penn State University

677

1/29/08

Georgetown University

38,000

2/5/08

Memorial University

150

2/6/08

Broward Community Colleg e

None

2/8/08

Kansas State University

23

2/11/08

California State University, Fullerton

Unknown

2/27/08

Salt Lake Community College

1,000

3/7/08

Devry Institute of Technology, Calgary Campus

1

3/14/08

University of Utah

4,800

3/27/08

Bowling Green St ate University

Unknown

4/11/08

Cornell University

40,000

4/16/08

Nippon Medical School

17,000

4/16/08

University of Virginia

7,000

4/17/08

Adirondack Community College,
Argosy University,

Binghamton University,

Bryant & Stratton University

Buffalo S tate College,

Central Connecticut State University,
Dutchess Community College,
Eastern Connecticut State University,
Genesee Community College,
Herkimer County Community College,
Jamestown Community College,
Meridian Community College,

Monroe Comm unity College,
Niagara County Community College,
Northwest Missouri State University,
Northwestern Michigan College,
Orange County Community College,
Southern Connecticut State University,
St. John Fisher College,

St. John's University,

SUNY Brockp ort,

SUNY Downstate Medical Center,
SUNY Fredonia,

Virginia Tech,

Western Connecticut State University,
Yeshiva University

40,379

Page |18




4/17/08 University of Miami 2,100,000

4/20/08 Keio University 2,009
5/1/08 Staten Island University Hospital 88,000
5/ 16/08 University of Louisville 20
6/2/08 Birmingham City University 3,000
6/6/08 Stanford University 72,000
6/7/08 East Tennessee State University 6,200
6/9/08 University of South Carolina 7,000
6/10/08 University of Utah 1,500,000
6/19/08 Art Instit ute of Washington Unknown
6/25/08 Cornell University 2,500
7/9/08 Oakland University Unknown
7/15/08 Indiana State University 2,500
7/24/08 Hillsborough Community College 2,000
8/27/08 Kansas State University 86
8/30/08 Rochester Institute of Technol ogy, National Institute 13,800
for the Deaf
9/8/08 University of Pittsburg Unknown
10/7/08 University of North Dakota 84,000
10/21/08 Howard University 4,122
10/29/08 University of Manchester Unknown
11/26/08 Weber State University 69
12/8/08 Rochest er Institute of Technology 1,000
12/12/08 Oregon Health & Science University 890
12/18/08 Austin Peay State University 750
12/23/08 Ohio University, Chillcothe 38

Total 4,039,014°

¥ Total for Thefttype incidents includes seven incidents where the total number of records exposed was not
reported
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Incidents by Type z Unauthorized Disclosure

Unauthorized Disclosarranked as the most common information security incident at colleges and
universities as reported in the news. Over@d,institution reported75 incidents involvinghformation
exposure and/or loss related to release of information to the public anilfdividuals not authorized to
view such information. Thes& incidents accounted for the exposure 207,596records including
sevenincidents where the number of records exposed was not reported. Below is a chronological list of
the Unauthorized Disclose-type incidents that occurred during 280

Table10: Chronological List of Unauthorized Disclosure Incidents

Date | Institution \ Number Affected

1/5/08 University of Texas, Austin 13
1/11/08 University of lowa 216
1/16/08 Universi ty of Wisconsin, Madison 200
1/17/08 Brigham Young University 89
1/18/08 Colorado State University 300
1/18/08 Murray State University 260
1/26/08 Franklin University 6,440
1/28/08 University of Wisconsin 196
1/30/08 University of Massachusetts, Dart mouth 32
1/31/08 Oregon State University 33
2/4/08 lowa State University 26
2/4/08 University of lowa 321
2/5/08 Rowan University 370
2/8/08 East Carolina University 736
2/12/08 Long Island University 25,000
2/14/08 Ivy Tech Community College 504
2/14/08 Rose-Hulman institute of Technology 1,900
2/15/08 Texas A&M University System 3,000
2/26/08 Ave Maria University Unknown
3/4/08 Ohio University 25,000 *°
3/7/08 Duke University 221
3/13/08 University of York 300
3/17/08 Framingham State College Unknown
3/18/08 State University of New York, Binghamton University 300
3/21/08 Wright State University 395
3/24/08 Trafford College 9
3/25/08 University of lowa 9
3/26/08 Stevens Institute of Technology 7
3/27/08 Texas A&M University 44
3/28/08 Florida State University 66
3/31/08 University of Connecticut 242
4/3/08 University of Michigan Unknown
4/10/08 Lucknow University None
4/10/08 University of Wisconsin System None
4/11/08 Bowdoin College Unknown

D Thisincident has been disputed by Ohio University CIO Bruce Bible. See incident abstract in Part 4 for more
information
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4/13/08 University of Toledo 6,488
4/22/ 08 University of Connecticut 10
4/23/08 Southern Connecticut State University 11,000
4/23/08 University of Texas Health Science Center at Tyler 2,000
5/2/08 University of California, San Francisco 6,313
5/3/08 New York Institute of Technology 250
5/6/ 08 Ohio State University, Agricultural Technical Institute 192
5/8/08 Dominican University 5,000
5/9/08 Princeton University 103
5/14/08 Colorado State University 204
5/20/08 Duke University 273
5/20/08 University of Florida 1,900
5/22/08 University of Central Florida 141
5/22/08 University of Nebraska -Lincoln 290
5/27/08 Oklahoma State University, Stillwater 3
6/10/08 University of Florida 11,300
Arizona State University,
6/21/08 Northern Arizona University, 10,000
University of Arizona
7/11/0 8 University of Texas, Austin 2,490
7/15/08 California State University, Chico 30
7/17/08 University of Maryland 24,000
7/21/08 Virginia Tech 250
7/23/08 University of Houston 259
7/25/08 Ohio University 492
8/20/08 Case Western Reserve University 1,160
9/2/08 Ivy Tech Community College 23,000
9/3/08 Clarkson University 245
9/11/08 Marshall University 198
9/23/08 University of New Mexico Hospitals Unknown
9/26/08 Sonoma State University 600
10/12/08 South east Mississippi Community College 7,000
10/14/08 Olympic College Unknown
10/14/08 Ryerson University Unknown
10/14/08 State University of New York, Binghamton University 56
11/8/08 Texas A&M University, Corpus Christi 1,430
11/10/08 Seoul National University 4,500
11/11/08 Sinclair Communi ty College 1,000
11/11/08 Texas A&M University, Corpus Christi 46
12/2/08 University of Manchester 469
12/4/08 California State University, Pomona 675

12/31/08 Ohio State Universit 18,000
Total 207,596"

Z Total for Unauthorized Disclosuitgpe incidents includes seven incidents where the total number of records
exposed was not reported
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Incidents by Type of Information Exposed

The Type of Information Exposed section looks the types of information the security incidents at colleges
and universities exposed. Below is a breakdown of the number of incidents and total number of records
affected by the type of information exposed dufin I 6 NS OK® Ly (KAa aSOiAizys:s
specific piece of information about an individual. Therefore, each Type of Incident record could contain
multiple Type of Information records leading to a higher Type of Information incident andirextat.

Tablel1l: Breakdown of the Number of Incidents and Records Affected by Type of Information

Exposed
Type of Information \ Number of Incidents Number of Records Affected
Educational 36 84,197
Financial 27 2,354,946
Medical 18 4,102,326"
Personally Identifiable 153 4,878,847
Social Security Numbers 120 4,794,078°
Username and Passwords 11 2,062’

2 Educational total includes four incidents where the total number of records affected was not reported

% Financial total includes nine incidents where the total number of records affected was not reported

# Medical total includes four incidents where the totainber of records affected was not reported

% personally Identifiable total includes 18 incidents where the total number of records affected was not reported

% gocial Security Number total includes eight incidents where the total number of recordsl affesieot reported

2" Username and Password total includes five incidents where the total number of records affected was not reported
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Type of Information z Educational

Educational information ranked as the third most commtgpe of information exposeduring
information security incidents at colleges and universities as reported in the news. Oérall,
information security incident exposet#t,197records containing Educational information such student
grades and class schedules. Below is a chronoldgitaf all incidents exposing Educational Records
information that occurred during 2008

Tablel2: Chronological List of Incidents Exposing Educational Records

Institution \ Number Affected

1/5/08 University of Texas, Austin 13
1/17/08 Brigham Young University 89
1/18/08 Murray State University 260
1/23/08 Baylor University 526
1/26/08 Franklin University 6,440
1/28/08 University of Wisconsin 196
1/30/08 University of Massachusetts, Dartmouth 32
1/31/08 Oregon State Uni  versity 33
2/4/08 lowa State University 26
2/4/08 University of lowa 321
2/5/08 Rowan University 370
2/5/08 Memorial University 150
2/6/08 Diablo Valley College Unknown
2/6/08 Broward Community College None
2/8/08 East Carolina University 736
2/15/ 08 Umpgua Community College Unknown
3/7/08 Duke University 221
3/18/08 State University of New York, Binghamton University 300
3/21/08 Wright State University 395
3/24/08 Trafford College 9
3/25/08 University of lowa 9
3/26/08 Stevens Institute of Te  chnology 7
3/27/08 Texas A&M University 44
3/28/08 Florida State University 66
3/28/08 Antioch University 70,000
3/31/08 University of Connecticut 242
5/22/08 University of Central Florida 141
7/15/08 California State University, Chico 30
7/15/08 In diana State University 2,500
7/21/08 Virginia Tech 250
7/23/08 University of Houston 259
7/25/08 Georgia Highlands University Unknown
9/9/08 Carleton University 32
9/19/08 Texas A&M University, Corpus Christi 31

10/14/08 Ryerson University Unknown
12/2/08 University of Manchester 469
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1/5/08 University of Texas, Austin 13
1/17/08 Brigham Young University 89

1/18/08 Murray State Universi 260
Total | 84,197°

% Total number of Educational records exposed includes four incidents where the total number of records exposed
was not reprted
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Type of Information z Financial

Financial information ranked as the third least coomtype of information exposeduringinformation
security incidents at colleges and universities as reported in the news. O2&rallpormation security
incidents expose@,354,946records containing Financial information such as credit card and bank
account numbers includingineincidents where the number affected was not reported. Below is a
chronological list of all incidents exposing Financial Recordsnatan that occurred during 2008

Tablel3: Chronological List of Indents Exposing Financial Records

Date Institution Number Affected
1/4/08 Central Piedmont Community College Unknown
1/9/08 Harvard University Unknown

1/11/08 California State University, Stanislaus Unknown
1/17/08 Brigham Young University 89
1/29/08 Georgetown University 38,000
2/11/08 California State University, Fullerton Unknown
2/12/08 Long Island University 25,000
2/14/08 Ivy Tech Community College 504
3/7/08 Devry Institute of Technology, Calgary Campus 1
3/28/08 Antioch University 70,000
4/11/08 Bowdoin College Unknown
4/13/08 University of Toledo 6,488
4/17/08 University of Miami 2,100,000
4/22/08 University of Connecticut 10
4/28/08 University of Tokyo Unknown
5/16/08 University of Louisville 20
6/3/08 Oregon State University 4,700
7/24/08 Hillsborough Community College 2,000
8/4/08 Arapahoe Community College 15,000
9/8/08 Memorial University 90
9/9/08 Carleton University 32
9/12/08 Tennessee State University 9,000
10/7/08 University of North Dakota 84,000
10/14/08 Olympic Col lege Unknown
10/14/08 Ryerson University Unknown
11/14/08 Rockland Community College 12

% Total number of Financial records exposed includes nine incidents where the total number of records exposed was

not reported

12/15/08 University of North Carolina at Greensboro Unknown
Total | 84,197°
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Type of Information z Medical

Medical information ranked as the second least comrmyge of information exposeduring

information security incidents at colleges and universities as reported in the news. Oi@radidents
exposed4,102,326records containing Medical information such as diagnosis and treatment information
includingfour incidents where the number affected was not reported. Below is a chronological list of all
incidents exposing Medical Records imf@tion that occurred during 2008

Tablel4: Chronological List of Incidents Exposing Medical Rdsor

Institution \ Number Affected

1/29/08 Georgetown University 38,000
1/31/08 University of Minnesota 3,100
2/28/08 Ashikawa Medical College 2,220
3/13/08 University of York 300
3/14/08 University of Utah 4,800
4/11/08 Bowdoin College Unknown
4/1 6/08 Nippon Medical School 17,000
4/17/08 University of Miami 2,100,000
4/22/08 University of Massachusetts, Amherst Unknown

5/1/08 Staten Island University Hospital 88,000

5/2/08 University of California, San Francisco 6,313
5/20/08 University of Flo rida 1,900
5/29/08 University of California, San Francisco 3,569
6/10/08 University of Utah 1,500,000
9/23/08 University of New Mexico Hospitals Unknown
11/12/08 University of Florida 336,234
11/14/08 University of lowa Hospitals and Clinics Unknown

12/12/08 Oregon Health & Science Universit 890
Total | 4,102,328°

30 Total number of Medical records exposed includes four incidents where the total number of records exposed was
not reportel
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Type of Information 7z Personally Identifiable

Personally Identifiable information ranked as the most common type of information exphséd)
information security incidents at collegend universities as reported in the newse€@, 153incidents
exposed4,878,84records containing Personally Identifiable information such as names, dates of birth,
addresses, and-mail addresses includiriincidents where the number exposed wast meported.

Below is a chronological list of all incidents exposing Personally Identifiableatfon that occurred

during 2008

Tablel5: Chronological List of Incidents Exposing Personally Identifiable Records

Date | Institution \ Number Affected
1/4/08 Central Piedmont Community College Unknown
1/5/08 New Mexico State University Unknown
1/5/08 University of Texas, Austin 13
1/9/08 University of Georgia 4,250
1/9/08 Harvard University Unknown

1/11/08 University of Akron 800
1/11/08 University of lowa 216
1/11/08 California State University, Stanislaus Unknown
1/15/08 Tennessee Tech University 990
1/16/08 University of Wisconsin, Madison 200
1/17/08 Brigham Young University 89
1/18/08 Colorado State University 300
1/18/08 Murray State University 260
1/23/08 Baylor University 526
1/25/08 Penn State University 677
1/26/08 Franklin University 6,440

Aberdeen College,

Adam Smith College,

Anniesland College,
1/26/08 Barony College, 1,400

Dundee College,

North Highland College

Telford College
1/28/08 University of Wisconsin 196
1/29/08 Georgetown University 38,000
1/30/08 University of Massachusetts, Dartmouth 32
1/31/08 Oregon State University 33
1/31/08 University of Minnesota 3,100
2/4/08 lowa State University 26
2/4/08 University of lowa 321
2/5/08 Rowan University 370
2/5/08 Memorial University 150
2/6/08 Diablo Valley College Unknown
2/8/08 Kansas State University 23
2/8/08 East Carolina University 736
2/11/08 California State University, Fullerton Unk nown
2/12/08 Long Island University 25,000
2/13/08 Middle Tennessee State University 1,500
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2/14/08 Rose-Hulman institute of Technology 1,900

2/14/08 Ivy Tech Community College 504
2/15/08 Texas A&M University System 3,000
2/15/08 Umpgqua Community Col  lege Unknown
2/19/08 Harvard University 10,000
2/26/08 Ave Maria University Unknown
2/28/08 Ashikawa Medical College 2,220
3/4/08 Ohio University 25,000
3/7/08 Devry Institute of Technology, Calgary Campus 1
3/7/08 Duke University 221
3/13/08 Unive rsity of York 300
3/14/08 University of Utah 4,800
3/18/08 State University of New York, Binghamton University 300
3/20/08 Lasell College 20,000
3/21/08 Wright State University 395
3/23/08 Western Carolina University 555
3/24/08 Trafford College 9
3/25/08 University of lowa 9
3/26/08 Stevens Institute of Technology 7
3/27/08 Texas A&M University 44
3/28/08 Florida State University 66
3/28/08 Antioch University 70,000
3/31/08 University of Connecticut 242
4/3/08 University of Michigan Unknown
4/11/08 Bowdoin College Unknown
4/11/08 Cornell University 40,000
4/13/08 University of Toledo 6,488
4/16/08 University of Virginia 7,000
4/16/08 Nippon Medical School 17,000
4/17/08 University of Miami 2,100,000

Adirondack Community College,
Argosy University,

Binghamton University,

Bryant & Stratton University

Buffalo State College,

Central Connecticut State University,
Dutchess Community College,
Eastern Connecticut State University,
Genesee Community College,
4/17/08 Herkimer County Communi  ty College, 40,379
Jamestown Community College,
Meridian Community College,

Monroe Community College,

Niagara County Community College,
Northwest Missouri State University,
Northwestern Michigan College,

Orange County Community College,
Southern Connectic ut State University,
St. John Fisher College,

31 This incident has been disputed by Ohio University CIO Bruce Bible. See incident abstract in Part 4 for more
information
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St. John's University,

SUNY Brockport,

SUNY Downstate Medical Center,
SUNY Fredonia,

Virginia Tech,

Western Connecticut State University,
Yeshiva University

4/20/08 Keio University 2,009
4/22/08 University of Connecticut 10
4/22/08 University of Massachusetts, Amherst Unknown
4/23/08 University of Texas Health Science Center at Tyler 2,000
4/23/08 Southern Connecticut State University 11,000
4/25/08 University of Colorado, Boulder None
5/1/0 8 Staten Island University Hospital 88,000
5/2/08 University of California, San Francisco 6,313
5/3/08 New York Institute of Technology 250
5/6/08 Ohio State University, Agricultural Technical Institute 192
5/8/08 Dominican University 5,000
5/9/08 Princeton University 103
5/14/08 Colorado State University 204
5/15/08 Oklahoma State University, Stillwater 70,000
5/16/08 University of Louisville 20
5/20/08 University of Florida 1,900
5/20/08 Duke University 273
5/22/08 University of Central Florida 141
5/22/08 University of Nebraska -Lincoln 290
5/27/08 Oklahoma State University, Stillwater 3
5/29/08 University of California, San Francisco 3,569
5/30/08 University of lowa 946
5/30/08 New Hampshire Technical Institute 128
6/2/08 Birmingham City  University 3,000
6/3/08 University of California, Irvine 1,132
6/3/08 Oregon State University 4,700
6/6/08 Stanford University 72,000
6/7/08 East Tennessee State University 6,200
6/9/08 University of South Carolina 7,000
6/10/08 University of Florida 11,300
6/10/08 University of Utah 1,500,000
6/12/08 Columbia University 5,000
6/19/08 Art Institute of Washington Unknown
Arizona State University,
6/21/08 Northern Arizona University, 10,000
University of Arizona
6/23/08 Southeast Missouri State U niversity 800
6/25/08 Cornell University 2,500
7/2/08 University of Nebraska at Kearney 2,035
7/11/08 University of Texas, Austin 2,490
7/15/08 California State University, Chico 30
7/15/08 Indiana State University 2,500
7/17/08 University of Marylan  d 24,000
7/21/08 Virginia Tech 250
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7/23/08 University of Houston 259
7/24/08 Hillsborough Community College 2,000
7/25/08 Ohio University 492
Connecticut College,
7/25/08 Trinity College, 2,815
Wesleyan University
8/1/08 University of Texas, Dallas 9,100
8/4/08 Arapahoe Community College 15,000
8/20/08 Case Western Reserve University 1,160
8/27/08 Kansas State University 86
8/30/08 Rochester Institute of Technology, National Institute 13,800
for the Deaf
9/2/08 Ivy Tech Community College 23,000
9/3/08 Clarkson University 245
9/8/08 Memorial University 90
9/8/08 University of Pittsburg Unknown
9/9/08 Carleton University 32
9/11/08 Marshall University 198
9/11/08 University of lowa 500
9/12/08 Tennessee State University 9,000
9/19/08 Texas A&M University, Corpus Christi 31
9/26/08 Sonoma State University 600
9/30/08 University of Indianapolis 11,000
10/7/08 University of North Dakota 84,000
10/12/08 Southwest Mississippi Community College 7,000
10/14/08 Olympic College Unknown
10/14/0 8 Ryerson University Unknown
10/14/08 State University of New York, Binghamton University 56
10/21/08 Howard University 4,122
11/6/08 Harvard University, Law School 21,000
11/8/08 Texas A&M University, Corpus Christi 1,430
11/10/08 Seoul National Univ _ ersity 4,500
11/11/08 Sinclair Community College 1,000
11/11/08 Texas A&M University, Corpus Christi 46
11/12/08 University of Florida 336,234
11/14/08 Rockland Community College 12
11/14/08 University of lowa Hospitals and Clinics Unknown
11/17/08 University of the Cumberlands Unknown
11/26/08 Weber State University 69
12/2/08 University of Manchester 469
12/4/08 California State University, Pomona 675
12/8/08 Rochester Institute of Technology 1,000
12/12/08 Oregon Health & Science University 890
12/15/08 University of North Carolina at Greensboro Unknown
12/17/08 Harford Community College 70
12/18/08 Austin Peay State University 750
12/19/08 Granite State College 2
12/20/08 University of North Carolina School of the Arts 2,700
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12/20/08 Lorain County Community College 22,000
12/23/08 Ohio University, Chillicothe 38

12/31/08 Ohio State Universit 18,000
Total | 4,878,847

32 Total number of Personally Identifiable records exposed includes 18 incidents where the total number of records
exposed was noeported
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Type of Information z Social Security Number

Social Security Numbers (or the Rbi$ equivalent) ranked as the sed most common type of

information exposediuringinformation security incidents at colleges and universities as reported in the
news. Overall, 20incidents exposed,794,07%ecords containing Social Security numbers or the
government identification nuiers of a noAJS country includingightincidents where the number

affected was not reported. Below is a chronological list of all incidents exposing Social Security numbers
or the nonUS equralent that occurred during 2008

Table16: Chronological List of Incidents Exposing Social Security Number Records

Date | Institution \ Number Affected
1/4/08 Central Piedmont Community College Unknown
1/5/08 New Mexico State University Unknown
1/5/08 University of Texas, Austin 13
1/9/08 Univ ersity of Georgia 4,250

1/11/08 University of Akron 800
1/11/08 University of lowa 216
1/15/08 Tennessee Tech University 990
1/16/08 University of Wisconsin, Madison 200
1/18/08 Colorado State University 300
1/18/08 Murray State University 260
1/25/ 08 Penn State University 677
1/26/08 Franklin University 6,440
1/29/08 Georgetown University 38,000
1/30/08 University of Massachusetts, Dartmouth 32
1/31/08 Oregon State University 33
2/4/08 lowa State University 26
2/4/08 University of lowa 321
2/ 5/08 Rowan University 370
2/8/08 Kansas State University 23
2/8/08 East Carolina University 736
2/12/08 Long Island University 25,000
2/13/08 Middle Tennessee State University 1,500
2/14/08 Rose-Hulman institute of Technology 1,900
2/14/08 Ivy Tech C ommunity College 504
2/15/08 Texas A&M University System 3,000
3/7/08 Devry Institute of Technology, Calgary Campus 1
3/14/08 University of Utah 4,800
3/18/08 State University of New York, Binghamton University 300
3/20/08 Lasell College 20,000
3/21/ 08 Wright State University 395
3/23/08 Western Carolina University 555
3/24/08 Trafford College 9
3/25/08 University of lowa 9
3/26/08 Stevens Institute of Technology 7
3/27/08 Texas A&M University 44
3/28/08 Florida State University 66
3/28/08 Anti och University 70,000
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3/31/08 University of Connecticut 242
4/11/08 Bowdoin College Unknown
4/11/08 Cornell University 40,000
4/13/08 University of Toledo 6,488
4/16/08 University of Virginia 7,000
4/17/08 University of Miami 2,100,000

Adiro ndack Community College,

Argosy University,

Binghamton University,

Bryant & Stratton University

Buffalo State College,

Central Connecticut State University,

Dutchess Community College,

Eastern Connecticut State University,

Genesee Community College,

Herkimer County Community College,

Jamestown Community College,

Meridian Community College,

Monroe Community College,
4/17/08 Niagara County Community College, 40,379

Northwest Missouri State University,

Northwestern Michigan College,

Orange County Community Col lege,

Southern Connecticut State University,

St. John Fisher College,

St. John's University,

SUNY Brockport,

SUNY Downstate Medical Center,

SUNY Fredonia,

Virginia Tech,

Western Connecticut State University,

Yeshiva University
4/22/08 Unive rsity of Connecticut 10
4/23/08 University of Texas Health Science Center at Tyler 2,000
4/23/08 Southern Connecticut State University 11,000
5/1/08 Staten Island University Hospital 88,000
5/3/08 New York Institute of Technology 250
5/6/08 Ohio State University, Agricultural Technical Institute 192
5/8/08 Dominican University 5,000
5/9/08 Princeton University 103
5/14/08 Colorado State University 204
5/15/08 Oklahoma State University, Stillwater 70,000
5/16/08 University of Louisville 20
5/20/08 University of Florida 1,900
5/20/08 Duke University 273
5/22/08 University of Nebraska -Lincoln 290
5/27/08 Oklahoma State University, Stillwater 3
5/29/08 University of California, San Francisco 3,569
5/30/08 University of lowa 946
5/30/08 New Hamps hire Technical Institute 128
6/3/08 University of California, Irvine 1,132
6/6/08 Stanford University 72,000
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6/7/08 East Tennessee State University 6,200
6/10/08 University of Florida 11,300
6/10/08 University of Utah 1,500,000
6/12/08 Columbia Unive rsity 5,000
6/19/08 Art Institute of Washington Unknown

Arizona State University,
6/21/08 Northern Arizona University, 10,000
University of Arizona
6/23/08 Southeast Missouri State University 800
6/25/08 Cornell University 2,500

7/2/08 University of Nebraska at Kearney 2,035

7/9/08 Oakland University Unknown
7/11/08 University of Texas, Austin 2,490
7/15/08 California State University, Chico 30
7/15/08 Indiana State University 2,500
7/17/08 University of Maryland 24,000
7/21/08 Virginia Tech 250
7/23/08 University of Houston 259
7/24/08 Hillsborough Community College 2,000
7/25/08 Ohio University 492

Connecticut College,
7/25/08 Trinity College, 2,815
Wesleyan University

8/1/08 University of Texas, Dallas 9,100

8/4/08 Arapahoe Community  College 15,000
8/20/08 Case Western Reserve University 1,160
8/27/08 Kansas State University 86

Rochester Institute of Technology, National Institute
8/30/08 for the Deaf 13,800

9/2/08 Ivy Tech Community College 23,000

9/3/08 Clarkson University 245

9/8/08 Memorial University 90

9/8/08 University of Pittsburg Unknown
9/11/08 Marshall University 198
9/11/08 University of lowa 500
9/12/08 Tennessee State University 9,000
9/19/08 Texas A&M University, Corpus Christi 31
9/26/08 Sonoma State Universi  ty 600
9/30/08 University of Indianapolis 11,000
10/7/08 University of North Dakota 84,000
10/12/08 Southwest Mississippi Community College 7,000
10/14/08 State University of New York, Binghamton University 56
10/21/08 Howard University 4,122
11/6/08 Harvard University, Law School 21,000
11/8/08 Texas A&M University, Corpus Christi 1,430
11/10/08 Seoul National University 4,500
11/11/08 Sinclair Community College 1,000
11/11/08 Texas A&M University, Corpus Christi 46
11/12/08 University of Florid a 336,234
11/14/08 University of lowa Hospitals and Clinics Unknown
11/26/08 Weber State University 69
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12/4/08 California State University, Pomona 675
12/8/08 Rochester Institute of Technology 1,000
12/15/08 University of North Carolina at Greensboro Unknown

12/17/08 Harford Community College 70
12/18/08 Austin Peay State University 750
12/19/08 Granite State College 2
12/20/08 University of North Carolina School of the Arts 2,700
12/20/08 Lorain County Community College 22,000
12/23/08 Ohio Univ_ersity, Chillicothe 38
12/31/08 Ohio State Universit 18,000

4,794,078

3 Total number of Social Security Number records exposed includes eight incidents where the total number of
records exposed was not reported
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Type of Information z Usernames and Passwords

Username and Password information ranked as the least contymenof information exposed during
information security incidets at colleges and universities as reported in the news. Ovéfaihcidents

exposed?,062records containing usernames and passwords for university computer and network
systems. Below is a chronological list of all incidents exposing Usernames andrBashat occurred

during 2008

Date Institution \ Number Affected
1/18/08 Colorado State University 300
1/23/08 Baylor University 526
2/19/08 Harvard University Unknown **
2/27/08 Salt Lake Community College 1,000
3/17/08 Framingham State College Unknown

4/3/08 University of Oklahoma Unknown
7/25/08 Georgia Highlands University Unknown
8/15/08 University of Otago 4

9/9/08 Carleton University 32
11/13/08 University of Maine 200

11/17/08 University of the Cumberlands Unknown
Total | 2,062°

% The Harvard Feb 19, 2009 incident contained at least one username and password along with 10,000 sets of
personal records

% Total number of Username and Password records exposed includes five incidents where the total number of
records exposed was not reported
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Institu tions Affected

During 2008, 178ifferent information seurity incidents occurred at 17dfferent colleges and
universities Of these 178nstitutions of higher education, 154 reported suffering oalgingle breach
Below is an alphabetical list of al8 colleges and universities.

Institution

Aberdeen College

Adam Smith College

Adirondack Community College
Anniesland College

Antioch University

Arapahoe Community College
Argosy University

Arizona State University

Art Institute of Washington
Ashikawa Medical College

Austin Peay State University

Ave Maria University

Barony College

Baylor University

Birmingham City University

Bowdoin College

Bowling Green State University
Brigham Young University

Broward Community College

Bryant & Stratto  n University
Buffalo State College

California State University, Chico
California State University, Fullerton
California State University, Pomona
California State University, Stanislaus
Carleton University

Case Western Reserve University
Central Con necticut State University
Central Piedmont Community College
Clarkson University

Colorado State University

Columbia University

Connecticut College

Cornell University

Devry Institute of Technology, Calgary Campus
Diablo Valley College

Dominican Uni versity

Duke University

Dundee College

Dutchess Community College

East Carolina University

East Tennessee State University
Eastern Connecticut State University
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Florida State University

Framingham State College

Franklin University

Genesee Communit y College

Georgetown University

Georgia Highlands University

Granite State College

Harford Community College

Harvard University

Herkimer County Community College

Hillsborough Community College

Howard University

Indiana State University

lowa State University

Ivy Tech Community College

Jamestown Community College

Kansas State University

Keio University

Khalsa College

Lasell College

Long Island University

Lorain County Community College

Lucknow University

Marshall University

McDowell Techn ical Community College

Memorial University

Meridian Community College

Middle Tennessee State University

Monroe Community College

Moraine Park Technical College

Murray State University

New Hampshire Technical Institute

New Mexico State University

New York Institute of Technology

Niagara County Community College

Nippon Medical School

North Highland College

Northern Arizona University

Northwest Missouri State University

Northwestern Michigan College

Oakland University

Ohio State University

Ohio State University, Agricultural Technical Institute

Ohio University

Ohio University, Chillicothe

Oklahoma State University, Stillwater

Olympic College

Orange County Community College

Oregon Health & Science University

Oregon State University

Penn State University
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Princeton University

Rochester Institute of Technology

Rockland Community College

Rose-Hulman institute of Technology

Rowan University

Ryerson University

Salt Lake Community College

Seoul National University

Sinclair Community Co  llege

Sonoma State University

Southern Connecticut State University

Southest Missouri State University

Southwest Mississippi Community College

St. John Fisher College

St. John's University

Stanford University

State University of New York, Binghamto

n University

Staten Island University Hospital

Stevens Institute of Technology

SUNY Brockport

SUNY Downstate Medical Center

SUNY Fredonia

Telford College

Tennessee State University

Tennessee Tech University

Texas A&M University

Texas A&M Universi ty System

Texas A&M University, Corpus Christi

Trafford College

Trinity College

Umpgqua Community College

University of Akron

University of Arizona

University of California, Irvine

University of California, San Francisco

University of Central Flori  da

University of Colorado, Boulder

University of Connecticut

University of Florida

University of Georgia

University of Houston

University of lllinois

University of Indianapolis

University of lowa

University of lowa Hospitals and Clinics

Universit y of Louisville

University of Maine

University of Manchester

University of Maryland

University of Massachusetts, Amherst

University of Massachusetts, Dartmouth
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University of Miami

University of Michigan

University of Minnesota

University of Nebras  ka at Kearney
University of Nebraska -Lincoln
University of New Mexico Hospitals
University of North Carolina at Greensboro
University of North Carolina School of the Arts
University of North Dakota

University of Oklahoma

University of O tago

Univers ity of Pittsburg

University of South Carolina
University of Southern Mississippi
University of Texas Health Science Center at Tyler
University of Texas, Austin

University of Texas, Dallas

University of the Cumberlands
University of Tokyo

University of Toledo

University of Utah

University of Virginia

University of Wisconsin

University of Wisconsin System
University of Wisconsin, Madison
University of York

Virginia Tech

Weber State University

Wesleyan University

Western Carolina University

Western Connecticut State University
Wright State University

Yeshiva Universiti
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Part 4: Educational Security Incidents

The fourth and final part of the ESI Year in Reg@®08 is a collection of all of the educational security
incidents that appar on the ESI web site for 2008. The incident wuijps contain the following parts:

Title, Quick Facts, Abstract, and Links. These different parts exist to help provide a good overview of the
incident and links to more information. Below is a brief dggmn of each part:

i Titleg A one line description of the incident

1 Quick Factg A snapshot that captures all pertinent information in one quick list

1 Abstract¢ A more detailed analysis of the incident pulled from the news article listed in the
Quick Fact

1 Linksg Web site addresses corresponding to hyperlinks that exist in the online version of the
incident write-up

A quick note on the Links: Each of these links was active at the time of the inciderupridven the
fluid nature of the Internet, therés no guarantee that these links remain active. White it is possible that
the links below are still valid; there have been no attempts by ESI or the author to verify this fact.
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CPCC Student Worker Suspected of ID Theft

Quick Facts

Date: 1/4/2008

Institution: Central Piedmont Community Colle@H
Type of Incident: Impersonation

Number AffectedUnknown

SourceESI|[2]

Abstract:WCNC [3]

=A =4 -4 -4 -4 4

Abstract

A Central Piedmont Community College student worker previously charged with embezzlement
is also suspeetl of using her access to employee files to commit identity theft. According to the
18yearold's former supervisor, beyond using the supervisor's credit card dflavialthe

supervisor saw the student worker copy down names, Social Security numbershatiatés

from employee files. After searching the student workers house, police discovered a credit card,
business card, prepaid Visa, insurance card and student identification in other people's names.
CPCC officials have changed some of its securitysmess and are asking employees to check
their personal information.

Links:

[1] http://www1.cpcc.edu

[2] http://www.adamdodge.com/esi

[3] http://www.wcnc.com/news/topstories/stories/w&i®0408krg-cpcc.e02e96¢.html
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Stolen NMSU Hard Drive Contains Persaal Information

Quick Facts

Date: 1/5/2008

Institution: New Mexico State Universityi]
Type of Incident: Theft

Number AffectedUnknown

Source:Pogo Was Righi?]

Abstract Sourcelas Cruces Suilews|3]

=A =4 -4 -4 -4 4

Abstract

New Mexico State University annoumntthe theft of an external hard drive from university's Pan
American Center. The hard drive, used to backup an employee's computer, contained the names
and Social Security numbers of all Special Events Departemeployeesired since 1999.

According to Sott Breckner, the director of special events, the information on this drive was
encrypted. The Special Events department is working to determine just how many individuals
were affected by this incident and is working to notify those individuals.

Links:

[1] http://www.nmsu.edu

[2] http://www.pogowasright.org

[3] http://www.Icsurnews.com/news/ci_7886839
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Stolen NMSU Hard Drive Contains Personal Information

Quick Facts

Date: 1/5/2008

Institution: New Mexico State Universityi]
Type of Incident: Theft

Number AffectedUnknown

Source:Pogo Was Righi?]

Abstract Sourcetas Cruces Suhlews[3]

=A =4 -4 -4 -4 4

Abstract

New Mexico State University announced the theft of an external hard drive from university's Pan
American Center. The hard drive, used to backup ariogiegs computer, contained the names

and Social Security numbers of all Special Events Departemeployeesired since 1999.

According to Scott Breckner, the director of special events, the information on this drive was
encrypted. The Special Events depeent is working to determine just how many individuals

were affected by this incident and is working to notify those individuals.

Links:

[1] http://www.nmsu.edu

[2] http://www.pogowasright.org

[3] http://www.lcsurnews.com/news/ci_7886839
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University of Texas Austin Professor Posts Student
Information Online

Quick Facts

Date: 1/5/2008

Institution: University of Texas, Austifil]

Type of Incident: Unauthorized Disclosure
Number Affected: 13

Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Mdia Releasg3]

=A =4 -4 -4 -4 4

Abstract

SSNBreach.org discovered a file containing student information available online at the

University of Texas, Austin. The file, placed online by Dr. K. Sathasivan of the College of

Natural Sciences, contained the names, SocialrBeoumbers, test scores, assignment scores

and grades of 13 students from Dr. Sathasivan's Biology 331 course. The university removed the
files within hours of notification.

Links:

[1] http://www.utexas.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=39

Page |45



Harvard Student Caught Making Fake IDs

Quick Facts

Date: 1/9/2008

Institution: Harvard University1]

Type of Incident: Impersonation
Number AffectedUnknown
SourceESI|[2]

Abstract Sourcerhe Harvard Crimsof8]

=A =4 -4 -4 -4 4

Abstract

Theodore R. Pak, a Harvard undergraduate student, has been caught creating false identification
including state drivers licenses and Harvard identification cards. Some of the Harvard ID cards
allow access to student buildings and "Crimson Castduatds according to university officials.
According to officials, there is no evidence that the fake ID cards were used to fraudulently
access cash or personal information. However, Harvard sent a letter to Crimson Cash account
holders suggesting these imiduals review their accounts for fraudulent activity. At this point it

is unclear whether or not the cards were used to gain unauthorized access to buildings.

Links:

[1] http://www.harvard.edu

[2] http://www.adamdodge.com/esi

[3] http://www.thecrimsortom/article.aspx?ref=521506
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Breached UGA Server Contains Social Security Numbers

Quick Facts

Date: 1/9/2008

Institution: University of Georgig1]
Type of Incident: Penetration
Number Affected: 4,250
Source:Pogo Was Righi?]
Abstract SourceRed and Black(3]

=A =4 -4 -4 -4 4

Abstract

The University of Georgia is investing a sever breach that appears to have occurred between Dec
29 and Dec 31At this point it appears the attachment originated over3dasbreached server
contained the Social Security numberanea, and addresses for 4,250 prospective, current and
former residents of graduate family housing. The breach was discovered by a department
working over the break when this individual noticed "a page showing something that shouldn't

be there." UGA workeduickly to notify the affected individuals throughrail and postal mail.

Links:

[1] http://www.uga.edu

[2] http://www.pogowasright.org

[3] http://media.www.redandblack.com/media/storage/paper871/news/2008/01/09/News/Univ
Investigates.Online.Security.&ich3147814.shtml

Page |47



Lost University of Akron Hard Drive Contains Student
Information

Quick Facts

Date: 1/11/2008

Institution: University of Akron[1]
Type of Incident: Loss

Number Affected: 800
SourceESI|[2]

Abstract Source?WKYC [3]

=A =4 -4 -4 -4 4

Abstract

TheUniversity of Akron is alerting students and graduates of the university's College of
Education after a hard drive containing personal information was found to be missing. The drive
contained the names, Social Security numbers and addresses than&@ individuals.

According to Dr. Cynthia Capers, interim dean of the College of Education, the university will
offer free credit monitoring services to any affected individual even though Dr. Capers believes
the risk of identity theft is low.

Links:

[1] http://www.uakron.edu

[2] http://www.adamdodge.com/esi

[3] http://mwww.wkyc.com/news/news_article.aspx?storyid=81190
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University of lowa Student Information Left Online For
Several Months

Quick Facts

Date: 1/11/2008

Institution: University of lowa[1]

Type of Incident: Unauthorized Disclosure
Number Affected: 216

SourceAttrition.org [2]
Abstract SourceThe Pres<itizen[3]

=A =4 -4 -4 -4 4

Abstract

The University of lowa has notified 216 former College of Engineering after student information
was found publicly avkable on the Internet. The information exposed includes Social Security
numbers and other personal information but does not include any financial information.
According to Jane Drews, the university's Information Technology Security Officer, "Although
thestudents affected are at minimal risk for identity theft or any kind of abuse of their personal
information, it is in keeping with our policy to let them know that this incident occurred and to
suggest they be proactive in protecting their financial médion."

Links:

[1] http://www.uiowa.edu

[2] http://www.attrition.org/dataloss

[3] http://www.press
citizen.com/apps/pbcs.dll/article?AID=/20080111/NEWS01/80111010/1079

Page |49



CSU Stanislaus Dining Vendor Computer Breached

Quick Facts

Date: 1/11/2008

Institution: California State University, Stanisla[i§
Type of Incident: Penetration

Number AffectedUnknown

SourceESI|[2]

Abstract SourceCentral Valley Business Tim¢3]

=A =4 -4 -4 -4 4

Abstract

California State University, Stanislaus officials announced todattating vendor's computer
system was breached exposing student credit card and bank card information to an unknown
attacker. The information on the server in question includes credit card numbers, cardholder
names and card expiration dates. The exacteumwf individual affected and the nature of the
breach is still under investigation according to university officials. The university police
department learned about fraudulent activity of credit cards used at CSU Stanislaus back in
November. The investadion led the police to the breached vendor system.

Links:

[1] http://www.csustan.edu

[2] http://www.adamdodge.com/esi

[3] http://www.centralvalleybusinesstimes.com/stories/001/?I1D=7520
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Tenn. Tech Loses Student Data

Quick Facts

Date: 1/15/2008

Institution: Tennessee Tech Universjtlj
Type of Incident: Loss

Number Affected: 990

SourceESI|[2]

Abstract SourceTennesseaf8]

=A =4 -4 -4 -4 4

Abstract

Tennessee Tech University is notifying students after a USB drive containing student
information went missing. Therive contained the names and Social Security numbers of 990
students living in the university's Capital Quad and Crawford residence halls during the Fall
2007 semester. According to a university spokesperson, the information was transferred to the
drivefor transfer after an employee was unable to print the information. More information about
this incident is available atww.tntech.edu/publicaffairs/securitylf4].

Links:

[1] http://www.tntech.edu

[2] http://www.adamdodge.com/esi

[3]

http://www.tennessan.com/apps/pbcs.dll/article? AID=/20080115/NEWS04/801150365/1018/N
EWS

[4] http://www.tntech.edu/publicaffairs/securitylD
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UW-Madison Delays Notification After Data Exposure

Quick Facts

Date: 1/16/2008

Institution: University of Wisconsin, Madisofi]
Type of Incident: Unauthorized Disclosure
Number Affected: 200

Source:Pogo Was Righi?]

Abstract SourceThe Capital Time§3]

=A =4 -4 -4 -4 4

Abstract

The University of Wisconsin, Madison is just now alerting faculty and staff to a breach the
university discoverechiNovember. The breach exposed thraal addresses, phone numbers

and Social Security Numbdéased university IDs of at least 200 faculty and staff members. This
exposure only affected individuals that made purchases from the university's DolT computer
shop. UW-Madison legal counsel Nancy Lynch said the exposure was appears to be inadvertent.
According to Brian Rust, UWMadison's communications manager for the information

technology department, UAMadison delayed notification to ascertain the extent oéxposure

and implement corrective controls. Rust also stated that the university complied with state law,
which required notification within 45 days.

Links:

[1] http://www.wisc.edu

[2] http://www.pogowasright.org

[3] http://www.madison.com/tct/news/2604
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BYU Student Information Posted to the Internet

Quick Facts

Date: 1/17/2008

Institution: Brigham Young Universityl]

Type of Incident: Unauthorized Disclosure
Number Affected: 89
Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Press Rage[3]

=A =4 -4 -4 -4 4

Abstract

SSNBreach.org has found another university exposing personal student information to the
general public when it discovered an excel file in Google Cache from the Brigham Young
University web site containing information on 89 students.filae"MD -DO-Stats2006.xIs"

was found to contain names, genders, economic status, academic majors, races and MCAT of
BYU applicants. BYU did not respond to the Liberty Coalition about this incident.

Links:

[1] http://www.byu.edu

[2] http://www.ssnbreacbrg

[3] https://www.ssnbreach.org/release.php?gAB2on
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Colorado State Files Place Student Information Online

Quick Facts

Date: 1/18/2008

Institution: Colorado State Universifyl ]

Type of Incident: Unauthorized Exposure
Number Affected: 300

Source SSNBreach.orf?]

Abstract SourceSSNBreach.org Press Rele§3ke

=A =4 -4 -4 -4 4

Abstract

SSNBreach.org announced that it found four files on a Colorado State University web site
containing the personal information on 300 students. These files contained 208 Sawiay S
numbers, usernames and passwords on former Colorado State Warner College of Natural
Resources students. The files appear to have been created between 2000 and 2004. The files
were removed immediately after notification. Colorado State Universigpdsate Director of
Academic Computing & Networking Services Scott Baily stated, "Colorado State University
takes personal privacy very seriously, and has policies against maintaining unencrypted files
containing sensitive information. Indeed, last yeauweertook a campuside SSN purge

activity, where Universiyowned computers were scanned in an attempt to remove all files
containing sensitive information.... | have contacted Yahoo, the only search engine that we can
confirm had these files in theiraae.... A total of 114 unique SSNs are involved. CSU has
initiated a course of action to notify the affected parties to the extent possible.”

Links:

[1] http://www.colostate.edu

[2] http://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=45
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Colorado State Files Place Student Information Online

Quick Facts

Date: 1/18/2008

Institution: Colorado State Universifyl ]

Type of Incident: Unauthorized Exposure
Number Affected: 300
Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Pregeleasd3]

=A =4 -4 -4 -4 4

Abstract

SSNBreach.org announced that it found four files on a Colorado State University web site
containing the personal information on 300 students. These files contained 208 Social Security
numbers, usernames and passwords on former Col&tate Warner College of Natural
Resources students. The files appear to have been created between 2000 and 2004. The files
were removed immediately after notification. Colorado State University Associate Director of
Academic Computing & Networking Serégs Scott Baily stated, "Colorado State University

takes personal privacy very seriously, and has policies against maintaining unencrypted files
containing sensitive information. Indeed, last year we undertook a camigeiSSN purge

activity, where Univerigy-owned computers were scanned in an attempt to remove all files
containing sensitive information.... | have contacted Yahoo, the only search engine that we can
confirm had these files in their cache.... A total of 114 unique SSNs are involved. CSU has
initiated a course of action to notify the affected parties to the extent possible."”

Links:

[1] http://www.colostate.edu

[2] http://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=45
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Baylor Information Network Breached Over Break

Quick Facts

Date: 1/23/2008

Institution: Baylor University[1]
Type of Incident: Penetration
Number Affected: 526
Source:Pogo Was Righi?]
Abstract SourceThe Lariat[3]

=A =4 -4 -4 -4 4

Abstract

Baylor University is alerting its campus community that a student empldggelly gained

access to Baylor Information Network (BIN) accounts over the break. The student was able to
obtain the Bear ID and passwords of 526 individuals logging into the BIN system. While
Baylor's Director of Media Communications, Lori Fogleman estdhe access did not include
"sensitive information like Social Security Numbers, financial information or academic records,"
it should be noted that the BIN accounts did allow direct access to both the Benadrasd
Blackboard systems. Each of thegstems could potentially hold sensitive and/or protected
information. Baylor staff immediately expired affected account, forcing a password change for
these individuals. The university declined to comment on how the university became aware of
the breach owhat actions the university or the FBI plan to take against the student worker.

Links:

[1] http://www.baylor.edu

[2] http://www.pogowasright.org

[3] http://www.baylor.edu/lariat/news.php?action=story&story=48754
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Archived Penn State Student Information Stolen

Abstract

Date: 1/25/2008

Institution: Penn State Universify]
Type of Incident: Theft

Number Affected: 677

SourceESI|[2]

Abstract SourceThe Daily Collegiar3]

=A =4 -4 -4 -4 4

Abstract

A Penn State University laptop containing archived student intommevas stolen from a

faculty member while traveling. This laptop contained the Social Security numbers and other
student information on 677 students that attended PSU between 1999 and 2004. According to
PSU's Chief Privacy Officer, David Lindstrom, thewersity does not believe the information

was compromised but students should take measures to monitor their credit reports for fraudulent
activities. Lindstrom did not reveal the location of the crime fearing that doing so would let the
thief know what hey had stolen.

Links:

[1] http://www.psu.edu

[2] http://www.adamdodge.com/esi

[3] http://www.collegian.psu.edu/archive/2008/01/25/laptop_with_students_informati.aspx

Page |57



Franklin University Web Site Exposes Student, Alumni
SSNs

Quick Facts

Date: 1/26/2008

Institution: Franklin University{1]

Type of Incident: Unauthorized Disclosure

Number Affected: 6,440

Source:Pogo Was Righi2]

Abstract SourceEranklin University Notification Lette}3] [pdf]

=A =4 -4 -4 -4 4

Abstract

Franklin University has notified 6,440 stude and alumni after personal information was found
publicly available online. A file on a university web site contained names, Social Security
numbers, term and class information, email addresses, and university ID numbers. In the letter to
affected indivduals, the university offers twelve (12) months of credit monitoring through

Experian ahocost. In addition, the university also recommends affected individual closely
monitor their credit reports for fraudulent activity.

Links:

[1] http://www.franklin.edu

[2] http://www.pogowasright.org

[3] http://doj.nh.gov/consumer/pdf/Franklin_U.pdf

Page |58



Files On Students From Seven Scottish Colleges Lost

Quick Facts
1 Date: 1/26/2008
1 Institution: Aberdeen Colleggl], Adam Smith Colleg§?], Anniesland Collegé3],
Barony Collegdg4], Dundee Collegés], North Highland Colleg¢6], Telford Collegd7]
1 Type of Incident: Loss
T Number Affected: 1,400
1 SourceESI[8]
T Abstract SourceScotsman.corff]
Abstract

The Scottish Further and Higher Education Funding CouneiCj&nnounced that several boxes

of student data have been lost after being shipped to a research firm by a courier. The boxes
contained the names, birth dates, address, telephone numbers, and demographic information on
1,400 students from a number of Sé@leges that had taken part in a voluntary survey. The
students came from Aberdeen, Adam Smith, Anniesland, Barony, Dundee, North Highland and
Telford colleges. While the survey forms did not include any bank or national insurance
information, Dr. David Eerett of datesecurity firm Microexpert, said "It is significant. If you

have people's names, addresses and dates of birth it is a start, and the more information you have
the more you can do with it." Students concerned about this incident can cdCGla 8131

270-6056.

Links:

[1] http://www.abcol.ac.uk

[2] http://www.adamsmithcollege.ac.uk/

[3] http://www.anniesland.ac.uk

[4] http://www.barony.ac.uk

[5] http://www.dundeecoll.ac.uk

[6] http://www.nhcscotland.com

[7] http://www.edcoll.ac.uk

[8] http://www.adamdodge.com/esi

[9] http://news.scotsman.com/uk/Ddieeachleadsto-loss.3714075.jp
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University of Wisconsin Professor Posts Grades and Names
Online

Quick Facts

Date: 1/28/2008

Institution: University of Wisconsirj1]

Type of Incident: Unauthrezed Disclosure
Number Affected: 196
Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Press Rele§i3e
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Abstract

SSNBreach.org notified the University of Wisconsin after it found an Excel file containing

student grade information on a UMadison web site. The file, belonging to Professor Yu Hen

Hu, contained the names, scores and grades of 196 students taking the professors ECE courses
between 1994 and 2006. There is no risk of identity theft to the students over this exposure, but
grade and dter educational information is protected information under current laws.

Links:

[1] http://www.wisc.edu

[2] http://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=56
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38,000 SSNs At Risk After Georgetown Theft

Quick Facts

Date: 1/29/2008

Institution: Georgetown Universitji]
Type of Incident: Theft

Number Affected: 38,000
SourceESI|[2]

Abstract SourceThe Hoya[3]
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Abstract

Georgetown University is notifying students, alumni, faculty and staff over the January 3rd theft
of a USB Had Drive from the university's Leavey Center. The Hard Drive, used to backup a
computer used for billing purposes, contained the names, Social Security numbers, activities fees
and student insurance billing information on 38,000 members of Georgetow ssityi

community, including 25,000 alumni. The files on the drive include all students enrolled in the
university between 1998 and 2006. The university plans to hold cawmigasnformation

sessions and setup a hotline to help answer student questiohshabiacident.

Links:

[1] http://www.georgetown.edu

[2] http://www.adamdodge.com/esi
[3] http://thehoya.com/node/15151
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U Mass Dartmouth Student Information Posted Online

Quick Facts

Date: 1/30/2008

Institution: University of Massachusetts, Dartmoyith
Type of Incident: Unauthorized Disclosure
Number Affected: 32

Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Press Rele§3ke

=A =4 -4 -4 -4 4

Abstract

The Liberty Coalition recently alerted the University of Massachusetts, Dartmouth that a file on
theuniversity's Computer and Information Science Department's web site contained sensitive
student information. The file contained the names, grades, GPAw®aiadsecurity numbers of

32 students. The SSNs in the file were partially obscured with thdifjisteplaced by a zero.

Links:

[1] http://www.umassd.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=60
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Oregon State Excel File Exposes Sensitive Information
Online

Quick Facts

Date: 1/31/2008

Institution: Oregon StatéJniversity[1]

Type of Incident: Unauthorized Disclosure
Number Affected: 33
Source:SSNBreach.orf?]

Abstract SourceSSBreach.org Press Relef3e
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Abstract

The Liberty Coalition recently informed the University Oregon that an excel file publicly
available through the university's web site contained sensitive and personal information on
student and staff. The file contained the names, Social Security numbers (19 in total), phone
numbers, GPAs, academic majors, and other information on 33 indwidwalved in the 2006
NASA Robotics Academy in Maryland. This file was indexed cached by a number of major
search engines.

Update 7/31/2009 This incident involved Oregon State University and was incorrectly
attributed to the University of Oregon. | wddlke to apologize to the University of Oregon for
this mistake. ESI woulike to thank Don Harris and JoMiyake for alerting us to this error.

Links:

[1] http://www.oregonstate.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/releadgpfg=61
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U of M Doctor Loses Fertility Clinic Patient Data

Quick Facts

Date: 1/31/2008

Institution: University of Minnesotd1]
Type of Incident: Loss

Number Affected: 3,100
SourceESI|[2]

Abstract Source??WCCO[3]
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Abstract

University of Minnesota' Reproductive Medicine Center is alerting patients after it became
aware of the loss of a USB drive containing patient information. The drive belonged to Dr.
Theodore Nagel which he used to store unencrypted and unprotected backups of his computer,
whichis against U of M regulations. The drive contained the names and infertility treatments of
3,1000 of Nagel's patients dating back to 1999. Nagel reported the loss to the center and has
personally written letters of apology to the affected patients.

Links:

[1] http://www.umn.edu

[2] http://www.adamdodge.com/esi

[3] http://wcco.com/health/doctor.patient.information.2.642107.html
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lowa State Professor Posts Student Information Online

Quick Facts

Date: 2/4/2008

Institution: lowa State Universityl]

Type d Incident: Unauthorized Disclosure
Number Affected: 26

Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Press Rele§3ke
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Abstract

A file on the lowa State University web site contained sensitive information on 26 students that
had taken Gloa Starns' Spring 2001 ME 325 class. The file contained the names, Social
Security numbers, scores, grades antedl address and was available publicly from January
2002 until January 2008.

Links:

[1] http://www.iastate.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=63
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University of lowa Engineering Department Exposes
Student SSNs Online

Quick Facts

Date: 2/4/2008

Institution: University of lowa[1]

Type of Incident: Unauthorized Disclosure
Number Affected 321

Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Press Rele§i3e

=A =4 -4 -4 -4 4

Abstract

An excel file on the web site of the College of Engineering's Student Development Center
contained sensitive information on 321 University of lowa students. The spreadshdaedonta
student names, GPAsneail address, student IDs, and 215 Social Security numbers. Most of the
students affected were those that applied for graduation in the Spring 2006 semester. The file has
been online since March 15, 2006.

Links:

[1] http://www.uiowa.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=64
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Rowan University Prof. Posts 370 Students' Personal Info
Online

Quick Facts

Date: 2/5/2008

Institution: Rowan Universityf1]

Type of Incident: Unauthorized Disclasu
Number Affected: 370
Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Press Rele§i3e
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Abstract

A file found on the Rowan University web site contained sensitive information on 370 students.
The file contained names, GPAs, phone numbergre)amail address, grades, phone

numbers, physical fitness information, 172 Social Security numbers, 95 birth dates, and 310
addresses. The file, belonging to a university professor, could have been online as early as
November 2004.

Links:

[1] http:/Mvww.rowan.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=65
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Memorial University Laptop Containing Student
Information Stolen

Quick Facts

Date: 2/5/2008

Institution: Memorial University{1]
Type of Incident: Theft
NumberAffected: 150

SourceESI|[2]

Abstract SourceThe Canadian Pre§3]

=A =4 -4 -4 -4 4

Abstract

Memorial University is alerting 150 students after the theft of a laptop containing student
information. The laptop, stolen from the home of a business faculty member, veay ha

contained class lists which would hold student names, grades and student ID numbers. Memorial
is currently working on a privacy strategy.

Links:

[1] http://www.mun.ca

[2] http://www.adamdodge.com/esi

[3] http://canadianpress.google.com/article/ALeqMBWkRJI3F5q3fxudg2muUzZgymfQ
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Student Workers Charged In Grade Changing Scheme

Quick Facts

Date: 2/6/08

Institution: Diablo Valley Collegd1]
Type of Incidents: Employee Fraud
Number AffectedUnknown
SourceESI|[2]

Abstract SourceThe Advocatd3]
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Abstract

Thirty four Diablo Valley College student workers have been charged with participating in
scheme to change student grades for money. The scheme, allegedly masterminded by Julian
Revilleza, involved student workers in DVC's Admissions and Reifttse changing and

adding grades to student records for a fee of at least $100 a grade. Revilleza recently pleaded
guilty to 15 counts of felony computer fraud and conspiracy and is serving at least one year in
jail. In an operietter to the editof4] [pdf], DVC President Judy Walters discusses DVC's efforts
to address the concerns of the Accrediting Commission for Community and Junior Colleges.

Links:

[1] http://www.dvc.edu

[2] http://www.adamdodge.com/esi

[3]
http://media.www.accentadvocate.com/méstiarage/paper794/news/2008/02/06/CampusBeat/o
nlineaccent.Arraignment.Set.For.Additional. Dvc.Defend@&it86826.shtmi

[4] http://www.dvc.edu/newswire/PDF/LetterToTheEdi#21408.pdf
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BCC Security Guard Caught On Tape Stealing Exam

Quick Facts

Date: 2/6/208

Institution: Broward Community Collegg ]
Type of Incident: Theft

Number Affected: N/A

SourceESI|[2]

Abstract Sourcelocal 10[3]
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Abstract

Davidson Jean Baptiste, a Broward Community College security guard, was caught on tape
stealing an exarfrom the locked offices of BCC professor Ahmed Fuad Khan. The tape shows
Baptiste talking on the phone while rummaging through Khan's desk. After discovering the
exam, Baptiste leaves the office but returns 10 minutes later to replace the exam. Rfbfassor
setup the surveillance after he became suspicious when a poorly performing student suddenly
aced a test. Khan believes Baptiste may have copied the exam and given it to his spouse, who
was this student. While the police were notified and filled aepart, a police spokesperson

said that BCC did not wish to press charges. According to the Florida Department of Agriculture,
which is responsible for licensing security guards in the state, BCC never filed a report about this
incident. Both the BCC pra$ent and the north campus provost declined to comment about this
incident.

Links:

[1] http://www.broward.edu

[2] http://www.adamdodge.com/esi

[3] http://www.local10.com/news/15231643/detail.html
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Stolen Flash Drive May Contain Kansas State Student
Infor mation

Quick Facts

Date: 2/8/2008

Institution: Kansas State Universif§]
Type of Incident: Theft

Number Affected: 23

Source:Pogo Was Righi2]

Abstract SourceCJOnling[3]
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Abstract

A flash drive containing information on Kansas State Universitgents was recently stolen.

The flash drive, which was stolen out of the car of a contractor, contained names and Social
Security numbers of 23 current and formeBtate students. The contractor was an employee of
Berberich Trahan & Co., P.A., a compdnyolved in a routine state audit of Kansas State
University. According to Larry Moeder, assistant vice president in charge of admissions and
student financial aid, there is no evidence of misuse Hsitaie is notifying students so they can
take protectie measures. 4State is in the process of phasing out Social Security numbers on
campus.

Links:

[1] http://www.k-state.edu

[2] http://www.pogowasright.org

[3] http://cjonline.com/stories/020808/bre_theft.shtml
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Former ECU Professor Posts Student Informabn On
Personal Web Site

Quick Facts

Date: 2/8/2008

Institution:

Type of Incident: Unauthorized Disclosure
Number Affected: 736

Source: SSNBreach.offj], Pogo Was Righi?]
Abstract SourceSSNBreach.org Press Rele§i3e
Update SourceVITN [4]
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Abstract

SSNBreach.org and the Liberty Coalition announced today that former East Carolina University
professor Ken Butler's personal web site (www.ropehouse.com) contained over 60 files
containing the personal information on 736 ECU students. The informaiidained in the files
included names, 412 Social Security numbers, student gradesvaaitiagldresses. The

information was backed up to this site by Butler in March 2005 and was not removed until
January 2008 after the Liberty Coalition informed him files were accessible through Google
searches. According to SSNBreach.org, Butler was aware that the files would be available to
anyone online, but did not believe the files would get indexed by major search engines. It is not
known at this time if ECUs aware of the breach.

Update

SSNBreach.org and the Liberty Coalition also notified East Carolina University about this
incident. According to John Durham, an ECU spokesperson, ECU is investigating the incidents
and expects to begin notifying affected widual by the end of next week.

Links:

[1] https://www.ssnbreach.org

[2] http://www.pogowasright.org

[3] https://www.ssnbreach.org/release.php?g=74

[4] http://mwww.witntv.com/home/headlines/15444961.html
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CSUF Mail Theft Prompt ID Theft Worry

Quick Facts

Date: 2/11/2008

Institution: California State University, Fullertqa]
Type of Incident: Theft

Number AffectediUnknown

Source:Pogo Was Righi?]

Abstract Sourcelhe Daily Titan[3]
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Abstract

California State University, Fullerton is alerting stats after police arrested an individual
suspected of stealing mail from the CSUF Student Union and other buildings on campus. The
mail stolen by the suspect was found to contain personal information and even a blank check
printed in the name of a sororitg SUF students are expressing concern over the open
accessibility of the union's cubbyhole mailing system which allows anyone to come and pickup
mail unchecked. Kim Schirm, a child adolescent and development major and Alpha Chi Omega
member, suggests thi&ie university utilize locks or pass codes to protect student mail.

Links:

[1] http://www.fullerton.edu

[2] http://www.pogowasright.org

[3]
http://media.www.dailytitan.com/media/storage/paper861/news/2008/02/11/News/Students.Bein
g.Alerted.To.Possible.Baches3200000.shtml
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Mailing Defect Creates ID Theft Worry at LIU

Quick Facts

Date: 2/12/2008

Institution: Long Island University1]

Type of Incident: Unauthorized Disclosure
Number Affected: 25,000 to 30,000
Source:Pogo Was Righi?]

Abstract Sotce: Newsday3]
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Abstract

Long Island University is alerting students after a defect in -I088ms potentially exposed
student information. The 109B Tuition Statements for 25,000 to 30,000 LIU students were
mailed out in defective envelopes that werissing adhesive on one side. This missing adhesive
caused the 1098 forms to easily fall out of the envelope which cause half of the forms to be
damaged during processing at the post office. While the university believes the risk of ID Theft
to be low, LU did create a web sitewww.liu.edu/dataexposure.htid] - to help answer

students questions and offer ways to protect against fraud.

Links:

[1] http://www.liu.edu

[2] http://www.pogowasrigh.org

[3] http://www.newsday.com/news/localAtiyden12557373feb12,0,6745463.story
[4] http://www.liu.edu/dataexposure.html
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Unattended MTSU Computer Containing Student Info
Accessed By Unknown Individual

Quick Facts

Date: 2/13/2008

Institution: Middle Tennessee State Univerdity
Type of Incident: Penetration

Number Affected: 1,500

SourceESI|[2]

Abstract SourceThe Daily News JourngB]
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Abstract

Middle Tennessee State University is alerting students that an unknown individual was able to
gain access to a computer containing personal information. Tineuter contained the names

and Social Security numbers of 1,500 current and former students. A MTSU professor left the
computer running and unattended in the Mass Communications department for two weeks. It is
believed that an unknown individual gainedessed to this machine and used it to send out
spam emails. According to MTSU spokesperson, Tom Tozer, the notice to students is just a
precaution and there is no evidence that the student information was accessed by anyone.

Links:

[1] http://www.mtsu.ed

[2] http://www.adamdodge.com/esi

[3] http://dnj.midsouthnews.com/apps/pbcs.dll/article? AID=/20080213/NEWS01/80213045
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RoseHulman Student Information Posted Online

Quick Facts
1 Date: 2/14/2008
T Institution: RoseHulman Institute of Technolodjt]
T Type d Incident: Unauthorized Disclosure
T Number Affected: 1,900
T SourceESI[2]
T Abstract SourceThe Indianapolis StdB]

Abstract

The RoseHulman Institute of Technology is alerting students after student information was
discovered to be available througliRoseHulman web site. The information, uploaded by an
employee last fall, includes the names, Social Security numbers and dates of birth on 1,900
RoseHulman students. Rogdéulman officials became aware of the incident after a student
searching for himame discovered the information. According to Reséman spokesperson
Bryan Taylor, there is no evidence that any unauthorized individual copied or used this
information.

Links:

[1] http://www.rosehulman.edu

[2] http://www.adamdodge.com/esi

[3] http:/Mww.indystar.com/apps/pbcs.dll/article?AlID=/20080214/LOCAL/802140516
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Private Firm Does Not Dispose of 1098T Forms Properly

Quick Facts

Date: 2/14/2008

Institution: lvy Tech Community Colleggl]
Type of Incident: Unauthorized Disclosure
Number Affectel: 504

SourceESI|[2]

Abstract Sourcelvy Tech Security Notic§3]

=A =4 -4 -4 -4 4

Abstract

lvy Tech Community College recently alerted students that their personal information may have
been compromised. It seems that the firm used to print and mail students 1088T fo

improperly disposed of 504 forms. 1098T forms are used to report tuition costs to the federal
government and contain information such as name, Social Security number, address, and tuition
costs. vy Tech has used this firm for many years and this pepisposal is against the firms
internal security policy. An unknown party was able to collect 459 of these forms and turned
them over to the loca h e r dedartérst, which then returned them to Ivy Tech. An
investigation into this matter by Ivy Teeamd the private firm concluded that no more the 504

out of morethan65,000 forms were affected. Ivy Tech has setup a web site
www.ivytech.edu/about/security/1098aq.html[4] - and a hotline 317-921-4423- to help

answer questions students may have.

lvy Tech Community Collegef 2008 A Educational Security Incidents (ESA Financial
Information A Personally Identifying Informatior® Social Security Number@ Unauthorized
Disclosure

Links:

[1] http://www.ivytech.edu

[2] http://www.adamddge.com/esi

[3] http://www.ivytech.edu/about/security/

[4] http://www.ivytech.edu/about/security/1098dg.html
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Information on Texas A&M Employees Found Online

Quick Facts

Date: 2/15/2008

Institution: Texas A&M University Systeri]

Type of Incident: Wauthorized Disclosure

Number Affected: 3,000

Source:Pogo Was Righi?]

Abstract SourceTexas A&M Agriculture Communicatior8]
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Abstract

Texas A&M University System Agriculture Program is alerting current and former staff
members that a computer@rplaced their personal information online for 21 days. The
computer records found online contained the names and Social Security numbers of 3,000
individuals in two Texas A&M System agricultural agencies and the College of Agriculture and
Life Scienceslnitial analysis of the records indicates that the incident only affected individuals
employed after May 1, 1999. According to Texas A&M officials, the records were removed
within 30 minutes of discovery. All employees were notified of the incidentrbgleand

officials will be contacting affected employee by letter and will offer assistance. The Texas
A&M AgriLife program encourages employees with questions or concerns to call the Human
Resources office 979-845-2423- and directs all employees to a wate -
fcs.tamu.edu/money/your_money/fraud.pp- on how to prevent fraud.

Links:

[1] http://www.tamu.edu

[2] http://www.pogowasright.org

[3] http://agnews.tamu.edu/showstory.php?id=353
[4] http://fcs.tamu.edu/money/your_money/fraud.php
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Umpgua Community College CourseManagementSystem
Compromised

Quick Facts

Date: 2/15/2008

Institution: Umpgua Community Collegd ]
Type of Incident: Penetration

Number AffectedUnknown
SourceESI|[2]

Abstract SourceThe NewsReview|[3]

=A =4 -4 -4 -4 4

Abstract

Umpqua Commuity College is alerting students after it was discovered that the "Moodle"
course management system used by the college was recently compromised. The college has
shutdown the system, but said there was no evidence that personal information was
compromisedHowever, the Oregon Department of Consumer and Business Services
recommends that all affected individuals visit the department's web site and learn about identity
theft protection. According to college officials, this was an isolated incident and egesura
individuals with questions to call the college's IT department for help.

Links:

[1] http://www.umpqua.cc.or.us

[2] http://www.adamdodge.com/esi

[3] http://www.newsreview.info/article/20080215/NEWS/445402731
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[UPDATE] Attackers Compromise Computer, Post
Information On P2P Site

Quick Facts

Date: 2/19/2008

Institution: Harvard University1]

Type of Incident: Penetration

Number AffectedUnknown
SourceESI|[2]

Abstract SourceThe Harvard Crimsof8]
Update Sourcefhe Harvard Crimsof#]
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Abstract

Harvard University's Graduate School of Arts and Sciences (GSAS) is dealing with an attack on

an GSAS web site. Over the weekend, an unknown individual was able to compromise an
unsecured web site and steal files containing sensitive information stiehadministrators

username and password, web site databases , web site backups and even a contact database. This
information was then posted to Pirate Bay, a popular P2P web site. The 125MB torrent file,

which already had 30 seeders and 16 leechersylai night, was accompanied by a

statement claiming that the attack was a demonstration that the GSAS administrator did not

know how to properly secure a web site.

Updatel It seems the compromise of the Graduate School of Arts and Sciences web dite coul
have exposed the personal information on up to 10,000 individuals including 6,000 Social
Security number and 500 Harvard University student ID numbers. Harvard officials began
notifying students after an investigation determined that Harvard could teotnilee whether or

not personal information was exposed. Given this, the university decided to alert students and
applicants and offer free credit monitoring through Kroll, Inc.

Links:

[1] http://www.harvard.edu

[2] http://www.adamdodge.com/esi

[3] http//www.thecrimson.com/article.aspx?ref=521958
[4] http://www.thecrimson.com/article.aspx?ref=522487
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USM Web Server Compromised

Quick Facts

Date: 2/23/2008

Institution: University of Southern Mississipfi]
Type of Incident: Penetration

Number AffectedNone

SourceESI|[2]

Abstract SourceHattiesburg AmericafB]
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Abstract

The University of Southern Mississippi recently announced that a security breach of the
university's web site was discovered during routine monitoring. According to USM's Chief
Information Officer Homer Coffman there is no evidence of unauthorized use of university
information and only the main web site was affected by this incident. The USM web site was
offline for 12 hours while the university investigated the incident.

Links:

[1] http://www.usm.edu

[2] http://www.adamdodge.com/esi

[3]

http://lwww.hattiesburgamerican.com/apps/pbcs.dll/article? AID=/20080223/NEWS01/80223032
4/1002
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Ave Maria Web Site Exposes Student Information

Quick Facts

Date: 2/26/2008

Institution: Ave Maria Unversity [1]

Type of Incident: Unauthorized Disclosure
Number AffectedUnknown

Source:Pogo Was Righi?]

Abstract SourcelNaples Daily New$3]
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Abstract

Hundreds of pages worth of Ave Maria's internal assessment documentation was available to the
public through the university's web site. These documents contained information such as student
grade point averages, test scores, exit interviews and research paper evaluations, however most
were without attribution. The documentation was placed on thesity's Institutional

Effectiveness Committee web site to help the school evaluate its academic program with the
misunderstanding that it would be protected from the public. According to Vice President of
Academic Affairs Jack Sites, he believed the infation would only be accessible by those

people that knew the exact URL of the information. The university is not aware of how long the
documents existed online, but officials removed the information as soon as it became aware of
the problem.

Links:

[1] http://www.avemaria.edu

[2] http://www.pogowasrigh.org

[3] http://www.naplesnews.com/news/2008/feb/25/enaaiaweb-site-publicly-releasegprivate
stude/
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Stolen Laptop May Contain SLCC Usernames and
Passwords

Quick Facts

Date: 2/27/08

Institution: SaltLake Community Collegfl]
Type of Incident: Theft

Number Affected: 1,000

SourceESI|[2]

Abstract SourceSalt Lake Tribung3]
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Abstract

Salt Lake Community College has contacted ntlba@25,000 individuals after it discovered

that a stolen laptomay contain usernames and passwords. According to officials, the laptop,
stolen from the SLCC's Continuing Community Education office, could contain the login
information on up to 1,000 students, faculty and staff members. The login information would
allow and individual to access SLCC's "My Page" system which contains infornsattbas

Social Security numbers and financial information. Within a few hours of the theft, SLCC staff
began contacting individuals, urging them to change their "My Page" password

Links:

[1] http://www.slcc.edu

[2] http://www.adamdodge.com/esi

[3] http://www.sltrib.com/news/ci_8375979
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Asahikawa Medical College Hospital Leaked Test Samples,
Patient Information

Quick Facts

Date: 2/28/2008

Institution: Asahikawa Medical Collegd]
Type of Incident: Employee Fraud
Number Affected: 2,220

SourceESI|[2]

Abstract SourceDaily Yomiuri Online[3]
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Abstract

Asahikawa Medical College recently announced that it discovered 2,220 test samples taken from
individuals had been leakealpng with some personal information, to four different companies

in five different leaks occurring over a two and a half year period. This leak included samples
taken during HIV and syphilis tests and of the 2,220 samples leaked, 1,800 syphilis samples
included patient names and other personal information. During the investigation into the leak, the
medical college found that the four companies receiving the samples donated about 3.85 million
yen to the hospital's clinical laboratory blood transfusion dejgant, which is the department

that leaked the samples. The medical college plans to severely punish the four individuals
involved in the leak. The hospital has made plans to recover the leaked samples, expect for those
already destroyed, and has apolegizo those individuals whose personal information was
exposed.

Links:

[1] http://www.asahikawamed.ac.jp/en/

[2] http://www.adamdodge.com/esi

[3] http://www.yomiuri.co.jp/dy/national/20080229TDY02306.htm
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[UPDATE] 25,000 OU Student Pictures Online Witlout
Password Protection

Quick Facts

Date: 3/4/2008

Institution: Ohio University[1]

Type of Incident: Unauthorized Disclosure
Number Affected: 25,000

Source:Pogo Was Righi2]

Abstract SourceThe Pos{3]

Update Sourcerhe Chronicle of Higher Edation[4]
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Abstract

David M. Hendricks Jr., a Post reporter and Ohio University Resident Assistant, recently alerted
Ohio University that pictures of 25,000 OU students were available via the Internet. The

pictures, part of the university's Community Irexidl Report web site, were discovered after
Hendricks started added different words to the end of the site's address. Hendricks found that the
pictures came up without any need for him to use his RA login and password to the Community
Incident Report systen©hio University secured the site within hours of notification and it does

not appear the site was indexed or cached by any search engine. The pictures were not
accompanied by names but did includedigit identification codes that allow appear on studen

IDs. According to Patrick Beatty, Associate University Registrar, pictures are not considered
directory information by the university. According to OU's Internal Audit guidelines, posting a
studentdos picture on a We bationiofttederahpriviady awm.t a si g

Updatel Ohio University is disputing the claims made by the OU newspaper that 25,000 student
pictures were available to the Internet with no protections. According to OU CIO Bruce Bible,
"It's been overblown. There has bemthing exposed, and the information was-descriptive

to start with. There is no sensitive data tied to this site." According to Bible, to get access to all
of the pictures, a resident assistant would need to first log in and thenlioghb get tlke

address for the entire directory. This address could then be shared with others.

Links:

[1] http://www.ohio.edu

[2] http://www.pogowasright.org

[3] http://www.thepost.ohiou.edu/Articles/News/2008/03/04/23239/

[4] http://chronicle.com/wiredcampus/are¢2802/ohieu-refutesclaim-of-a-securitybreach
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DeVry Campus Ordered To Change Procedures After
|dentity Theft

Quick Facts

Date: 3/7/2008

Institution: DeVry Institute of Technology, Calgary Camgda$
Type of Incident: Theft

Number Affected: 1

Sour@: Pogo Was Right

Abstract SourceAbstract Source: Calgary Herd|
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Abstract

The Office of the Information and Privacy Commissioner recently ordered the Calgary campus
of the DeVry Institute of Technology to stop photocopying student identificatianoiider

came after an investigation into a complaint turned up that the institution routinely made multiple
photocopies of student identification for use in future loan applications. Investigators discovered
that one such copy was used by a criminal taiokd line of credit at a furniture story in the

name of a DeVry student. This student was responsible for the initial complaint which launched
the investigation. DeVry was ordered stop making the photocopies, move loan documents to a
central location, anthstall better security.

Links:

[1] http://www.devry.edu/calgary/

[2] http://www.canada.com/calgaryherald/news/story.html?id=264b2888480fac75
25404b16d989&k=74592
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Duke Mailing List Archive Contained Graduate Application
Data

Quick Facts

Date: 37/2008

Institution: Duke University{1]

Type of Incident: Unauthorized Disclosure
Number Affected: 221

Source:Pogo Was Righi2]

Abstract SourceTriangle Business Journg]
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Abstract

Duke University recently discovered that graduate applicaatwlas available to public via an

mailing list archive found online. The mailing list, accidentally left open to the public, contained
the names,-eail address and GPA scores of 221 applicants to the university's Physics program.
According to the universit the information was available online for roughly three weeks. As

soon as the university became aware of the problem the mailing list archive was secured and the
university contacted major search engines to remove the information from caches. Thé&ywnivers
also sent letters to all affected applicants in which the head of the physics department expressed
regret over the incident and said that multiple steps were being taken to ensure this does not
happen in the future.

Links:

[1] http://www.duke.edu

[2] http://www.pogowasright.org

[3] http://www.bizjournals.com/triangle/stories/2008/03/03/daily45.html
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York University CounselingCenter Email Accidently
Exposes Patient List

Quick Facts

Date: 3/13/2008

Institution: University of York[1]

Type of Incidetrt Unauthorized Disclosure
Number Affected: 300

Source:Pogo Was Righi2]

Abstract SourceNouse.co.uk3]
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Abstract

The University of York is apologizing after an employee mistake revealed the email addresses of
students and staff currently receiviogunseling from the university's University Counseling
Service. The address for 300 patients were mistakenly added in the CC field-ofidiie e

Minutes after the first-enail was send, a secondrail followed that read: "URGENT PLEASE
DELETE LAST EMAIL (Access taCounselingBuilding) Information was included that should

not have been sent". A recathgil was sent out roughly two hours after the mistake, however

this email also included all of the email address in the CC field, exposing these adfbresses
second time. A final-enail was sent from Senior Counselor Mandy Alderson explaining the
incident and apologizing for the mistake.

Links:

[1] http://www.york.ac.uk

[2] http://www.pogowasright.org

[3] http://www.nouse.co.uk/2008/03/13/counseltsayviceadmitsbreachof-trustafter
releasingover-300-emails/
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Stolen University Health Care Laptop Contained Patient
Information

Quick Facts

1 Date: 3/14/2008

1 Institution: University of Utah1]

T Type of Incident: Theft

T Number Affected: 4,800

T SourceESI|[2]

1 Abstract SourceKSL [3]
Abstract

University Health Care, part of the University of Utah, announced the theft of a laptop
containing patient information. Officials determined that the laptop, stolen from a locked office
at the end of February, doupossibly contain a number of patient records including files with
names and addresses, files with names and Social Security numbers and even some files with
names and health policy information (such as medications and insurance account numbers). In
totd the University Health Care group has alerted about 4,800 patients and is offering them one
year of free credit monitoring service. University Health Care is also changing its internal
policies and staff are no longer allowed to download sensitive infammanto laptops.

Links:

[1] http://www.utah.edu

[2] http://www.adamdodge.com/esi

[3] http://www.ksl.com/?nid=148&sid=2849851
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Framingham State Email System Compromised, Used To
Send Threats

Quick Facts

Date: 3/17/2008

Institution: Framingham Statedllege[1]

Type of Incident: Unauthorized Disclosure

Number Affected: N/A

SourceESI|[2]

Abstract SourceThe Wired Campus (The Chronicle of Higher Educat[8ih)
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Abstract

Framingham State College recently discovered that an unknown individualésaiterto

exploit a hole in the college'smeail server and gain control oven®il accounts. These

accounts were then used to send threateringiemessage all over the country threatening to
harm the recipient unless money was paid to the senderrdhagdo Framingham's CIO,

Patrick Laughran, the college became aware of the breach on March 8 and the college took
prompt action. The college has implemented additional layers of security and is asking students
to strengthen their passwords. While Laughdad not know how many messages were sent, the
college received at least 50 complaints from people who did receive these messages. The FBIl is
now involved in the case and the IP address of the attackers have been traced back to China,
Russia and Sudan.

Links:

[1] http://www.framingham.edu

[2] http://www.adamdodge.com/esi

[3] http://chronicle.com/wiredcampus/index.php?id=2822
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Binghamton Student Information Accidentally E-mailed to
Other Students

Quick Facts

Date: 3/18/2008

Institution: Binghamton Univesity (SUNY)[1]
Type of Incident: Unauthorized Disclosure
Number Affected 300

SourceESI|[2]

Abstract SourcePress & SusBulletin [3]
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Abstract

Binghamton University, part of the State University of New York system of colleges and
universities, is kerting over 300 that their personal information was accidentally send to other
BU students. An-nail, sent by the Coordinator of Undergraduate Advising for the School of
Management Brian Perry, contained the names, Social Security numbers and GP#s ahfin
senior accounting major students. Theal was meant for faculty members to help decide
awards for the year. However, thisrail was accidentally sent to 288 marketing students at the
university. Perry sent a secondnail shortly after the fitsasking students to delete the first e
mail. In a letter to affected students, Vice President for Administration James Van Voorst
apologized to students and referred them to the major credit bureaus for further assistance. BU
spokesperson Gail Glover saitht members of the School of Management, including Dean
Upinder Dhillon, would also be available to assist students.

Links:

[1] http://www.binghamton.edu

[2] http://www.adamdodge.com/esi

[3] http://www.pressconnects.com/apps/pbcs.dll/article? AID=/2808INEWS01/803170361
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Lasell Employee lllegally Access Database Containing
Personal Information

Quick Facts

Date: 3/20/2008

Institution: Lasell Collegd1]

Type of Incident: Employee Fraud

Number Affected: 20,000

Source:Pogo Was Righi2]

Abstract ®urce:Lasell College News Advisorj]
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Abstract

Lasell College is alerting 20,000 current and former students and staff that their personal
information was illegally accessed by a college employee. The employee, a member of the
Department of Informatiofiechnology, gained unauthorized access to a database containing
names and Social Security numbers. The college became aware of the incident in early February
after investigating suspicious activity. Lasell has also contacted law enforcement who has started
their own investigation. Lasell College has setup a hotl6t-243-2140- and a web site
www.lasellemergency.n@d] - to help answer any questions individuals may have.

Links:

[1] http://www.lasell.edu

[2] http://www.pogowasright.org

[3] http://mww.lasellemergency.net/html/network _breach.html
[4] http://www.lasellemergency.net
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Wright State Professor Posts Student Information Online

Quick Facts

Date: 3/21/2008

Institution: Wright State Universityl]

Type of Incident: Unauthorized Disclosure
Number Affected: 395
Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org News Reled$¢
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Abstract

SSNBreach.org discovered still more student files online. In this case the files belonged to Dr.
Junghsen Lieh a Wright State University professor.fileg, discovered on the university's

Computer Science Department web site, contained the names and grades of 395 students as well
as the partial Social Security numbers of 38 students. All of the affected students seem to have
taken Dr. Lieh's Material&ngineering course between 1997 and 2005. According to Dr. Lieh,

the files were uploaded as part of a backup and repair of a corrupted PC in March 2006. After
being notified by SSNBreach.org, the files were removed within 24 hours. However, cached
copies emained available online through Yahoo until late March 2008.

Links:

[1] http://www.wright.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=77
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WCU Student Social Security Numbers Breached Back in
2006

Quick Facts

Date: 3/2&008

Institution: Western Carolina Universify]

Type of Incident: Penetration

Number Affected: 555

Source)OSF Data Loss Databagy

Abstract Source: Citizefiimes (via Attrition.org archive) [3]
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Abstract

Western Carolina University are workingrotify graduates after it discovered a server

containing personal information had been breached. The computer, managed by the university's
Department of Business Computer Information Systems and Economics, contained the names
and Social Security numbers%65 WCU graduates that had signed up for a newsletter. WCU
discovered the breach during a project to track down and remove private information on
unsecured systems. According to Bil Stahl, WCU CIO, the server had been compromised several
times as far bacas 2006 and there is evidence that the personal information was copied off the
server.

Links:
[1] http://www.wcu.edu
[2] http://datalossdb.org/incidents/338ciatsecuritynumbersof-555-on-hackedserver
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Trafford College Student Data Found In PublicCar Park

Quick Facts
1 Date: 3/24/2008
1 Institution: Trafford Collegg1]
T Type of Incident: Unauthorized Disclosure
T Number Affected: 9
T SourceESI[2]
1 Abstract SourceManchester Evening NewS3]

Abstract

David Barclay, a Manchester Evening News reaxified, the paper after discovering

documents containing personal information on Trafford College students near the trash in a car
park. According to Barclay, the information was contained on two parts of a sheet of paper. The
information contained orhe paper included the names, addresses, genders, dates of birth,
ethnicities, mobile phone numbers, landlinemadl address, preferred titles, course status, name
of tutors, and national insurance numbers on nine students. M.E.N. notified the collelge whi

has launched an investigation into this incident. The college does not know how the information
ended up by a trash bin in a public area but is taking this incident very seriously.

Links:

[1] http://www.trafford.ac.uk

[2] http://www.adamdodge.com/esi

[3] http://www.manchestereveningnews.co.uk/news/s/1042129 student_details_dumped
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Student Names, Grades and Partial SSNs On University Of
lowa Web Site

Quick Facts

Date: 3/25/2008

Institution: University of lowa[1]

Type of Incident: Unauthorized Disdure
Number Affected: 9

Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org News Reled$¢
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Abstract

SSNBreach.org announced today that it had discovered two files containing protected student
information on the University of lowa's Computer&ue Department web site. The files in
guestion contained the names, grades and partial Social Security numbers of nine students
enrolled in the university's Summer 2001 -22@ course. The files, which are dated November
2001 on the server, were removeatmnediately by the university but remained available through
search engine caches through March 2008.

Links:

[1] http://www.uiowa.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=70
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Stevens Institute Students Information Avdable Online

Quick Facts

Date: 3/26/2008

Institution: Stevens Institute of Technologij
Type of Incident: Unauthorized Disclosure
Number Affected: 7

Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org News Reled$¢

=A =4 -4 -4 -4 4

Abstract

SSNBreach.orgrad the Liberty Coalition discovered yet case of personal student data available
online. In this most recent case, the names, Social Security numbers and grades of seven Stevens
Institute of Technology students. The affected students were enrolled indviBels Fall 1999

MAG681 course. Prof. Levine removed the files as soon as SSNBreach.org notified him of the
incident however they were available through major search engine caches through at least March
2008.

Links:

[1] http://www.stevens.edu

[2] https:/www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=71
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Texas A&M Student Information Found Online

Quick Facts

Date: 3/27/2008

Institution: Texas A&M University[1]

Type of Incident: Unauthorized Disclosure
Number Affected: 44

Source:SSNBeach.ord?]

Abstract SourceSSNBreach.org Press Rele§3ke
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Abstract

Texas A&M University is the latest institution where SSNBreach.org and the Liberty Alliance
discovered student information available on the Internet. Files uploaded in November 2000
contained that names, grades and partial Social Security numbers of 44 students enrolled in Dr.
Clyde Munster's Fall 1998 AGEN 350 course. Dr. Munster removed the files as soon as he was
notified of the incident but copies remained available through M&08 i major search

engine caches.

Links:

[1] http://www.tamu.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=80
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Bowling Green Laptop Containing Personal Information
Stolen

Quick Facts

Date: 3/27/2008

Institution: Bowling Green State Universify |
Type of Incident: Theft

Number AffectedUnknown

SourcePogo was Righi?]

Abstract SourceThe BG Newg3]
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Abstract

Bowling Green State University's student newspaper, The BG News, has a brief blurb about the
theft of a Aptop containing personal information. The laptop, belonging to Professor Mary

Natvig, contained personal on students and scholarship recipients from "all over the world". Prof.
Natvig reported the theft of the laptop from her unlocked office occurrediesday between

1:15PM and 1:25PM. It is not known at this time exactly what information was contained on the
laptop or how many individuals are affected by this theft.

Links:

[1] http://www.bgsu.edu

[2] http://www.pogowasright.org

[3]
http://media.www.bgews.com/media/storage/paper883/news/2008/03/27/Campus/Laptop.With.
Personal.Info.Reported.Stok&287049.shtml
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FSU Professor Posts Student Information Online

Quick Facts

Date: 3/28/2008

Institution: Florida State UniversitiA]

Type of Incident: Unautbrized Disclosure
Number Affected: 66

Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org News Reled$¢
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Abstract

SSNBreach.org and the Liberty Alliance continue to uncover student information posted on
university and college web sites. The &itdiscovery involved information on 66 Florida State
University students. The information found on the FSU Chemistry department web site included
names, grades, and 33 Social Security numbers. All of the affected students appear to be former
chemistry stdents of Dr. Steinbock. FSU removed the files immediately upon notification but

the files remained available through search engine caches through March 2008.

Links:

[1] http://www.fsu.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/releaghp?g=73
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Antioch University Server Containing Student, Staff
Information Breached

Quick Facts

Date: 3/28/2008

Institution: Antioch University[1]
Type of Breach: Penetration
Number Affected: 70,000
Source:Pogo Was Righi2]

Abstract SourceThe Mercury Newg3]

=A =4 -4 -4 -4 4

Abstract

Antioch University announced that it discovered that an unknown individual(s) had gained
unauthorized access at least three times last year to a computer system containing the personal
information of current and former studentslataff. The breached system contained the names,
Social Security numbers, academic reports and payroll documents of 70,000 current and former
students, faculty and staff members going back to 1996. The server was taken offline and
university officials cotinue to examine computer security to ensure there are no further
vulnerabilities. The university is currently sending out letters to the affected individuals.

Links:

[1] http://www.antioch.edu/

[2] http://www.pogowasright.org

[3] http://www.mercurynewsom/business/ci_8732385?nclick_check=1
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UConn Student Information Found On Economics Profs
Web Site

Quick Facts

Date: 3/31/2008

Institution: University of Connecticuftl]

Type of Incident: Unauthorized Disclosure
Number Affected: 242
Source:SSNBreactorg[2]

Abstract SourceSSNBreach.org News Reled$¢

=A =4 -4 -4 -4 4

Abstract

SSNBreach.org and the Liberty Coalition discovered yet another university sharing student
information via the Internet. In this latest incident, SSNBreach.org announced that an excel file
on economics professor Dr. Stiver's web site contained the names, homework scores and grades
of 242 students that had enrolled in Dr. Stiver's Economics 242 course. Also included in this file
were 8 digit Social Security numbers of 14 students. It appleatrthe university became aware

of this incident before SSNBreach.org. By the time SSNBreach.org notified the university,

UConn officials had already removed the files, worked with major search engines to clear the
files from caches and had contactedaffected individuals. The university is offering two years

of credit monitoring to affected students.

Links:

[1] http://www.uconn.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=81
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University of Michigan Investigates LeakOf Student Data
To Newspaper

Quick Facts

Date: 4/3/2008

Institution: University of Michigan1]

Type of Incident: Unauthorized Disclosure
Number AffectedUnknown

Source:Pogo Was Righi2]

Abstract SourceThe Michigan Daily3]
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Abstract

The Univergy of Michigan is investigating the how The Ann Arbor News obtained federally
protected data on students that appeared in a recent news article about student athletes at the
university. The article, titled "University of Michigan athletes steered to gsofé contained
information on which courses studathletes had taken and even included the GPAs of two
students. This type of information is protected by the Family Educational Rights and Privacy Act
(FERPA). According to University Provost Teresa [salh, the university warned the newspaper
that the information was confidential and obtained in violation of federal law. According to
Kelly Cunningham, the university had cautioned the paper against publishing this information
twice. Cunningham also doast believe that any studeathlete had given the paper permission
to reprint their personal information.

Links:

[1] http://www.umich.edu

[2] http://www.pogowasright.org

[3]
http://media.www.michigandaily.com/media/storage/paper851/news/2008/04/03/0iatatio
n/u.Looks.Into.Leak.Of.Athletes. TranscrigB800710.shtml
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Oklahoma Student Charged With Hacking

Quick Facts

Date: 4/3/2008

Institution: University of Oklahomd1]
Type of Incident: Penetration

Number AffectedUnknown
SourceESI|[2]

Abstract SourceThe Norman Transcrig8]

=A =4 -4 -4 -4 4

Abstract

University of Oklahoma student Jose Antonio Roman, 19, was charged in court Tuesday with
violating the Oklahoma Computer Crimes Act. Allegedly Roman used his dorm room connection
to break into other students@unts and cause havoc. Roman is accused of using his laptop and
ARP poisoning to monitor dorm network traffic which allowed him to record students'
usernames and passwords for online services sucima# and Facebook. Roman allegedly

used this informton to log into these accounts and change passwords, alter pictures, etc.

Links:

[1] http://www.ou.edu

[2] http://www.adamdodge.com/esi

[3] http://www.normantranscript.com/localnews/local_story 093235818.html

Page |104



Audit Calls For More Data Security At UW System
Campuses

Abstract

Date: 4/10/2008

Institution: University of Wisconsin Systefi]
Type of Incident: N/A

Number AffectedNone

SourceESI|[2]

Abstract SourceGree Bay PresGazettd3]
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Abstract

A recent audit found University of Wisconsin qamses need to do more to protect the large

amount of person data found on these campuses. The audit calls for campuses to hire a computer
security officer (if one does not yet exist) and to make data security a priority. To help, the audit
suggests campusereate policies that outline what data need protecting and how the data should
be protected.

Links:

[1] http://www.wisconsin.edu/

[2] http://www.adamdodge.com/esi

[3]

http://lwww.greenbaypressgazette.com/apps/pbcs.dll/article? AID=/20080410/GPG0100B0410
57/1207/GPGnews
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Exam Leak Causes Problems For Lucknow University

By Adam Dodge
Created 20084-10 13:21

Quick Facts

Date: 4/10/2008

Institution: Lucknow University{1]

Type of Incident: Unauthorized Disclosure
Number AffectedNone

SourceESI|[2]

Abstract Source: The Times of India

=A =4 -4 -4 -4 4

Abstract

Lucknow University was forced to cancel the BCom Ill Income Tax law and accounts test after it
was discovered that the question sheet had been leaked. The university attempted to create an
alternative set ofupstions but a number of problems eventually lead to a cancellation of the
exam.

Links:
[1] http://www.lkouniv.ac.in/
[2] http://www.adamdodge.com/esi
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Bowdoin Student Data Available To College Community
Abstract

Date: 4/11/2008

Institution: Bowdoin Cdlege|[1]

Type of Incident: Unauthorized Disclosure
Number AffectedUnknown

SourceESI|[2]

Abstract Sourcerhe Bowdoin Orieni3]

=A =4 -4 -4 -4 4

Abstract

Bowdoin College is investigating a possible breach of student data. The college was notified that
confidentidinformation was available on a Bowdoin server to anyone with a valid username and
password. The files, belonging to former student health program administrator Caitlin Guthell,
contained student names, Social Security numbers, insurance informatsoof, $istdents on

medical and disciplinary leave, internal health carrier contracts, employee reviews, yearly
budgets and-enail. The college is currently investigating the incident and Bowdoin CIO Mitch
Davis thanked the Bowdoin Orient for alerting thdexgé to this incident.

Links:

[1] http://www.bowdoin.edu

[2] http://www.adamdodge.com/esi

[3] http://orient.bowdoin.edu/orient/article.php?date=20d8L1&section=1&id=1
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Audit Uncovers Potential Breach at New York
Presbyterian/Weill Cornell Medical Center

Quick Facts

Date: 4/11/2008

Institution: Cornell University{1]
Type of Incident: Theft
Number Affected: 40,000
Source:Pogo Was Righi2]
Abstract Source?WABC [3]

=A =4 -4 -4 -4 4

Abstract

New York-Presbyterian Hospital and Weill Cornell Medical Center worikform patients of

the possible theft of their personal information. The potential breach was discovered by an
internal audit in response to a federal investigation. In total, this incident could affect the names,
phone numbers and Social Security numloéiound 40,000 patients. Hospital and medical
center officials are working closely with law enforcement to investigate the incident. New York
Presbyterian/Weill Cornell Medical Center has setup a hotline for the affected patient to help
answer any questns they may have.

Links:

[1] http://www.cornell.edu

[2] http://www.pogowasright.org

[3] http://abclocal.go.com/wabc/story?section=news/local&id=6075781
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Employee Data Available On University Of Toledo Internal
Server

Quick Facts

Date: 4/13/2008

Institution: University of Toledd1]

Type of Incident: Unauthorized Disclosure
Number Affected: 6,488

SourceAttrition.org [2]
Abstract SourceToledo Blad€g3]
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Abstract

A mistake by a University of Toledo employee exposes employee information to ablyeegl

An employee accidentally moved 44 files containing the personal information of 6,488
University of Toledo employees to an internal server accessible by all UT employees. The files
contained payroll information including name, address and Socialiyeoumbers. Most of the
information was on employees of UT Health Science Center in 1993 and 1999. The files were
discovered by an IT employee the day after they were moved to the wrong folder. While the
university believes the chance of anyone accesbmgformation were slim, officials sent

letters to all affected individuals.

Links:

[1] http://www.utoledo.edu

[2] http://www.attrition.org/dataloss

[3] http://toledoblade.com/apps/pbcs.dll/article? AID=/20080413/NEWS21/804130353

Page |109



Stolen UVa Laptop Caontains Sensitive Data

Quick Facts
1 Date: 4/16/2008
1 Institution: University of Virginia[1]
T Type of Incident: Theft
T Number Affected: 7,000
T SourceESI[2]
T Abstract SourceDailyProgress.cori3]

Abstract

The University of Virginia worked quickly to madlut notification letters after it became aware

of the theft of a laptop that contained sensitive personal data. The laptop contained a confidential
file that held names and Social Security numbers of 7,000 UVa students, faculty and staff
members. The thebccurred offcampus and is being investigated by Albemarle County Police
Department. At the request of the police department, UVa has released very few details about the
theft.

Links:

[1] http://www.virginia.edu

[2] http://www.adamdodge.com/esi

[3]
http://www.dailyprogress.com/cdp/news/local/article/uva_laptop_stolen_had_sensitive_data/179
76/
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Stolen Nippon Medical SchooHospital Computer
Contained 10 Years of Patient Data

Quick Facts

Date: 4/16/2008

Institution: Nippon Medical Schod]
Type of Ircident: Theft

Number Affected: 17,000
SourceESI|[2]

Abstract SourceDaily Yomiuri Online[3]

=A =4 -4 -4 -4 4

Abstract

The Nippon Medical School Hospital is working to alert 17,000 patients after a computer
containing medical data was discovered missing. The compoiiéained a decades worth of
electrocardiography patient data including names, conditions, test results and patient ID
numbers. The computer, one of two in a medical examination room, was moved into a hospital
hallway early on April 8th due to crowdin@n April 9th, the hospital staff noticed the machine
was missing. The missing machine was reported to the hospital's safety control division on April
10th. The safety control division immediately notified the police who are investigating the
incident as @heft. An internal probe into the incident found that the machine does not require a
password, which is against hospital policy. Officials apologized in a message on the hospital web
site and the hospital will send letters to the affected patients.

Links:

[1] http://college.nms.ac.jp/

[2] http://www.adamdodge.com/esi

[3] http://www.yomiuri.co.jp/dy/national/20080417TDY02309.htm
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[UPDATE1]Backup Tapes Containing Information on UM
Patients Stolen

Quick Facts

Date: 4/17/2008

Institution: University of Miam [1]
Type of Incident: Theft

Number Affected: 2,100,000
Source:Pogo Was Righi2]
Abstract SourceMiami Herald[3]
Updatel SourceMiami Herald[4]
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Abstract

The University of Miami announced that a container full of backup tapes containing Wtpati
data was stolen off the vehicle belonging to arsd# storage company. The backup tapes
contained the data such as name, address, Social Security number, health information on tens of
thousands of UM patients receiving care from a UM physiciansitedia UM facility since
January 1, 1999. UM will be notifying the 47,000 patients that had financial information on the
tapes by postal mail. The university hired computer security experts Terremark Worldwide to
assess the risk to the data. Accordinfeoremark executive Christopher Day, after a week the
company was unable to access any of the information of the information. UM has setup a web
site- www.dataincident.miami.edib] - and a hotline 866-628-4492- for any patients with
guestions about ¢éincident.

Updatel
On Friday, the Miami Herald reported that a total of 2.1 million patients were affected by the
theft of the backup tapes from Archive America.

Links:

[1] http://www.miami.edu

[2] http://www.pogowasright.org

[3] http://www.miamiheraldcom/news/breaking_dade/story/499492.html
[4] http://www.miamiherald.com/news/miami_dade/story/500446.html
[5] http://www.dataincident.miami.edu
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[UPDATE15]Stolen SunGard Higher Education Laptop
Contained Student Information From Multiple Schools

Quick Facts

il
f

=4 =4 =4 =4 -4 -8 A 8 a8 -8 -8 -8 oa on

Date: 4/17/2008

Institution: Central Connecticut State Universjty}, Eastern Connecticut State
University[2], Southern Connecticut State Univerg®y, Western Connecticut State
University[4], Buffalo State Colleg¢s], Northwest Missouri State Wversity [6],
SUNY Fredonigd7], SUNY Brockport[8], Monroe Community Collegi©], Jamestown
Community Collegg10], Northwestern Michigan Colledé 1], Niagara County
Community Collegg12], Genesee Community Colle§fE3], Adirondack Community
College[14], Binghamton University15], SUNY Downstate Medical Cent§t6],
Dutchess Community Colled&7], Herkimer County Community Colledé8], Orange
County Community CollegH 9], St. John Fisher Colled20], Meridian Community
College[21], Virginia Tech[22], Argosy University{23], Yeshiva University24], St.
John's University25], Bryant & Stratton University26]

Type of Incident: Theft

Number Affected: 3,400 Connecticut State University System Total, 16,08iffalo
State College, 1,100Northwest Missouri State University, 95&UNY Fredonia, 1,500
- SUNY Brockport, 26 Monroe Community College, 95QJamestown Community
College, 1,600 Northwestern Michigan College, 1,20Rliagara County Community
College, 18 Genesee Community College811- Binghamton University, 2,000St.
John Fisher Colleg&Jnknown- Meridian Community CollegdJnknown- Virginia
Tech, 5,508 Argosy UniversityUnknown- Yeshiva University, 6,000Herkimer
County Community Collegé)Jnknown- St. John's UniversityJnknown- Bryant &
Stratton College

SourcePogo Was Righf27]

Abstract SourceThe NewsTimes[28]

Updatel SourcaVIVB [29]

Update2 Sourceévaryville Daily Forum[30]

Update3 SourcalVBEN [31], WNED [32]

Update4 Sourceddemocrate and Chronic[83], The Postlournal[34], Mlive.com [35]
Update5 Sourcethe Buffalo Newg36]

Update6 Source?ipe Dreanj37]

Update7 SourceCardinal Courier Onling38]

Update8 SourcaVTOK [39]

Update9 Sourca/\SLS[40]

Update1l0 Source: Maryland Attorney Genékeeb Site

Updatell Source: Maryland Attorney General Web Site

Updatel?2 Sourc&VKTV [41]

Updatel3 Sourcévlaryland Attorney General Web Siié?]

Updatel4 SourcéMaryland Attorney General Web Sii43]

Updatel5 Sourc&he ObserveDispatch[44]
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Abstract

The Connecticut State University System announced recently that a laptop stolen from SunGard
Higher Education, a CSU System vendor, contained information on CSU System students. The
laptop contained information such as names and Social Securityersiom3,400 students from

four different CSU System institutions. The affected students had attended Central, Eastern,
Southern and Western Connecticut State University between September 2001 and December
2004. The laptop was passweprbtected but did rtdhave any type of encryption. The

information was given to SunGard to perform services for CSU System, but the information was
retained longer then needed according to CSU System spokesperson Bernard Kavaler. SunGard
Higher Education has setup a web sievw.sungardhe.com/laptopth¢#ft5] - to help answer

any question on the theft.

Updatel

Buffalo State College is among the institutions affected by this theft. The stolen SunGard Higher
Education laptop contained private information on 16,000 currerfoamer students. The

college has plans to begin sending out notification letters to all affected students. Buffalo State
College is working closely with SunGard to determine which students were affected by this
incident.

Update2

Northwest Missouri State tiversity announced that was among the institutions affected by the
SunGard Higher Education laptop theft. The SunGard laptop contained the names, Social
Security numbers, and financial aid information on 1,100 Northwest Missouri students. The
university 5 working with SunGard to identify and notify the Northwest Missouri students
affected by this incident.

Update3

SUNY Fredonia was the latest university to announce that it has been affected by the theft of the
SunGard Higher Education laptop. The stokgutdp contained personal information on 77

current Fredonia students as well as 881 alumni. Fredonia joins Buffalo State as two of the 12
SUNY System campuses affected by this theft.

Update4

Three more State University of New York campuses have annothe@dtential exposure of
student data after the theft of the SunGard Higher Education laptop. SUNY Brockport is
reporting a potential exposure of 1,500 records on individuals that included Brockport in their
financial aid applications. Brockport is storking with SunGard to determine how many
currently enrolled students were affected. According to a Monroe Community College
spokesperson, the stolEptopcontained personal information on 20 MCC students. The college
has already mailed letters of natdtion to these individuals. The laptop also contained records
on at most 950 Jamestown Community College students enrolled between 2001 and 2003. JCC is
working closely with SUNY System and SunGard to determine which students are affected by
this theft.Outside of the SUNY System, Northwest Michigan College announced that the stolen
SunGard laptop contained information on 1,600 students from 2003. The college was just
recently informed of the March 13 theft and is working quickly to mail notificatioarketo the
affected individuals.
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Update5

Niagara County Community College and Genesee Community College are two more SUNY
campuses affected by the SunGard laptop theft. NCCC reports a potential exposure of 1,202
records while GCC reports a potential expesaf only 18 records. In addition to NCC, GCC,
Buffalo State, SUNY Fredonia, SUNY Brockport, JCC, and MCC the other SUNY Campuses
affected by this incident are: Adirondack Community College, Binghamton University,
Downstate Medical Center, Dutchess Comity@ollege, Herkimer County Community

College and Orange County Community College.

Update6

Binghamton University worked over the weekend to notify 131 individuals about the loss of
personal information following the SunGard Higher Education laptop #eftdonth. In total,

the university notified 11 current students and 120 applicants after it determined the SunGard
laptop contained their names and Social Security numbers.

Update7

St. John Fisher College officials are working to notify current and pobisee students after it
was informed by SunGard Higher Education that college information was contained a stolen
SunGard laptop. The laptop contained names and Social Security numbers on nearly 2,000
current and prospective students. In the notificagtiet college officials urge students to
monitor their credit and state the SunGard will be offering 12 months of credit monitoring for
free. St. John Fisher College has created a webwitav.sjfc.edu/announcements/security.asp
[46] - to help answer qeions about the incident.

Update8

Meridian Community College recently announced that it was one of the campuses affected by
the theft of a laptop belonging to a SunGard Higher Education employee. After working with
SunGard, Meridian officials announcedtlthe laptop did contain information, including Social
Security numbers, on former Meridian students. Meridian Community College has notified all of
the affected students by letter.

Update9

Virginia Tech is the latest university to announce that it Vifested by the March 13th theft of a
SunGard Higher Education laptop. The SunGard laptop contained information on It is not known
who many individuals associated with VT were affected by this incident. According to VT
Director of News & Information Mark Ogezarski, the laptop contained personal information on
individuals at Virginia Tech in 2000.

Updatel0

Argosy University sent letters to 5,500 students informing them that their personal information
was contained on the SunGard Higher Education laptop #eastelen in March. According to

the university individuals that may have applied for financial aid during 2001, 2002 or 2004 are
affected.

Updatell
Yeshiva University is alerting former students of the university's Benjamin N Cardozo School of
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Law abouta potential exposure of personal information. SunGard Higher Education notified
Yeshiva that a laptop stolen from one of SunGard's employees contained Yeshiva student
information such as names, Social Security numbers, student loan identification nathieers,
financial aid information and other data related to students status and enrollment at the Cardozo
School of Law.

Updatel?2
Herkimer County Community College announced that it was affected by the March SunGard
laptop theft. The names and Social Segurumbers of an unknown number of HCCC students.

Updatel3

PogoWasRight.org was able to obtain letter sent by St. John's University to the Maryland
Attorney General's office notifying the state that the personal information of at least one
Maryland studenat St. John's was contained on the stolen SunGard laptop. According to the
letter, the laptop appears to have contained St. John's student information such as name and
Social Security number from 2001.

Updatel4

PogoWasRight.org was able to obtain lestemt by Bryant & Stratton College to the Maryland
Attorney General's office notifying the state that the personal information of at least one
Maryland student at Bryant & Stratton was contained on the stolen SunGard laptop. The
information on Bryant & Stitdon College students included names, address and Social Security
numbers.

Updatel5
The total number of affected HCCC students is 6,000.

Links:

[1] http://www.ccsu.edu

[2] http://www.easternct.edu

[3] http://www.southernct.edu
[4] http://www.wcsu.edu

[5] http://www.buffalostate.edu
[6] http://www.nwmissouri.edu
[7] http://www.fredonia.edu

[8] http://www.brockport.edu

[9] http://www.monroecc.edu
[10] http://www.sunyjcc.edu
[11] http://www.nmc.edu

[12] http://www.adamdodge.com/esi/www.niagaracc.suny.edu
[13] http://www.genesee.edu
[14] http://www.sunyacc.edu
[15] http://www.binghamton.edu
[16] http://lwww.hscbklyn.edu/
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[17] http://www.sunydutchess.edu

[18] http://www.herkimer.edu

[19] http://orange.cc.ny.us

[20] http://www.sjfc.edu

[21] http://www.mcc.cc.ms s/

[22] http://www.vt.edu

[23] http://www.argosy.edu

[24] http://www.yu.edu

[25] http://www.stjohns.edu

[26] http://www.bryantstratton.edu

[27] http://www.pogowasright.org

[28] http://www.newstimes.com/ci_8956150

[29] http://www.wivb.com/Global/story.asp28182593

[30] http://www.maryvilledailyforum.com/articles/2008/04/17/news/news3.txt

[31] http://www.wben.com/news/fullstory.php?newsid=09808

[32]
http://publicbroadcasting.net/wned/news.newsmain?action=article&ARTICLE_ID=1262782&se
ctioniD=1

[33]

http://www.democratandchronicle.com/apps/pbcs.dll/article? AID=/20080419/NEWS01/8041903
28/1002/NEWS

[34] http://postjournal.com/articles.asp?articlelD=26796

[35] http://www.mlive.com/newsflash/michigan/index.ssf?/base/news
52/1208630945313100.xml&storylist=newsmigdin

[36] http://www.buffalonews.com/cityregion/story/326885.html

[37] http://www.bupipedream.com/pipeline_web/display_article.php?id=7938

[38]
http://media.www.cardinalcourieronline.com/media/storage/paper1247/news/2008/04/23/News/S
tolen.Laptop.Contains.@a For.nearly.2000.Current.Prospective.Fisher.StueR848512.shtml

[39] http://www.wtok.com/news/headlines/18222004.htmi

[40]
http://www.wsls.com/sls/news/local/new_river_valley/article/laptop_containing_vt_personal_inf
ormation_stolen/10189/

[41] http:/Avww.wktv.com/news/local/18699634.htmll

[42] http://www.0ag.state.md.us/idtheft/Breach NoticesAT®1481.pdf

[43] http://www.0ag.state.md.us/idtheft/Breach NoticesAT%®1483.pdf

[44] http://www.uticaod.com/education/x360360504/Stdkgrtop-containedstudents-personal
information

[45] http://www.sungardhe.com/laptoptheft

[46] http://lwww.sjfc.edu/announcements/security.asp
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Internal Investigation Discovers Stolen Computer Contained
Student Information

Quick Facts

Date: 4/20/2008

Institution: Keio Universit [1]

Type of Incident: Theft

Number Affected: 2,009

Source:Pogo Was Righi2]

Abstract SourceThe Daily Yomiuri Onling3]
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Abstract

An internal investigation into the theft of 25 computers from Keio University late last year
discovered recently thane of the stolen computers contained personal student information. The
computer in question contained the names and student IDs of 2,009 current and former Keio
students as well as the math scores of 270 students. The computers were stolen out of five
different laboratories back in late November. The university filed a police report shortly after the
theft.

Links:

[1] http://www.keio.ac.jp

[2] http://www.pogowasright.org

[3] http://www.yomiuri.co.jp/dy/national/20080420TDY02301.htm
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Bookstore Sells Sident Hard Drive Full of Personal
Information

Quick Facts

Date: 4/22/2008

Institution: University of Connecticuftl]
Type of Incident: Unauthorized Disclosure
Number Affected: 10

Source:Pogo Was Righi2]

Abstract Source?WVESB[3]

=A =4 -4 -4 -4 4

Abstract

The Univesity of Connecticut is currently investigating how a hard drive filled with personal
pictures, documents and information was sold to a student. When Ryan Green installed the hard
drive he purchased for $200 from the UConndpo he discovered it containadound 10,000

pictures and 10,000 word documents as well as some sensitive information such as credit card,
drivers license and passport information. Green reported this to the Campus Police who launched
an investigation into the incident. In all it appea0 individuals are affected by this incident.

One of the individuals, a UConn professor, said he had given tiog @ermission to copy his

hard drive when it was in for repair. Police do not expect the investigation to drag out long.
According to offigals, the Ceop does not resell used hard drives and the staff is cooperating

fully with police.

Links:

[1] http://www.uconn.edu

[2] http://www.pogowasright.org

[3] http://www.wfsb.com/iteam/15949434/detail.html
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UMass Amherst Health Services Computer &ver Breached

Quick Facts

Date: 4/22/2008

Institution: University of Massachusetts, Amhefs}
Type of Incident: Penetration

Number AffectedUnknown

SourceESI|[2]

Abstract SourceCBS 3, Springfield3]

=A =4 -4 -4 -4 4

Abstract

University of Massachusetts, Antiséofficials are investigating the breach of a computer server
in the university's University Health Services department. The breach by an unknown individual
occurred April 11th. According to officials, most patient files are kept on paper, but sonm patie
information was available on the server and the 150 computers in UHS. The university shutdown
the UHS network and all UHS computers once the breach was discovered. According to a note
on the main UHS web sitevww.umass.edu/uhg] - about 90 machindsave been turned back

on and the rest are expected to be operational within one week. Campus officials say it will be
weeks before the university is able to determine what, if any, information was compromised but
that the university is also looking at thecurity of all campus systems to help avoid future
problems.

Links:

[1] http://www.umass.edu

[2] http://www.adamdodge.com/esi

[3] http://www.cbs3springfield.com/news/local/18021744.html
[4] http://www.umass.edu/uhs/

Page |120



University of Texas Health Scienc&€enter Bills Expose
Social Security Numbers

Quick Facts

Date: 4/23/2008

Institution: University of Texas Health Science Center at TjA¢r
Type of Incident: Unauthorized Disclosure

Number Affected: 2,000

SourceAttrition.org [2]
Abstract SourceTyler Morning Telegrapk]

=A =4 -4 -4 -4 4

Abstract

The University of Texas Health Science Center at Tyler is apologizing to patients after it
discovered that medical bills sent out clearly displayed patient Social Security nufnbers.
technical problem at CBE Group Inc.callections agency used by UTHSCT, caused Social
Security numbers to be printed on roughly 2,000 billing envelopes. UTHSCT is not aware of
exactly how many individuals were affected since multiple bills could have been sent to a single
individual. While U'HSCT is confident the exposure was limited since the information was not
circulating around in public areas, the hospital takes full responsibility for the incident. UTHSCT
urges anyone affected by this incident to contact the hospitals billing officerdiag to

UTHSCT COO Rob Marshall, "It was a small glitch that we absolutely own up to and want to be
able to take care of anyone who has issue as a result.”

Links:

[1] http://www.uthct.edu

[2] http://www.attrition.org/dataloss

[3] http://www.tylerpapercom/article/20080423/NEWS09/804220345
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Southern Connecticut State University Discovers a Web
Server Vulnerability That Places 11,000 Individuals At Risk

Quick Facts

Date: 4/23/2008

Institution: Southern Connecticut State Univerdity
Type of Incident Unauthorized Disclosure
Number Affected: 11,000

SourceESI|[2]

Abstract Source?’WVTNH [3]

=A =4 -4 -4 -4 4

Abstract

SouthernConnecticut State University has alerted current and former students after a review of a
university web site discovered a vulnerability thatlld have allowed an unauthorized individual
access to personal information. During a recent review of a web server, the university discovered
that unauthorized individuals could have had access to applications for graduation dating back to
2002. These apipations contained the names, address and Social Security numbers of 11,000
current and former students. According to the web site setup by the university about the incident
- www.southernct.edu/creditmonitorifg] - all affected individuals have beentified. The

university has partnered with Debix Identity Protection Network to offer two years of free
monitoring to the affected individuals.

Links:

[1] http://www.southernct.edu

[2] http://www.adamdodge.com/esi

[3] http://www.wtnh.com/Global/story.as§28215997
[4] http://www.southernct.edu/creditmonitoring/
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[UPDATE]Three UC-Boulder Computers Breached, One
Contained Student Information

Quick Facts

Date: 4/25/2008

Institution: University of Colorado, Boulddf]

Type of Incident: Penetration

NumberAffected:None

Source:Pogo Was Righi2]

Abstract SourceUniversity of Colorado, Boulder News Cenj8}
Update SourcdJniversity of Colorado, Boulder News Cenfét
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Abstract

The University of Colorado at Boulder has hired a security firm to hekstigate the breach of
three computers in the university's Division of Continuing Education and Professional Studies.
So far, one of the computers was found to contain information on 9,000 students and 500 staff
members. While the investigation is stih going the university believes that this computer
contained data on individuals enrolled in Division of Continuing Education and Professional
Studies courses between 1997 and 2003Bddlder first became aware of the incident on April
24 when a maliciasifile was discovered on the computer. While there is no evidence that
anyone gained access to personal information, the university plans on sending out notification
letters to affected individuals by the end of next week-BdQlder has setup a web site
www.colorado.edu/itsecurity/contedi - with more information on the incident.

Update

The University of Colorado at Boulder announced today that the forensic analysis of the three
computers that were suspected to have been compromised revealed #rabnalpnformation

was affected during the incident. According to Dan Jones, Director of IT Security-at CU
Boulder, university staff worked closely with Applied Trust Engineering and discovered that an
interaction between two incompatible software progrdmat mimicked behavior consistent with
malicious software.

Links:

[1] http://www.colorado.edu

[2] http://www.pogowasright.org

[3] http://lwww.colorado.edu/news/r/b3958b2098b3e4b7d2092462fe26412d.html
[4] http://www.colorado.edu/news/r/c44664813b5b2e2h288eafecf33a.html

[5] http://lwww.colorado.edu/itsecurity/contedu/
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University Entrance Exam Questions Leaked

Quick Facts

Date: 4/28/2008

Institution: University of Tokyo[1]

Type of Incident: Employee Fraud
Number AffectedUnknown
SourceESI|[2]

Abstract Source: Daily Yomiuri Online

=A =4 -4 -4 -4 4

Abstract

University of Tokyo officials moved to dismiss an associate professor after it was discovered this
individual leaked graduate school entrance exam questions back in 2006. The former professor
shared these gstons with several students prior the exam date. It is not known how many
students had advanced access to these questions, but it appears that some of the students that
received the advance information are still attending the university.

Links:
[1] http://www.u-tokyo.ac.jp/index_e.html
[2] http://www.adamdodge.com/esi
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88,000 Patients at Risk After Computer Theft

Quick Facts

Date: 5/1/2008

Institution: Staten Island University Hospitl]
Type of Incident: Theft

Number Affected: 88,000

SourcelPogoWas Right{2]

Abstract SourceStaten Island Advandg]

=A =4 -4 -4 -4 4

Abstract

Staten Island University Hospital is alerting patients about a December 07 equipment theft.
Thieves made off with a desktop computer and backup hard drive from an administrative office
in Rosebank. This equipment contained names, Social Security numbers and health insurance
numbers on 88,000 SIUH patients. According to a statement from the hospital, letters are being
sent to affected individuals and the hospital is offer one year ofriedé monitoring. SIUH
spokesperson Arleen Ryback said that the equipment does not contain any medical records but
would not comment on why it took SIUH so long to notify patients.

Links:

[1] http://www.siuh.edu

[2] http://www.pogowasright.org/article.pRstory=20080501074046908

[3] http://www.silive.com/news/advance/index.ssf?/base/news/1209644107324690.xml&coll=1
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UCSF Patient Information Available Online

Quick Facts

1 Date: 5/2/2008

T Institution: University of California, San Francis¢b]

T Type of Incdent: Unauthorized Disclosure

T Number Affected: 6,313

T SourceESI[2]

1 Abstract SourceSan Francisco Chronic[8]
Abstract

The University of California, San Francisco is alerting patients after personal patient information
connected with the universityas found online. In October of 2007, UCSF became aware that
patient information the university had shared with Target America Inc. to help identify potential
donors was available online. The information available included the names, addresses, names of
departments where patient received care and in some cases patient medical record numbers and
physicians providing care on 6,313 UCSF patients. UCSF took immediate action to remove
public access to the data once it was aware of the incident. In additiof, &@8d the business
agreement it had with Trade America shortly after the incident was discovered. UCSF is mailed
notification letters to the affected patients in April. It is not known why UCSF waited so long to
notify patients about the exposure.

Link s:

[1] http://www.ucsf.edu

[2] http://www.adamdodge.com/esi

[3] http://www.sfgate.com/cgpin/article.cgi?f=/c/a/2008/05/01/MNKE10DRGN.DTL&tsp=1

Page |126



CLG Employee Exposes NYIT Student Information In
Email

Quick Facts

Date: 5/3/2008

Institution: New York Insttute of Technology1]

Type of Incident: Unauthorized Disclosure

Number Affected: 250

Source:State of Maryland Notification of a "Breach of the Security of a Sysfgin”

=A =4 =4 =4 A

Abstract

The New York Institute of Technology recently notified 250 studengs aft email was sent

out with a file containing student information. Thenail was sent by an employee of Cardean
Learning Group, a company NYIT contracts with to provide services to NYIT. -finailan

guestion was sent a CLG academic advisor witheaaflached that contained student names,
address, phone numbers, student numbers, marital status, dates of birth and Social Security
numbers. In the letter to the affected individuals, NYIT is offering the students one year of Triple
Advantage credit moroting throughConsumerinfo.con3].

Links:

[1] http://www.nyit.edu

[2] http://www.0ag.state.md.us/idtheft/Breach NoticesAT®L045.pdf
[3] http://www.consumerinfo.com
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OSU Agricultural Technical Institute Students Accidentally
E-mailed Staff Personal hformation

Quick Facts

Date: 5/6/2008

Institution: Ohio State University Agricultural Technical Institifig
Type of Incident: Unauthorized Disclosure

Number Affected: 192

SourceAttrition.org [2]
Abstract SourceThe Columbus Dispatdi3]
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Abstract

The Ohio State University Agricultural Technical Institute accidentally sennagilecontaining
personal faculty and staff information to about 680 students. -Tin@léhad an excel attachment
that contained names, positions, salaries and Social Secunitbers on 192 faculty and staff
members. In a followp email students were asked to delete threasl that contained the
personal information. Affected staff and faculty members are being offered free credit
monitoring and identity theft protection.M¥n asked if students could be trusted to delete-the e
mail OSU ATI spokesperson Frances Whited responded "Of course!"

Links:

[1] http://www.ati.osu.edu

[2] http://www.attrition.org/dataloss

[3]
http://www.columbusdispatch.com/live/content/local_newsikssé?008/05/06/wooster.html?sid
=101
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Dominican University Alumni And Student Information
Available To Students

Quick Facts

Date: 5/8/2008

Institution: Dominican Universityf1]

Type of Incident: Unauthorized Disclosure
Number Affected: 5,000

Source:Pogo Was Righi2]

Abstract SourceNBC5[3]
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Abstract

Dominican University is alerting current and former students after it discovered two student
workers had inappropriately accessed files containing personal information on the university's
network. Thefiles, three excel spreadsheets, contained the names, addresses, phone numbers,
birthdays and Social Security numbers on over 5,000 current and former DU students. According
to a statement released by the university, DU has notified all of the affedieiduials and is

working with local police and that state's attorney's office. In the letter to students, DU
recommended the affected individuals contact the three credit bureaus and place fraud alerts on
their accounts.

Links:

[1] http://www.dom.edu

[2] http://www.pogowasright.org/article.php?story=20080508190031476
[3] http://www.nbc5.com/news/16205384/detail.html
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Princeton Tower Club Leaks Alumni Data
Quick Facts

Date: 5/9/2008

Institution: Princeton Universityl]

Type of Incident: Unauthorized Bslosure
Number Affected: 103

Source:Pogo Was Righi?]

Abstract SourceThe Daily PrincetoniafB]
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Abstract

The Princeton University Tower Club recently altered alumni afterraaikto current members
contained alumni information. Thenaail in question was sent with a spreadsheet containing the
names and Social Security numbers of 103 alumni from 2006 and 2007 attached. Tower Club
officers sent an-enail asking those individuals that received the alumni information to delete the
message "out of rpect for '07". In an-enail to the affected alumni, Tower graduate board chair
Greg Berzolla said that Tower will pay for one year of identity theft protection. According to

Berzolla, the spreadsheet was-maltsydeantthokaholdue t o
emai | and used it as anatidrhplaat e@me[afrorasWeven esada
system very many people use or understand, th
Links:

[1] http://www.princeton.edu
[2] http://www.pogowasrightrrg/article.php?story=20080509122043249&query=princeton
[3] http://www.dailyprincetonian.com/2008/05/09/21173/
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Colorado State Student Information Found Online

Quick Facts

Date: 5/14/2008

Institution: Colorado State Universifyl ]

Type of Incident: Unatinorized Disclosure
Number Affected: 204
Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Media Reled$
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Abstract

The Liberty Coalition announced that it has notified Colorado State University that Warner
College of Natural Resources studeribrmation was available online. The information
included the names and Social Security numbers of 204 students and was contained in four
different files. Colorado State officials removed the files within an hour of notification and
immediately contactechajor search engines to remove the files from caches. Colorado State
plans to begin notifying affected students in the next few days. This most recent exposure is
similar to the January 2008 incident in that the files again belonged to Warner Collegteirai N
Resources, were on the same server and in the sardéractory of those containing student
information in January. According to Colorado State officials, Warner College is implementing
plans to regularly scan its web site for files containinggreakinformation.

Links:

[1] http://www.colostate.edu

[2] https://www.ssnbreach.org

[3] https://www.ssnbreach.org/release.php?g=88
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[Update1l]Oklahoma State University Parking Server
Breached, Staff and Faculty Information Exposed

Quick Facts

Date: 5/152008

Institution: Oklahoma State UniversityStillwater[1]

Type of Incident: Penetration

Number Affected: 70,000

SourceESI|[2]

Abstract SourceThe Daily O'Collegiarn3], OSU- Stillwater Incident Aler{4]
Updatel Sourcéfthe Oklahomatf5]
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Abstract

Oklahoma State UniversityStillwater is alerting staff and faculty that a parking server

containing personal information was recently breached by an unknown individual(s). The server,
used by the University's parking and transit services, housathlbage containing the names,
addresses, phone numbersnail addresses and Social Security numbers on an unknown

number of faculty and staff. After investigating the breach, @Stillwater believes the

attacker(s) breached the server for bandwidthsémhge space, not the information housed on

the system. However, OSL&tillwater officials are working to notify any faculty or staff

member that had purchased a parking permit between July 2002 and March 2008 just to be safe.
President Burns Hargis catl the security incident “totally unacceptable" and apologized for the
incident. OSU- Stillwater has setup a websitalalert.okstate.edu/incident _00003.h{]l -

with more information.

Updatel

The recent breach at Oklahoma State University affectethlof 70,000 students, faculty and

staff. The university discovered the server breach back in March but waited until May to begin
notifying individuals. According to officials the delay was due to an investigation to determine if
the Social Security nunélos had been accessed. The university was not able to make a
determination. The affected server has been taken offline and the Social Security numbers have
been removed.

Links:

[1] http://osu.okstate.edu

[2] http://lwww.adamdodge.com/esi

[3] http://ocolly.com/2008/05/15/studeifdculty-and staff-info-exposeein-osuparkingserver
breach/

[4] http://idalert.okstate.edu/incident_00003.html

[5] http://Inewsok.com/osbreachraisesfearsof-id-theft/article/3243774/?tm=1210827079
[6] http://idalert.okstate.edmcident_00003.html
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University of Louisville Student Worker Personal
Information At Risk

Quick Facts

Date: 5/16/2008

Institution: University of Louisville[1]
Type of Incident: Theft

Number Affected: 20

Source:Pogo Was Righi2]

Abstract SourceThe CourierJournal[3]

=A =4 -4 -4 -4 4

Abstract

The University of Louisville has alerted 20 current and former student employees that their
personal information, including Social Security numbers, is at risk. According to a university
spokesperson, the incident involveccdments that were copied and taken from the a private

office in the president's office. The incident came to light after an employee salary information
was distributed anonymously to employees. The university urged the individuals to place a fraud
alerts m their credit reports and monitor the reports for suspicious activity.

Links:

[1] http://www.louisville.edu

[2] http://www.pogowasright.org/article.php?story=20080516135225456
[3] http://www.courier

journal.com/apps/pbcs.dll/article? AID=/20080516/NEWB0516030/1008
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[Updatel]improper Disposal of Computer Exposes
University of Florida Patient Records

Quick Facts
1 Date: 5/20/2008
1 Institution: University of Floridg[1]
T Type of Incident: Unauthorized Disclosure
T Number Affected: 1,900
T SourceESI[2]
T Abstract SourceJacksonville Business Journ3]
1 Updatel Sourcetirst Coast Newf#]

Abstract

University of Florida officials are set to begin notifying patients of a UF plastic surgeon that their
personal information may have been compromised. Tigesn, Dr. Francis D. Ong, is an

assistant professor at the UF College of Medieid@cksonville. Dr. Ong recent gave a computer
containing unencrypted patient information, such as names, dates of birth, Social Security
numbers, and Medicare numbers, gatient photos to a family he was friends with. According

to David Behinfar, a privacy compliance manager at the College of Medicine, Dr. Ong's actions
were against university policy. The College of Medicine mailed out notification letters on May
19th andbfficials urge concerned patients to contact the College of Medicine ho88®876-

4472.

Updatel

The laptop Dr. Ong gave to the family has been returned to the university. Dr. Ong told
investigators that the computer was only used for personal uke fgnily and that a member
of the family had reinstalled the operating system. Dr. Ong is no longer affiliated with the
University of Florida College of Medicinefollowing this incident. Dr. Robert C. Nuss, Dean of
UF's Jacksonville campus, apologizeeiothe incident saying that the university works hard to
earn patient's trust. The university will continue to educate doctors and staff on the proper
method of storing patient information.

Links:

[1] http://www.ufl.edu

[2] http://www.adamdodge.com/esi

[3] http://lwww.bizjournals.com/jacksonville/stories/2008/05/19/daily9.html
[4] http://www.firstcoastnews.com/news/local/nearsicle.aspx?storyid=109529
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Duke University Professor Places New York University
Student Information On Web

Quick Facts

Date: 5/D/2008

Institution: Duke University{1]

Type of Incident: Unauthorized Disclosure
Number Affected: 273

Source:Pogo Was Righi2]

Abstract SourceThe News & ObservdB]
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Abstract

Duke University recently notified a number of former New York Univgrsiudents that their
information was accessible to the Internet on a Duke professor's web site. The information,
which included 273 names and Social Security numbers, was available from July 2007 through
April 2008. According to a Duke spokesperson, thesdent affected student the unnamed
professor taught back in 1997 before joining Duke and the information was part of the
professor's research data. Duke officials state that to find the information an individual would
have had to search for the studename and a Social Security number code to find the
information. At this point, there is no evidence of any unauthorized access of the information.
Duke removed the data from its server within 30 minutes of being notified and had the files
removed from sarch engine caches within hours. Duke University worked with New York
University to obtain the addresses of the affected students.

Links:

[1] http://www.duke.edu

[2] http://www.pogowasright.org/article.php?story=20080520145329635
[3] http://www.newsobswer.com/news/story/1079337.html
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University of Central Florida Student Information
Discovered Online

Quick Facts

Date: 5/22/2008

Institution: University of Central Florida

Type of Incident: Unauthorized Disclosure
Number Affected: 141
Source:SSNBreah.org[1]

Abstract SourceSSNBreach.org Media Relegd2¢
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Abstract

The Liberty Coalition discovered that student information was available on a University of
Central Florida web site. The web site in question, belonging Dr. Tran of the university's
Computer Science Data Systems Group, contained that names and grades of 141 students along
with 60 partial Social Security numbers. The files were posted online in December 2002 and
affected students enrolled in Dr. Tran's Fall 2000 and Spring 2001 coursesdiAg to the

Liberty Coalition, the group contact the university in January 2008 about the files and then
followed up with another notification in March 2008. The university removed the files following
the second notification, but copies still existednajor search engine caches through-Aymtil.

Links:
[1] https://www.ssnbreach.org
[2] https://www.ssnbreach.org/release.php?g=72
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University of NebraskaLincoln Professor Posts Student
Information Online

Quick Facts

Date: 5/22/2008

Institution: University of Nebraskd.incoln [1]
Type of Incident: Unauthorized Disclosure
Number Affected: 290

Source:Pogo Was Righi2]

Abstract SourceNTV [3]
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Abstract

The University of Nebraskhincoln recently announced that it discovered that student
informationwas available through a university web site. The site, which belonged to a math
professor, had the names and Social Security numbers of 290 (66 full SSNs and 224 partial
SSNs) students dating back to 2000. According to the university, the professoingabes to
student identifiers, a practice UNL moved away from last year. According to UNL Vice
Chancellor Chris Jackson, the professor, Steven Dunbar, was not aware that the information
would be so readily available.

Links:

[1] http://www.unl.edu

[2] http://www.pogowasright.org/article.php?story=2008052210301263

[3] http://www.nebraska.tv/Global/story.asp?S=8364952&nav=menu605_1
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Oklahoma State University Student Association Posts
Student Information Online

Quick Facts

Date: 5/27/2008

Institution: Oklahoma State University, Stillwatft]
Type of Incident: Unauthorized Disclosure
Number Affected: 3

Source:SSNBreach.orf?]

Abstract SourceSSNBreach.org Media Reled$
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Abstract

The Liberty Coalition recently notified Oklahoma State UniverStiljwater that student

information was available through a university web site. The web site, which belonged to the
university's Vietnamese American Student Association (VASA), contained an excel file with the
campus addresses, names and Social Secuntyers of three students. This file had been

online for six years and the students affected had received reimbursement for expenses related to
a VASA tournament held in March 2002.

Links:

[1] http://www.okstate.edu

[2] https://www.ssnbreach.org

[3] https//www.ssnbreach.org/release.php?g=83
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UCSF Alerts Patients About A Security Breach

Quick Facts

Date: 5/29/2008

Institution: University of California, San Francis¢b]
Type of Incident: Penetration

Number Affected: 3,569

SourceAttrition.org [2]
Abstract SourceJCSF News Officd3]
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Abstract

The University of California, San Francisco is currently alerting a number of patients that their
information may have been accessed by an unknown individual. In January 2008, UCSF noticed
odd traffic coming fom a computer in January and an investigation turned up that an unknown
individual installed an unauthorized file sharing program on the computer. This computer also
contained the names, Social Security numbers, dates of pathology service and healgtiamform

of 2,625 UCSF patients and 944 patients whose tissue samples were used by the department.
While there is no evidence the patient files were accessed, UCSF takes this incident and patient
confidentiality very seriously. The university has createdtbnec 415353-7427- and email

address PathHotline@ucsf.eduto help answer any questions affected individuals might have.

Links:

[1] http://www.ucsf.edu

[2] http://www.attrition.org/dataloss

[3] http://pub.ucsf.edu/newsservices/releases/200805283/
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University of lowa Current and Past Employees Affected By
Computer Breach

Quick Facts

Date: 5/30/2007

Institution: University of lowa[1]

Type of Incident: Penetration

Number Affected: 946

Source:Pogo Was Righi2]

Abstract Sourcelowa Pres<Citizen[3], lowa PresCitizen[4]
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Quick Facts

The University of lowa is alerting 946 current and former Center of Disabilities and

Development employees following a recent computer breach. The university discovered that a
computer application containing etapee information such as dates of birth and Social Security
numbers was accessed by an unknown, external individual before March 2008. The university is
currently investigating the incident and has alerted the FBI.

Links:

[1] http://www.uiowa.edu

[2] http://www.pogowasright.org/article.php?story=20080530143710521

[3] http://www.press

citizen.com/apps/pbcs.dll/article? AID=/20080530/NEWS01/80530007/1079
[4] http://www.press
citizen.com/apps/pbcs.dll/article?AID=/20080531/NEWS01/805310350/1079
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Missing NewHampshire Technical Institute Drive May
Contain Graduate Information

Quick Facts

Date: 5/30/2008

Institution: New Hampshire Technical Institufé]

Type of Incident: Loss

Number Affected: 128

Source:Pogo Was Righi2]

Abstract SourceNew Hampshiré\ttorney General Officg3] [pdf]
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Abstract

The New Hampshire Technical Institute is working to alert former nursing program students
after a USB flash drive was discovered missing. NHTI launched an investigation into the missing
flash drive and was unable determine whether or not the drive contained student information.
According to the letter to the New Hampshire Attorney General, the missing drive may contain
the names, addresses, phone numbergieaddresses, and Social Security numbers of 128
nursing program graduates from the classes of 2006 and 2007. NHTI is offering 12 months of
free credit monitoring to the affected students.

Links:

[1] http://www.nhti.edu

[2] http://www.pogowasright.org

[3] http://doj.nh.gov/consumer/pdf/NHTI.pdf
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Birmingh am City University Employees' Records Stolen
From Van

Quick Facts

Date: 6/2/2008

Institution: Birmingham City University[1]
Type of Incident: Theft

Number Affected: 3,000

Source:Pogo Was Righi2]

Abstract SourceBirmingham Pos|3]
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Abstract

Birmingham City University is working hard to reassure 3,000 current and former employees
that there is little risk after the April theft of a tape containing personal information. According

to the university, the information on the tape includes names, adsli@sd dates of birth but did

not include any bank account, National insurance or salary information. The tape containing the
employee information was stolen from a security van transporting the information to private
medical insurance firm Medisure. Acdang to the university, Medisure has been working with

the university to notify all affected individuals and the university's human resource department is
ready to help answer any questions that affected employees may have.

Links:

[1] http://www.bcu.ac.k/

[2] http://www.pogowasright.org/article.php?story=20080602165543342

[3] http://www.birminghampost.net/news/2008/06/03/universityployeegecordsstolenfrom-
securityvan6523321013298/
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[Updatel]UC Irvine ID Theft Caused By UnitedHealthCare
Data Breach

Quick Facts

Date: 6/3/2008

Institution: University of California, Irving1]
Type of Incident: Employee Fraud (updated)
Number Affected: 1,132

Source:Pogo Was Righi2]

Abstract SourceComputerWorld3]

Updatel Sourcéthe Mercury New$4]
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Abstract

A large number of ID theft crimes affecting University of California, Irvine medical students has
been traced back to a data breach at UnitedHeathCare. A total of 1,132 current and former
graduate students enrolled in the university's graduatengthidalth insurance program could

fall victim to tax scam. So far, 155 of these students have had criminals file false tax returns in
the students name an collect the refunds. Only those students enrolled in the insurance program
in 20062007 are affected’he University of California, Irvine has setup a web site
www.uci.edu/identitytheftaler{5] - to answer questions about this incident.

Updatel

Police have arrested a Fort Worth, Texas man in connection with the ID theft crimes affected UC
Irvine studets. Authorities allege that Micheal Tyrone Thomas stole a file containing UC Irvine
student information while working for UnitedHealthcare. According to a UnitedHealthcare
statement, the company is "outraged that a former employee may have illegalbedcces
information regarding certain University of California, Irvine, students and may have used the
information for criminal purposes" and UnitedHealthcare is working with authorities on the case.

Links:

[1] http://www.uci

[2] http://www.pogowasright.orgfticle.php?story=20080603175400647

[3]
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleld=90929
78&source=rss_news10

[4] http://lwww.mercurynews.com/breakingnews/ci_9851701

[5] http://www.uci.edu/identitytheftalert/
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