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Part 1: Introduction

The Educational Security Incidents (ESI) Year irvieer — 2006 is a look at the
information security breaches that occurred dug@g6 at colleges and universities
around the world, as reported in the news. Creaseml complement to the information on
the ESI Web site, the ESI Year in Review — 2006raken into three main parts: The
Introduction, Facts and Figures, and the Educalti®aaurity Incidents.

The Introduction explains the reasoning and purpesend ESI and the ESI Year in
Review — 2006 and provides background informatioh@ goals and genesis of ESI. In
addition, the Introduction also contains a setedfrdtions for the terms and categories
used in both the Year in Review and on the ESI Wi This first section closes with a
list of sources the author and ESI use to helgkti@ormation security incidents at
educational institutions.

The second part of the ESI Year in Review — 20@8{$-and Figures, looks at
educational security incidents in aggregate. Froistbtal collection, Facts and Figures
examines the impact different types of incidents tharing 2006. The Facts and Figures
part of the Year in Review also examines the impéatcidents by the types of
information exposed. The final section of this setpart is a run down of all institutions
that reported an information security breach dugifg6.

The final part of the ESI Year in Review — 200& #ducational Security Incidents, is a
collection of all information security write-upson 2006 as collected by ESI. The write-
ups are included as an easy-to-browse collecti@il o&ported educational security
incidents that occurred in 2006. In addition, thé@evups serve as evidence for the
information contained in the Facts and Figures phitie Review.

Background

Educational Security Incidents (ESI) is a Web dedicated to the tracking of
information security incidents that occur at cols@nd universities around the world, as
reported in the news. Starting as an attempt toegaxample of information security
breaches at educational institutions, ESI has bea@miche Web site tracking and
categorizing information security incidents thatwcat colleges and universities.
Located at http://www.adamdodge.com/esi, the gb&lSi is to help educational
institutions understand the many threats to timdarmation that exist.

ESI started as a personal research project witkrldegoal of collecting evidence that
colleges and universities need to begin thinkingualinformation security. After only a
short period it became evident that informatiorusieg incidents occur at educational
institutions at an alarming rate. However, sincearous information security incidents
are reported each week, the fact that many areaéidnal institutions easily becomes lost.
ESI was created to help illustrate and chronicepfoblems college and universities face
in terms of information security. The hope is thgtoffering a single collection and



research educational institutions will come to usténd the significant threats that exist
to information on college and university campuses.

ESl is a collection of abstracts pulled from repdrhews stories about information
security incidents that occur at colleges and usityearound the world. The author culls
these stories from a number of different sourcdsetp build a single source for all
educational information security news. The autloatinely verifies the incidents
contained within ESI against several well-knownasfories of information security
incidents to minimize the risk of missing a repdriecident. A list of the Sources used
by the author and ESI is provided below.

Definitions

Each of the incidents contained within ESI folloavset formula. The report starts with a
Quick Facts section that attempts to capture the &ssential information about the
incident. After Quick Facts is an Abstract that suanizes the news article about the
security incident.

The Quick Facts section contains the following infation:

» Date— The date on which the incident was reported

* Institution— The name of the institution that suffered thedant

» Type of Incident The type of incident that occurred (see below)

* Number Affected The number of records affected by the incidBtddse note
that when speaking of a single incident a singtem almost always refers to a
single individual, but in total a single individsatan be represented by multiple
records]

* Source- The source (see below) that linked to the néary $incidents with ESI
as a source were found by the author using vaneus searches]

» Abstract Source- The source of the article the abstract and giaicts are based
upon

The 2006 educational security incidents are brale@mn between five different incident
types adopted from the Classification Cddes Kabay developed for the INFOSEC
Year in Review. These five types are:

* Theft— Incidents involving the theft of physical medisisuch as drives,
equipment or printouts

* Impersonation- Incidents involving one individual(s) masqueragas a different
individual(s) or organization

* Loss- Incidents involving the loss of physical mediusogh as drives,
equipment or printouts

L A current list of Dr. Kabay’s Classification Codesn be found at
http://www2.norwich.edu/mkabay/iyir/index.htm



Penetration- Incidents involving the breach of computer saftey a computer
system or a computer network

Unauthorized Disclosure Incidents involving the release of information t
unknown and/or unauthorized individuals

Also included on the ESI site is a record of theetpf information exposed during the
incident. Colleges and universities contain vasbants of different information on
students, faculty, staff, donors and alumni. THermation exposed during educational
security incidents is broken down between fivead#ht types. These five types are:

Personally Identifiable- Contains information that belongs to an indialddut
not necessarily private such as name, addresk,date, e-mail address, etc.
Social Security NumbersThe Social Security number of an individual tfue
equivalent if the incident occurred outside of thated States)

Medical Records- Contains the medical information of an individua
Financial Records- Contains the financial information of an indival including
bank accounts, checking information and credit canthbers

Educational Records Contains the educational information of an irdlnal
including class schedule and grade information

Sources

As mentioned above, ESI collects information fromuanber of varied sources. Without
the help of the individuals and sources list bel&®) would not be possible.

The RISKS Forum (catless.ncl.ac.uk/risks), Dr. P&eNeumann, moderator
INFOSEC Year in Review (www2.norwich.edu/mkabayliyDr. M.E. Kabay, et
al.

A Chronology of Data Breaches Reported Since tha@d@Roint Incident
(www.privacyrights.org/ar/ChronDataBreaches.htmiydty Rights
Clearinghouse

Errata: Data Loss (www.attrition.org/dataloss),riditin.org

Emergent Chaos (www.emergentchaos.com), Adam Shostaal.

InfoSec News (www.infosecnews.org), William Knowlesoderator

Edupage (www.educause.edu/Edupage/639), EDUCAUSE

Security News Portal (www.securitynewsportal.com)

The thousands of newspapers and reports out theteieg that the people know
what is going on



Part 2. Facts and Figures

The following part of the ESI Year in Review — 20@@aks down the information on
reported security incidents to help better exartiieencidents and the effects these
incidents had. Part 2 of the Year in Review — 2i306bmprised of three sections relating
to different aspects of each incident: Type ofdeat, Type of Information Exposed, and
Institutions.

Type of Incident, breaks down the reported secumitidents by the type of event that
occurred. This section places each incident ineairfive incident types: Theft,
Impersonation, Loss, Penetration and Unauthorizedi@sure. The Type of Incident
section then looks at how many incidents of eaple tyccurred, what institutions
suffered such an incident and, finally, how margoreds the incident affected.

The following section, Type of Information, lookssthe type(s) of information exposed
during the incidents. This section places each tfpeformation exposed into one of
five information types: Personally Identifiable,cta Security Numbers, Medical
Information, Financial Information, and Educatioirdbrmation. The Type of
Information section then examines how many incislexiposed different information
types as well as what the overall total is for efggle of information.

The final section to the Facts and Figures path®fESI Year in Review — 2006 is
simply an alphabetical list of the 65 colleges antversities that reported suffering at
least one information security breach. Along witlstist is a count of the number of
incidents each educational institution reported.



Incidents by Type of Incident

In 2006, 65 different educational institutions repd 83 different educational security
incidents. These 83 incidents lead to the expos2e683,059 records containing at least
one type of sensitive and/or personal informatidris total number of records exposed
includes 15 distinct incidents where there wasapmrting on the number of records
exposed. Below is a breakdown of the 2006 educaltsecurity incidents by the type of
incident.

Table 1: Breakdown of Incidents by Type

Type Of Incident Nurr_1ber of Number of Institutions Number of Records
Incidents Affected Affected
Theft 26 24 237,931°
Impersonation 1 1 Unknown®
Loss 3 3 4,316
Penetration 33 29 2,209,237
Unauthorized Disclosure 20 17 231,575°
Grand Total 83 65° 2,683,059’

Table 2: Average Number of Records Affected Per Indent

Type Of Incident Nurr_1ber of Number of Records Average Numb_er of .
Incidents Affected Records Per Incident

Theft 26 237,931 9,151

Impersonation 1 Unknown Unknown

Loss 3 4,316 1,439

Penetration 33 2,209,237 66,947

Unauthorized Disclosure 20 231,575 11,579

Overall Average 32,314

2 Theft total includes 4 incidents where the totainber of records was not reported

3 It is not known how many were affected by the Inspeation incident

* Penetration total includes 6 incidents where ¢hal number of records was not reported

® Unauthorized Disclosure total includes 4 incidemt®re the total number of records was not reported
® Some institutions suffered more then one inciatith is why the Grand Total for Institutions Affed
does not equal the sum of the above totals

" Grand Total includes 15 incidents where the totahber of records was not reported

8 Rough estimates only. Averages contain calculattbat include extraordinarily large incidents whic
may skew overall average



Incident Type - Theft

Theft ranked as the second most common informaeaurity incident at colleges and
universities as reported in the news. Overall, ##m@nt institutions reported 26
information security incidents related to thefieguipment, drives or printouts. These 26
incidents accounted for the exposure of 237,93ardscincluding four incidents where
the total number of records was not reported. Betoavchronological list of all Theft
incidents that occurred during 2006.

Table 3: Chronological List of Theft Incidents

Date Institution Number Affected
1/1/2006 | University of Pittsburg 700
1/24/2006 | University of Washington 1,600
1/27/2006 | College of St. Scholastica 12,000
3/3/2006 | Metropolitan State College 93,000
3/24/2006 | Vermont State Colleges 20,000
3/24/2006 | California State University, Dominguez Hills 2,486
4/24/2006 | University of Virginia Hundreds
6/20/2006 | University of Alabama, Birmingham 9,800
6/22/2006 | University of Kentucky 6,500
6/23/2006 | San Francisco State 3,000
7/14/2006 | University of lowa 280
8/1/2006 | California Polytechnic State University 3,020
8/2/2006 | Belhaven College 300
9/8/2006 | University of Minnesota 13,084
9/20/2006 | University of Wisconsin, Whitewater Unknown
9/24/2006 | Nagasaki University 9,000
10/11/2006 | Adams State College 184
10/12/2006 | University of Texas, Austin 2,500
10/20/2006 | University of Minnesota 200
10/20/2006 | University of Minnesota 13,000
11/2/2006 | Villanova University 1,243
11/14/2006 | Connors State College 22,500
11/23/2006 | University of Colorado, Boulder Unknown
11/28/2006 | California State, Los Angeles 2,534
12/4/2006 | Troy University Unknown
12/5/2006 | Nassau Community College 21,000
Total 237,931°

® Total for Theft-type incidents includes 4 incidemthere the total number of records was not reforte



Incident Type - Impersonation

Impersonation ranked as the least common informatgeurity incident at colleges and
universities as reported in the news. Overall, iosgtution reported a single case of
Impersonation. At the time reported, it was unkndwmw many were affected by this
single incident. Below is a chronological list betimpersonation incident that occurred
during 2006.

Table 4: Chronological List of Impersonation Incidents

BE(] Institution Number Affected

1/9/2006

Total Unknown™

1 Total for Impersonation-type incidents was notorégd



Incident Type - Loss

Loss ranked as the second least common informaéourity incident at colleges and
universities as reported in the news. Overall gltiéferent institutions reported three
information security incidents related to loss gligpment, drives or printouts. These
three incidents accounted for the exposure of 4t8t6érds. Below is a chronological list
of all Loss incidents that occurred during 2006.

Table 5: Chronological List of Loss Incidents

Date Institution Number Affected
6/1/2006 | Miami University 851
9/20/2006 | Berry College 2,093

9/22/2006 | University of Colorado, Boulder 1,372
Total 4,316



Incident Type - Penetration

Penetration ranked as the most common informagoargy incident at colleges and
universities as reported in the news. Overall, B@mnt institutions reported 33

information security incidents related to breachohgomputers and networks. These 33

incidents accounted for the exposure of 2,209,28@rds including six incidents where
the total number of records was not reported. Besoavchronological list of all
Penetration incidents that occurred during 2006.

Table 6: Chronological List of Penetration Incidens

Date Institution Number Affected
1/21/2006 | Indiana University Unknown
1/23/2006 | Notre Dame Unknown

2/1/2006 | University of Colorado, Silver Springs 2,500
2/18/2006 | University of Northern lowa 6,000

3/6/2006 | Georgetown University 41,000

4/9/2006 | University of Medicine and Dentistry of New Jersey 1,850
4/21/2006 | University of Alaska, Fairbanks 39,000
4/21/2006 | University of Southern California 275,000
4/26/2006 | Purdue University 1,351

5/2/2006 | Ohio University 300,000
5/12/2006 | Ohio University 60,000
5/16/2006 | University of California, Berkeley 1,200
5/23/2006 | University of Delaware 1,076
5/26/2006 | Sacred Hart University 130,000
5/31/2006 | Florida International University Unknown

6/6/2006 | University of Texas, El Paso 4,719

6/9/2006 | Ohio University 70,000
6/17/2006 | Western lllinois University 240,000

7/6/2006 | University of Tennessee 36,000
7/14/2006 | Northwestern University 17,000

8/1/2006 | Wichita State University 2,040
8/26/2006 | University of South Carolina 6,000
9/15/2006 | University of Texas, San Antonio 64,000




9/22/2006 | Purdue University 2,500

9/27/2006 | Scared Hart University Unknown

9/29/2006 | University of lowa 14,500
10/12/2006 | Brock University 70,000
10/28/2006 | St. Norbert College Unknown
10/29/2006 | Nanyang Technological University 1
11/30/2006 | Naval War College Unknown
12/12/2006 | University of California, Los Angeles 800,000

12/12/2006 | University of Texas, Dallas 6,000
Total 2,209,237

M Total for Penetration-type incidents includes @dents where the total number of records was not
reported.
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Incident Type - Unauthorized Disclosure

Unauthorized Disclosure ranked as the third mostroon information security incident
at colleges and universities as reported in thesn@werall, 17 different institutions
reported 20 information security incidents relai@the distribution of information to

unknown and/or unauthorized individuals. Theseridents accounted for the exposure
of 231,575 records including four incidents thdeeted an unknown number. Below is a

chronological list of all Penetration incidentsttbacurred during 2006.

Table 7: Chronological List of Unauthorized Disclosire Incidents

Date Institution Number Affected
1/20/2006 | Kansas University Unknown
2/15/2006 | Old Dominion University 601
3/20/2006 | Canterbury University Unknown
3/29/2006 | University of Nebraska-Lincoln 342
4/14/2006 | University of South Carolina 1,400
4/24/2006 | University of Texas, Austin 197,000
5/26/2006 | California State University, Stanislaus 1,294
6/1/2006 | University of Kentucky 1,300
7/25/2006 | Georgetown University 23,000
8/15/2006 | University of Kentucky 710
8/25/2006 | University of lowa Unknown
9/1/2006 | Virginia Commonwealth University 2,100
11/3/2006 | University of Virginia 632
11/17/2006 | Jefferson College of Health Science 143
12/9/2006 | Virginia Commonwealth University 591
12/11/2006 | North Dakota University System Unknown
12/14/2006 | University of Virginia 62
12/19/2006 | Mississippi State University 2,400
12/22/2006 | Texas Woman's University 15,000

12/22/2006 | Utah Vallei State Collei;e 15,000

12 Total for Unauthorized Disclosure-type incidemtslides 4 incidents where the total number of sor

was not reported.
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Incidents by Type of Information Exposed

The Type of Information Exposed section looks #pes of information the security
incidents at colleges and universities expose\Bed a breakdown of the number of
incidents and total number of records affectedheytype of information exposed during
a breach. The total number of records affectetlisidection is higher then in the Type of
Incident section for good reason.

In the Type of Incident section, each “record” egmted a collection of information
records about an individual. In this section, thehe“record” represents a specific piece
of information about an individual. Therefore, edgipe of Incident record could contain
multiple Type of Information records.

Table 8: Breakdown of the Number of Incidents and Rcords Affected by Type of Information

Exposed
Type of Information Number of Incidents Number of Records Affected
Personally Identifiable 76 2,648,059"
Social Security Number 66 2,268,580"
Medical Records 5 80,400"
Financial Records 13 161,283"°
Educational Records 1 342

Below is a quick breakdown of the number of inciden each type of incident by the
type of information these incidents exposed. Aeydfimarked with a dash (-) represents
an area where no educational institution reportleds of the type of information by that
type of incident. For example, no college or ursitgrreported the exposure of Medical
Record information due to the Loss of computersksipr printouts.

Table 9: Breakdown of the Number of Incidents byincedent Type and Information Exposed

Type of Information Theft Impersonation '’ Loss Penetration Ui zes)
Disclosure
Personally Identifiable 24 - 3 30 19
Social Security Numbers 19 - 2 26 19
Medical 3 - - 1 1
Financial 1 - 1 7 4
Educational - - - - 1

13 personally Identifiable total includes 9 incidemtsere the total number of records was not reported
1 Social Security Number total includes 7 incidemteere the total number of records was not reported
!> Medical Record total includes one incident whbeetotal number of records was not reported

1% Financial Record total includes 5 incidents wttkeetotal number of records was not reported

7 Little is known about the effects of the Yale Imgenation incident

12



Information Type — Personally Identifiable

Personally Identifiable information ranked as thesicommon type of information
exposed by information security incidents at cakegnd universities as reported in the
news. Overall, 76 information security incidentpesed 2,648,059 records containing
Personally Identifiable information such as nangkages of birth, addresses, and e-mail
addresses including nine incidents where the nurkgosed was not reported. Below is
a chronological list of all incidents exposing Rerally Identifiable information that
occurred during 2006.

Table 10: Chronological List of Incidents ExposingPersonally Identifiable Information

Date Institution Number Affected
1/1/2006 | University of Pittsburgh 700
1/20/2006 | Kansas University Unknown
1/21/2006 | Indiana University Unknown
1/23/2006 | Notre Dame Unknown
1/24/2006 | University of Washington 1,600
1/27/2006 | College of St. Scholastica 12,000
2/1/2006 | University of Colorado, Silver Springs 2,500
2/15/2006 | Old Dominion University 601
2/18/2006 | University of Northern lowa 6,000
3/3/2006 | Metropolitan State College 93,000
3/6/2006 | Georgetown University 41,000
3/20/2006 | Canterbury University Unknown
3/24/2006 | Vermont State Colleges 20,000
3/24/2006 | California State University, Dominguez Hills 2,486
3/29/2006 | University of Nebraska-Lincoln 342
4/9/2006 | University of Medicine and Dentistry of New Jersey 1,850
4/14/2006 | University of South Carolina 1,400
4/21/2006 | University of Southern California 275,000
4/21/2006 | University of Alaska, Fairbanks 39,000
4/24/2006 | University of Virginia Hundreds
4/24/2006 | University of Texas, Austin 197,000
4/26/2006 | Purdue University 1,351
5/2/2006 | Ohio University 300,000
5/12/2006 | Ohio University 60,000
5/16/2006 | University of California, Berkeley 1,200
5/23/2006 | University of Delaware 1,076
5/26/2006 | Sacred Heart University 135,000
5/26/2006 | California State University, Stanislaus 1,294
5/31/2006 | Florida International University Unknown
6/1/2006 | Miami University 851
6/1/2006 | University of Kentucky 1,300
6/6/2006 | University of Texas, El Paso 4,719
6/17/2006 | Western lllinois University 240,000
6/20/2006 | University of Alabama, Birmingham 9,800
6/22/2006 | University of Kentucky 6,500
6/23/2006 | San Francisco State 3,000
7/6/2006 | University of Tennessee 36,000
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7/14/2006 | Northwestern University 17,000
7/14/2006 | University of lowa 280
7/25/2006 | Georgetown University 23,000
8/1/2006 | Wichita State University 2,040
8/1/2006 | California Polytechnic State University 3,020
8/2/2006 | Belhaven College 300
8/15/2006 | University of Kentucky 710
8/26/2006 | University of South Carolina 6,000
9/1/2006 | Virginia Commonwealth University 2,100
9/8/2006 | University of Minnesota 13,084
9/15/2006 | University of Texas, San Antonio 64,000
9/20/2006 | Berry College 2,093
9/20/2006 | University of Wisconsin, Whitewater Unknown
9/22/2006 | University of Colorado, Boulder 1,372
9/22/2006 | Purdue University 2,500
9/24/2006 | Nagasaki University 9,000
9/27/2000 | Sacred Heart University Unknown
9/29/2006 | University of lowa 14,500
10/11/2006 | Adams State College 184
10/12/2006 | Brock University 70,000
10/12/2006 | University of Texas, Austin 2,500
10/20/2006 | University of Minnesota 13,000
10/20/2006 | University of Minnesota 200
10/29/2006 | Nanyang Technological University 1
11/2/2006 | Villanova University 1,243
11/3/2006 | University of Virginia 632
11/14/2006 | Connors State College 22,500
11/17/2006 | Jefferson College of Health Sciences 143
11/28/2006 | California State, Los Angeles 2,534
12/5/2006 | Nassau Community College 21,000
12/9/2006 | Virginia Commonwealth University 591
12/11/2006 | North Dakota University System Unknown
12/12/2006 | University of Texas, Dallas 6,000
12/12/2006 | University of California, Los Angeles 800,000
12/14/2006 | University of Virginia 62
12/15/2006 | University of Colorado, Boulder 17,500
12/19/2006 | Mississippi State University 2,400
12/22/2006 | Texas Woman's University 15,000

12/22/2006 | Utah Valley State College 15,000
Total 2,648,059

18 Number of records affected for Personally Ideatife Information includes 9 incidents where thaltot
number of records affected was not reported
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Information Type — Social Security Numbers

Social Security Numbers (or the non-US equivaleariked as the second most common
type of information exposed by information secunitgidents at colleges and universities
as reported in the news. Overall, 66 informatiatusigy incidents exposed 2,268,580
records containing Social Security numbers or theeghment identification numbers of
a non-US country including seven incidents wheeerthmber affected was not reported.
Below is a chronological list of all incidents exgong Social Security numbers or the
non-US equivalent that occurred during 2006.

Table 11: Chronological List of Incidents ExposingSocial Security Numbers

Date Institution Number Affected
1/1/2006 | University of Pittsburgh 700
1/20/2006 | Kansas University Unknown
1/23/2006 | Notre Dame Unknown
1/24/2006 | University of Washington 1,600
1/27/2006 | College of St. Scholastica 12,000
2/1/2006 | University of Colorado, Silver Springs 2,500
2/15/2006 | Old Dominion University 601
2/18/2006 | University of Northern lowa 6,000
3/3/2006 | Metropolitan State College 93,000
3/6/2006 | Georgetown University 41,000
3/20/2006 | Canterbury University Unknown
3/24/2006 | Vermont State Colleges 20,000
3/24/2006 | California State University, Dominguez Hills 2,486
3/29/2006 | University of Nebraska-Lincoln 342
4/9/2006 | University of Medicine and Dentistry of New Jersey 1,850
4/14/2006 | University of South Carolina 1,400
4/21/2006 | University of Alaska, Fairbanks 39,000
4/21/2006 | University of Southern California 275,000
4/24/2006 | University of Virginia Hundreds
4/24/2006 | University of Texas, Austin 197,000
4/26/2006 | Purdue University 1,351
5/2/2006 | Ohio University 137,000
5/12/2006 | Ohio University 60,000
5/16/2006 | University of California, Berkeley 1,200
5/23/2006 | University of Delaware 1,076
5/26/2006 | California State University, Stanislaus 1,294
5/31/2006 | Florida International University Unknown
6/1/2006 | University of Kentucky 1,300
6/6/2006 | University of Texas, El Paso 4,719
6/17/2006 | Western lllinois University 240,000
6/20/2006 | University of Alabama, Birmingham 9,800
6/22/2006 | University of Kentucky 6,500
6/23/2006 | San Francisco State 3,000
7/6/2006 | University of Tennessee 36,000
7/14/2006 | Northwestern University 17,000
7/14/2006 | University of lowa 280
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7/25/2006 | Georgetown University 23,000
8/1/2006 | Wichita State University 2,040
8/1/2006 | California Polytechnic State University 3,020
8/2/2006 | Belhaven College 300

8/15/2006 | University of Kentucky 710

8/26/2006 | University of South Carolina 6,000
9/1/2006 | Virginia Commonwealth University 2,100
9/8/2006 | University of Minnesota 13,084

9/15/2006 | University of Texas, San Antonio 64,000

9/20/2006 | Berry College 2,093

9/22/2006 | Purdue University 2,500

9/22/2006 | University of Colorado, Boulder 1,372

9/27/2000 | Sacred Heart University Unknown

9/29/2006 | University of lowa 14,500

10/12/2006 | University of Texas, Austin 2,500
10/20/2006 | University of Minnesota 13,000
11/3/2006 | University of Virginia 632
11/14/2006 | Connors State College 22,500
11/17/2006 | Jefferson College of Health Sciences 143
11/28/2006 | California State, Los Angeles 2,534
12/5/2006 | Nassau Community College 21,000
12/9/2006 | Virginia Commonwealth University 591
12/11/2006 | North Dakota University System Unknown
12/12/2006 | University of Texas, Dallas 6,000
12/12/2006 | University of California, Los Angeles 800,000
12/14/2006 | University of Virginia 62
12/15/2006 | University of Colorado, Boulder 17,500
12/19/2006 | Mississippi State University 2,400
12/22/2006 | Texas Woman's University 15,000

12/22/2006 | Utah Valley State College 15,000
Total 2,268,580"°

9 Total number of records containing Social Seguritmbers or the non-US equivalent includes 7

incidents where the total number of records afféetas not reported
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Information Type — Medical Records

Medical Records information ranked as the secoast leommon type of information
exposed by information security incidents at cakegnd universities as reported in the
news. Overall, 5 information security incidents esed 80,400 records containing
Medical Records information such as diagnosis egatment information including one
incident where the number affected was not repoBetbw is a chronological list of all
incidents exposing Medical Records information thaturred during 2006.

Table 12: Chronological List of Incidents ExposingMedical Record Information

Date Institution Number Affected
1/24/2006 | University of Washington 1,600
3/20/2006 | Canterbury University Unknown
5/12/2006 | Ohio University 60,000
6/20/2006 | University of Alabama, Birmingham 9,800

9/24/2006 | Nagasaki Universit 9,000
Total 80,400%°

% Total number of records containing Medical Recanfisrmation includes 1 incident where the total
number was not reported.
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Information Type — Financial Records

Financial Records information ranked as the thimstntommon type of information
exposed by information security incidents at cakegnd universities as reported in the
news. Overall, 13 information security incidentpesed 160,983 records containing
Financial Records information such as credit cawdi lzank account numbers including 6
incidents where the number affected was not redoBelow is a chronological list of all
incidents exposing Financial Records informaticat thccurred during 2006.

Table 13: Chronological List of Incidents Exposing-inancial Record Information

Date Institution Number Affected
1/20/2006 | Kansas University Unknown
1/21/2006 | Indiana University Unknown
1/23/2006 | Notre Dame Unknown
2/18/2006 | University of Northern lowa 6,000
3/20/2006 | Canterbury University Unknown
4/9/2006 | University of Medicine and Dentistry of New Jersey 1,850
8/1/2006 | Wichita State University 2,040
9/15/2006 | University of Texas, San Antonio 64,000
9/20/2006 | Berry College 2,093
10/12/2006 | Brock University 70,000

12/11/2006 | North Dakota University System Unknown
12/22/2006 | Texas Woman's University 15,000

1/20/2006 | Kansas University Unknown
Total 160,983

2 Total number of records containing Financial Rdsanformation includes 6 incident where the total
number was not reported.
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Information Type — Educational Records

Educational Records information ranked as the leasimon type of information
exposed by information security incidents at cakegnd universities as reported in the
news. Overall, 1 information security incident egpd 342 records containing
Educational Records information such student gradesclass schedules. Below is a
chronological list of all incidents exposing Educatl Records information that
occurred during 2006.

Table 14: Chronological List of Incidents Exposingeducational Record Information

Date Institution Number Affected

3/29/2006 | University of Nebraska-Lincoln

Total 342
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Institutions Affected

During 2006, 83 different information security idents occurred at 65 different colleges
and universities.57 of these 65 institutions regubtb suffer only a single security breach.
However, six institutions suffered two breachesla/five college and universities
reported three information security incidents. Bele an alphabetical list of all 65
colleges and universities along with the numbenfarmation security incidents the
institution suffered.

Table 15: Alphabetical List of Institutions Affected with Number of Incidents

Institutions Number of Incidents

Adams State College

Belhaven College

Berry College

Brock University

California Polytechnic State University
California State University, Dominguez Hills
California State University, Stanislaus
California State, Los Angeles
Canterbury University

College of St. Scholastica

Connors State College

Florida International University
Georgetown University

Indiana University

Jefferson College of Health Science
Kansas University

Metropolitan State College

Miami University

Mississippi State University
Nagasaki University

Nanyang Technological University
Nassau Community College

Naval War College

North Dakota University System
Northwestern University

Notre Dame

Ohio University

Old Dominion University

Purdue University

Sacred Hart University

San Francisco State

St. Norbert College

Texas Woman's University

Troy University
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University of Alabama, Birmingham

University of Alaska, Fairbanks

University of California, Berkeley

University of California, Los Angeles

University of Colorado, Boulder

University of Colorado, Silver Springs

University of Delaware

University of lowa

University of Kentucky

University of Medicine and Dentistry of New Jersey

University of Minnesota

University of Nebraska-Lincoln

University of Northern lowa

University of Pittsburg

University of South Carolina

University of Southern California

University of Tennessee

University of Texas, Austin

University of Texas, Dallas

University of Texas, El Paso

University of Texas, San Antonio

University of Virginia

University of Washington

University of Wisconsin, Whitewater

Utah Valley State College

Vermont State Colleges

Villanova University

Virginia Commonwealth University

Western lllinois University

Wichita State University

Yale University
Total

21
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Part 3. Educational Security Incidents

The third and final part of the ESI Year in Reviev2006 is a collection of all of the
educational security incidents that appear on Bevieb site for 2006. The incident
write-ups contain the following parts: Title, QuiEkcts, Abstract, and Links. These
different parts exist to help provide a good ovewof the incident and links to more
information. Below is a brief description of eadrp

» Title — A one line description of the incident

* Quick Facts- A snapshot that captures all pertinent infororatn one quick list

* Abstract— A more detailed analysis of the incident puliesn the news article
listed in the Quick Fact

» Links— Web site address corresponding to hyperlinkisetkiat in the online
version of the incident write-up

A quick note on the Links: Each of these links \aaBve at the time of the incident
write-up. Given the fluid nature of the Interndigte is no guarantee that these links
remain active. White it is most likely that theses are still valid; there have been no
attempts by ESI or the author to verify this fact.
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Computers Stolen From University Medical Office
Quick Facts

- Date: 1/1/2006

 Institution: University of Pittsburgfi]

« Type of Incident: Theft

« Number Affected: 700

« Source; Privacy Rights Clearingholg¢

« Abstract Source: Pittsburgh Post Gazgle

Abstract

In December, six computers were stolen from thevehsity of Pittsburgh Medical

Center's (UPMC) Squirrel Hill Family Medicine oficThese computer contained names,
Social Security Numbers and birthdates on as mamp@ patients. The University was
quick to point out that the data compromised wa Imformation about health care, not
information about their medical conditions". Inedtér sent on December 20, UPMC
notified the patients of the break-in and offeredélp

Links:

[1] http://www.pitt.edu

[2] http://www.privacyrights.org

[3] http://www.post-gazette.com/pg/06001/630909.stm
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Hackers Use Yale Name To Spread WMF Exploit
Quick Facts

« Date: 1/9/2006

« Institution: Yale University1]

« Type of Incident: Impersonation

« Number Affected: Unknown

« Source; InfoSec NewZ]

« Abstract Source: Yale Daily NewWS3]

Abstract

A forged e-mail address of a Yale professor wasl bigehackers to spread a variant of
the WMF exploit. The e-mail attempts to fool reeipis into clicking on an included
hypertext link. The e-mail is from a factious "R¥s$or Robert Gordens" and asks the
recipients for help in catching a graffiti vanddale has not been linked to this WMF
attack but has already received over 30 compl&iais British citizens.

Links:

[1] http://www.yale.edu

[2] http://www.infosecnews.org

[3] http://www.yaledailynews.com/article.asp? AIDAEHl
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Four Years Worth of Student Data Publicly Accessibl e on Web
Site

Quick Facts

- Date: 1/20/2006

« Institution: Kansas Universitj |

« Type of Incident: Unauthorized disclosure
« Number Affected: Unknown

« Source; InfoSec New2]

« Abstract Source: The Kans§si

Abstract

Students who utilized the KU online housing apgiaasystem were notified that their
private information might have been exposed. Kakbasgersity found that a file
containing names, addresses, birth dates, phonberspnSocial Security numbers and
credit card number was accessible to the publiebéwer 16, 2005. These records exists
for any student who used the online applicationveet April 29, 2001 and December 16,
2005.

Links:

[1] http://www.kansas.edu

[2] http://www.infosechews.org

[3] http://lwww.kansan.com/stories/2006/jan/20/hack/
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Hotel Reservation System Breached
Quick Facts

- Date: 1/21/2006

« Institution: Indiana University1]

« Type of Incident: Penetration

« Number Affected: Unknown

« Source; Privacy Rights Clearinghoyg¢

« Abstract Source: Privacy Rights Clearinghouse Chlaayy of Data Breachd$]

Abstract

On Jan 21 an unknown number of credit card numlbassexposed when the reservation
system of Indiana University's University Place @oence Center and Hotel was
compromised.

Abstract by Privacy Rights Clearinghouse Editors

Links:

[1] http://www.indiana.edu

[2] http://www.privacyrights.org

[3] http://www.privacyrights.org/ar/ChronDataBreashhtm
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Notre Dame Donor Computer Breached
Quick Facts

- Date: 1/23/2006

« Institution: Notre Damél]

« Type of Incident: Penetration

« Number Affected: Unknown

« Source; Privacy Rights Clearinghoyg¢
« Abstract Source: C|Net News.cd8]

Abstract

Notre Dame is investigating the compromise of aai@r containing financial
information from school donors. During the comprsejinames, address, Social Security
numbers, credit card numbers and check images andiaclosed number of past and
current donors.

Links:

[1] http://www.nd.edu

[2] http://www.privacyrights.org

[3] http://news.com.com/Notre+Dame+probes+hack+ofputer+system/2100-
1029 3-6030229.html
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Stolen Laptops Contained Patient Medical Data
Quick Facts

- Date: 1/24/2006

« Institution: University of Washingtofi]

« Type of Incident: Theft

« Number Affected: 1,600

« Source; Privacy Rights Clearinghoyg¢

- Abstract Source: Seattle Post-Intelligeni&dr

Abstract

Two laptops containing 1,600 patient records weskes from a UW Medical Center off-
campus office. Contained on these laptops were saatkelresses, Social Security
numbers, maiden names, birth dates, diagnosis thied personal data. Only one of these
laptops protected this information with passwordess. The University also released
that no detailed medical records were disclosedtaltias theft.

Links:

[1] http://www.washington.edu

[2] http://www.privacyrights.org

[3] http://seattlepi.nwsource.com/local/256774_dm@4.html
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Stolen Desktop Computer Contains 12,000 Student Rec  ords
Quick Facts

« Date: 01/27/2006

- Institution: College of St. Scholasti¢h]

« Type of Incident: Theft

«  Number Affected: 12,000

« Source; Attrition.ord?2]

« Abstract Source: Duluth News Tribuft

Abstract

A desktop computer was recently stolen from a |dakiice within the College of St.
Scholastica's Information Technology Departmente imes and Social Security
numbers of 12,000 CSS students were stored ocdhiputer. While CSS has since
retrieved the computer, there is still a chancanf@mation might have been accessed.
CSS does not believe that anyone did, in fact,sscttes information but is alerting
affected student just to be safe. CSS urges apygtaff student to monitor their credit
reports for unusual behavior.

Links:

[1] http://www.css.edu

[2] http://www.attrition.org/dataloss

[3] http://www.duluthsuperior.com/mid/duluthsupefi3730388.htm
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Employee Data At Risk After USSC Computer Breach
Quick Facts

- Date: 02/01/2006

- Institution: University of Colorado, Silver SprinffH
« Type of Incident: Penetration

« Number Affected: 2,500

« Source; Attrition.ord?2]

- Abstract Source: The Gazei{ty

Abstract

University of Colorado at Silver Springs announdeadhcovered a recent computer
breach in the Personnel Department. The unknowadat gained access to one of seven
Personnel Department computers containing the nadoesal Security numbers, dates of
birth and addresses on 2,500 employees datingtb&®04. There is no evidence that
the goal of the attack was to gain this informatidowever, USSC urges all affected
employees to alert credit agencies and monitor tiredit reports.

Links:

[1] http://www.uccs.edu/

[2] http://www.attrition.org/dataloss

[3] http://www.gazette.com/display.php?id=1314246&is=1

30



Mass E-mail Exposes Student Social Security Numbers
Quick Facts

« Date: 2/15/2006

+ Institution: Old Dominion Universityl]

« Type of Incident: Unauthorized disclosure

« Number Affected: 601

« Source; Privacy Rights Clearinghoyg¢

- Abstract Source: Privacy Rights Clearinghouse Chlaayy of Data Breachd$]

Abstract

A professor accidentally exposed the names andaBS8ecurity numbers of 601 Old
Dominion University students when a class rostes p@sted on the class website.

Abstract by Privacy Rights Clearinghouse Editors

Links:

[1] http://www.odu.edu

[2] http://www.privacyrights.org

[3] http://lwww.privacyrights.org/ar/ChronDataBreashhtm

31



University Warns of Possible ID Theft After W-2 Inf  ormation
Exposed

Quick Facts

- Date: 2/18/2006

+ Institution: University of Northern lowH ]
« Type of Incident: Penetration

«  Number Affected: 6,000

« Source; Privacy Rights Clearingholg¢
« Abstract Source: WCF Couri§3]

Abstract

A computer breach at the University of Northern domrompted UNI to notify 6,000
student employees and faulty that their W-2 tar®might have been exposed. UNI
issued immediate warnings for these individual$ronitor their bank accounts”
following the security breach.

Links:

[1] http://www.uni.edu

[2] http://www.privacyrights.org

[3]
http://www.wcfcourier.com/articles/2006/02/18/nelrglaking_news/doc43f7026269046
987392075.html

32



Stolen Laptop Used For Masters Work Contained 93,00 0 Student
Records

Quick Facts

- Date: 3/3/2006

+ Institution: Metropolitan State Colled#]
- Type of Incident: Theft of equipment

« Number Affected: 93,000

« Source; InfoSec New2]

« Abstract Source: ComputerWorfd]

Abstract

A laptop containing sensitive information on ov& @0 students was stolen from a
Denver state college employee's home. The Metrgpostate College employee was
using the student information to prepare a gramiest and as part of the employee's
master's degree thesis. All students who had sxgi$tfor courses between the fall
semester of 1996 and the summer semester of 2Q0& loe affected by this theft. While
the college is notifying students of the potentigbosure, a number of individuals are
asking why this information was not encrypted a#i a®why an employee was allowed
to use sensitive student information in a thesis.

Links:

[1] http://www.metrostate.edu

[2] http://www.infosecnews.org

[3] http://lwww.computerworld.com/securitytopics/sety/story/0,10801,109208,00.html
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Secret Service Investigates Georgetown Computer Bre  ach
Quick Facts

- Date: 3/6/2006

« Institution: Georgetown University]
« Type of Incident: Penetration

«  Number Affected: 41,000

« Source; InfoSec NewZ]

« Abstract Source: ComputerWorjd]

Abstract

The US Secret Service has been called in to inyastithe breach of a Georgetown
University server that contained the names, ddtbgth, and Social Security numbers of
more then 41,000 people. The server was part ot groject to manage information
on various services provided by the Office of Aginghe District of Columbia. The
breach was first noticed on Feb 12 by the Georgetoformation security office.
Georgetown notified the Office for the Aging on E&bafter the University understood
the full scope of the exposure. The Secret Sewabrought in on Feb 27 to aid in the
investigation. The server in question was run aidiaistered by an individual
researcher and not by Georgetown University.

Links:

[1] http://www.georgetown.edu

[2] http://www.infosecnews.org

[3]
http://www.computerworld.com/securitytopics/secghtcking/story/0,10801,109245,00
html
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Computer Malfunction Exposes Student Records
Quick Facts

« Date: 3/20/2006

« Institution: Canterbury Universitji]

« Type of Incident: Unauthorized disclosure
« Number Affected:

« Source; INFOSEC Year In Revig®]

« Abstract Source: RISKS 24.13]

Abstract

(Abstract by Andrew King, taken from RISKS 24.17)

Thousands of [AU] Canterbury University studentd Hzeir personal information
exposed when online services were shut down legwingte records available to anyone
with a user code and password last night. Informmasiuch as IRD numbers, transcripts,
results, outstanding payments, medical conditiand,personal addresses could all be
easily accessed online and could be changed bgmsysters. The university's
information technology department shut down the fwebt. The university had installed
a new online system late last year but there hatheen any problems until now.
[Source: *New Zealand Herald*, 20 Feb 2006; PGN-ed]
http://www.nzherald.co.nz/section/story.cfm?c_id€ligectiD=10369269

Links:

[1] http://www.canterbury.ac.nz

[2] http://www2.norwich.edu/mkabay/iyir/

[3] http://catless.ncl.ac.uk/Risks/24.17 .html#subj6
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Stolen Laptop Contains Thousands of Student Records
Quick Facts

« Date: 03/24/2006

« Institution: California State University, Domingukidls [1]

« Type of Incident: Theft

«  Number Affected: 2,486

« Source; Attrition.ord?2]

« Abstract Source: California State University, Doguez Hills[3]

Abstract

A laptop belonging to a CSU, Dominguez Hills praf@swas recently stolen from the
professor's office. This laptop contained inforroaton 2,486 current and potential
students that were completely separate from amgr @sSU, Dominguez Hills database.
The university has no evidence that the informationtained on the laptop was the
target and believe the thief was only after a campudowever, the university has
created a web site - www.csudh.edu/securityjdfo for students that have questions
about the theft.

Links:

[1] http://www.csudh.edu/

[2] http://www.attrition.org/dataloss

[3] http://lwww.csudh.edu/univadv/Newsroom/2006/DHB8124.html
[4] http://www.csudh.edu/securityinfo
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Stolen Laptop Contained Information on Vermont Stat e Colleges
Students, Staff, Faculty

Quick Facts

- Date: 3/24/2006

+ Institution: Vermont State Collegés]

« Type of Incident: Theft

« Number Affected: 20,000

« Source; Privacy Rights Clearingholg¢

« Abstract Source: Boston.com(Free Req. Requif&d)

Abstract

A laptop stolen from the car of Vermont State Ggdie Chief Information Officer (CIO)
continued six years of personal information on fgcstaff and current and past students.
The computer contained names, address, birth dateSocial Security numbers. As
many as 20,000 individuals could have been expdsg@. has sent out letters out to
50,000 current and former students and employeesrg them to this theft.

Links:

[1] http://www.vsc.edu

[2] http://www.privacyrights.org

[3]
http://www.boston.com/news/local/vermont/articl€X)@/04/06/colleges_say no_signs i
dentity theft from_stolen_laptop
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Google Cache Indexes UNL Web Page Containing Studen t
Information

Quick Facts

- Date: 03/29/2006

« Institution: University of Nebraska-Lincold]

« Type of Incident: Unauthorized Disclosure

« Number Affected: 342

« Source; Attrition.ord?2]

« Abstract Source: Technology Marketing Corporafidh

Abstract

The University of Nebraska-Lincoln is tightening information security posture after it
was discovered that the Google search engine'sI&@aghe service had stored a UNL
College of Engineering Web page that containedrmé&tion. This page was used in

2004 by the College of Engineering to track studefarmation contained student names,
e-mail address, Social Security numbers and graate averages. UNL had removed this
page from its servers earlier in 2006, but Googlel® had already indexed the page.

Links:

[1] http://www.unl.edu

[2] http://www.attrition.org/dataloss

[3] http://www.tmcnet.com/usubmit/2006/03/29/151898m
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Hackers Access Financial Data at UMDNJ
Quick Facts

« Date: 4/9/2006

« Institution: University of Medicine and Dentistry New Jersey1]
« Type of Incident: Penetration

«  Number Affected: 1,850

« Source; Privacy Rights Clearinghoyg¢

« Abstract Source: WCBS, New York, N'8]

Abstract

Computer attackers gained access to Social Secunypers and financial information
on 1,850 University of Medicine and Dentistry ofiéersey students and alumni.
UMDNJ was able to determine that the personal méiion was accessed by the
attackers but could not verify if any of the infation was copied. The interim dean of
UMDNJ's Medical School sent letters to student#fyingy them about the security
breach.

Links:

[1] http://www.umdnj.edu

[2] http://www.privacyrights.org

[3] http://wcbstv.com/topstories/local _story 099326.html
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Mass E-mail Exposes Student Social Security Numbers
Quick Facts

« Date: 4/14/2006

« Institution: University of South Carolind]

« Type of Incident: Unauthorized disclosure
« Number Affected: 1,400

« Source; Privacy Rights Clearinghoyg¢

« Abstract Source: MSNB(3]

Abstract

An e-mail mistakenly sent to University of Southr@aa students contained the Social
Security numbers and names of 1,400 classmatesddpg@tment chairwoman
accidentally attached this information at an e-reaiit to all students participating in the
summer semester at USC. The school has notifiestuadents of the problem and advises
that they watch their credit reports for odd bebavi

Links:

[1] http://www.sc.edu

[2] http://www.privacyrights.org

[3] http://www.msnbc.msn.com/id/12322162/
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San Diego Man Charged with Accessing University App licants'
Information

Quick Facts

- Date: 4/21/2006

«+ Institution: University of Southern Californ[4]
« Type of Incident: Penetration

« Number Affected: 275,000

« Source; InfoSec New2]

« Abstract Source: North County TimEy

Abstract

Eric McCarty, 25-year-old from San Diego, is chargeéth breaking into the online
application system of the University of Southernif@eia. This system contains the
Social Security numbers and dates of birth of @#,000 prospective students that
applied to USC between 1997-present. McCarty, whiksvas a penetration tester and
network administrator, allegedly exploited a vubldglity in the application system's
database to gain access.

Links:

[1] http://www.usc.edu

[2] http://www.infosechews.org

[3] http://www.nctimes.com/articles/2006/04/21/nésemdiego/17_01_084_20 06.txt
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Hackers Get Into UAF Database
Quick Facts

- Date: 4/21/2006

« Institution: University of Alaska, Fairbanks]
« Type of Incident: Penetration

«  Number Affected: 39,000

« Source; Privacy Rights Clearinghoyg¢

« Abstract Source: Attrition.or{]

Abstract

The University of Alaska, Fairbanks suffered a catep breach in one of their server
computers that contained the names, Social Secwitbers, and partial e-mail address
for almost 39,000 current and former students,lfg@nd staff. The University is not
sure if the hacker accessed this information. Aisgcsweep located four other poorly
secured server which were taken off line until theyld be properly secured.

Links:

[1] http://www.uaf.edu

[2] http://www.privacyrights.org

[3] http://attrition.org/dataloss/2006/04/uaf01.htm
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McCombs School of Business Computers Breached
Quick Facts

- Date: 4/24/2006

« Institution: University of Texafl]

« Type of Incident: Unauthorized disclosure
« Number Affected: 197,000

« Source; InfoSec NewZ]

« Abstract Source: ComputerWorjd]

Abstract

A breach of a computer run by the University of agxXMcCombs School of Business
exposed 197,000 records of alumni, faculty, staff eurrent and prospective students.
According to the University, some of these recondtuded Social Security Numbers
and "possibly other biographical data". The Uniitgisattorney general is working with
the UT Internet enforcement unit to ensure thagcéd individuals are notified and
protected from possible identity theft.

Links:

[1] http://www.utexas.edu

[2] http://www.infosechews.org

[3] http://lwww.computerworld.com/securitytopics/sety/story/0,10801,110813,00.html
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Hundreds Affected By Computer Thefts
Quick Facts

- Date: 4/24/2006

« Institution: University of Virginig1]

« Type of Incident: Theft

« Number Affected: Hundreds

« Source; Attrition.ord?2]

- Abstract Source: The Cavalier Da[l3]

Abstract

The University of Virginia was the victim of multggcomputer thefts recently. A
computer stolen from one of UVa's academic builgsiogntained student information,
including Social Security numbers. According touwamsity officials, it appears the
thieves were after computer equipment and not #t@ on the hard drives. However,
UVa is urging affected students to closely monikair credit reports for signs of fraud.

Links:

[1] http://www.virginia.edu

[2] http://www.attrition.org/dataloss

[3] http://www.cavalierdaily.com/CVAtrticle.asp?ID6261&pid=1440
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Purdue Warns Graduate Students Over Computer Breach
Quick Facts

- Date: 4/26/2006

« Institution: Purdue Universitjl]

« Type of Incident: Penetration

«  Number Affected: 1,351

« Source; Privacy Rights Clearinghoyg¢
« Abstract Source: Purdys]

Abstract

Purdue University notified 1,351 current and forgeaduate students, graduate
applicants and a small number of undergraduateathetent computer breach possible
exposed personal information. The compromised coenmontained names and Social
Security numbers among other information. Purdwgenmarecord that this information
was accessed, but cannot rule this possibility out.

Links:

[1] http://www.purdue.edu

[2] http://www.privacyrights.org

[3] http://news.uns.purdue.edu/UNS/htmI3month/2086425.Smith.dataincident.html
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Ohio University Reports Two Separate Security Breac  hes
Quick Facts

« Date: 5/2/2006

« Institution: Ohio University1]

« Type of Incident: Penetration

« Number Affected: 300,000 (137,000 SSNs)
« Source; Privacy Rights Clearinghoyg¢

« Abstract Source: ComputerWorjd]

Abstract

Ohio University discovered that a computer thoughtave been decommissioned had
been compromised as far back as 2005. This brequised the names and Social
Security numbers of more then 137,000 individualsvall as the personal and
biographical information on more the 300,000 induals and organization at Ohio
University. The University is sending out 10,00fhais per hour notifying individuals
of this breach.

Ohio University was alerted to a second, unknowausey breach by the FBI. The FBI
become aware of the problem while working on arpengied case. The server in
guestion housed patent and intellectual propeftyrimation owned by Ohio University.

Links:

[1] http://www.ohio.edu

[2] http://www.privacyrights.org

[3] http://lwww.computerworld.com/databasetopicsadstory/0,10801,111113,00.html
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OU's Hudson Health Center Suffers Computer System B reach
Quick Facts

« Date: 5/12/2006

« Institution: Ohio University1]
« Type of Incident: Penetration
«  Number Affected: 60,000

« Source; InfoSec NewZ]

« Abstract Source: Ohio.coiB]

Abstract

For the third time in as many weeks, Ohio Univerdiscovered another breach in its
computer systems. This time the computer was p&hm University's Hudson Health
Center. The names, dates of birth, Social Secnutgbers and medical information on
60,000 current and former students as well as amyyfor staff who sought treatment at
the health center were exposed. Ohio Universityldnaisched a complete review of all
information systems owned by the university.

Links:

[1] http://www.ohio.edu

[2] http://www.infosechews.org

[3] http://lwww.ohio.com/mld/beaconjournal/145544tBn
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Breach of Public Safety Computer Exposes More Then Social
Security Numbers

Quick Facts

- Date: 5/23/2006

+ Institution: University of Delawarfl]

« Type of Incident: Penetration

« Number Affected: 1,076

« Source; Attrition.ord?2]

« Abstract Source: University of Delaware UDdiB}

Abstract

The University of Delaware is alerting over 1,0@0dents that a recent breach of a UD
Public Safety computer exposed personal informatioluding names, Social Security
numbers, and Drivers License numbers. Accordingnigersity officials it appears this
individuals was after the student information ois gerver and was able to copy some of
the information. Officials were quick to point dhiat university employees quickly
enacted the university's incident response plae tme breach was identified. In addition
to sending out letters, the university has setuela site
(http://www.udel.edu/security/identitytheft.htijd]) to help answer any questions that
students may have.

Links:

[1] http://www.udel.edu

[2] http://www.attrition.org/dataloss

[3] http://lwww.udel.edu/PR/UDaily/2006/may/breacB396.html
[4] http://www.udel.edu/security/identitytheft.html
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Google Cache Indexes CSU Stanislaus Student Informa  tion
Quick Facts

« Date: 5/26/2006

« Institution: California State University, Stanistq]
« Type of Incident: Unauthorized Disclosure

« Number Affected: 1,294

« Source; Attrition.ord?2]

« Abstract Source: CSU Stanislaus News|iB

Abstract

CSU Stanislaus is alerting 1,294 students that gesonal information might have been
exposed after a file containing student names,esdes, employer information and
Social Security numbers was discovered to be availa Google's cache. The file in
guestion was initially leaked to the Google seanegine in October 2005 but was
quickly removed from both the CSU server and Gosgearch index. However, it
appears that the file remained accessible to mltih Google's Google Cache. CSU
Stanislaus is currently working with the affectéddents, offering them one year of free
credit monitoring with Equifax.

Links:
[1] http://www.csustan.edu
[2] http://www.attrition.org/dataloss

[3]

http://www.csustandur.com/newsline/index.php3?pRi&action=detail&table=press
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Computer Breach Exposes Over 130,000 Student Record s
Quick Facts

« Date: 5/26/2006

« Institution: Sacred Heart Universif¥]
« Type of Incident: Penetration

«  Number Affected: 135,000

« Source; Security News Porta]

« Abstract Source: ZDNet UK3]

Abstract

An attacker was able to breach the computer systéiBacred Heart University earlier
this month. Although little is known about the ekathe university notified 135,000
individuals that their personal information migltatvie been compromised. The
information exposed includes Social Security nurepeames, address, and other
personal information. Attempts to speak with unsigrofficials concerning the breach
have been unsuccessful.

Links:

[1] http://www.sacredheart.edu

[2] http://www.snpx.com

[3] http://news.zdnet.co.uk/internet/security/0,30875,39271295,00.htm
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FIU Student Records Compromised By Hacker
Quick Facts

+ Date: 5/31/2006

« Institution: Florida International Universify]
« Type of Incident: Penetration

« Number Affected: Unknown

« Source; InfoSec NewZ]

« Abstract Source: CBS4, Miami, HB]

Abstract

Florida International University sent out notice$pcards” to students alerting the
students to a computer breach that occurred twdtmsa@go. According to the University
a hacker was able to compromise a database caorgahe names and Social Security
numbers of FIU students and applicants. FIU offsciave yet to comment about the
delay in notification, which has caused worry amtmgaffected students.

Links:

[1] http://www.fiu.edu

[2] http://www.infosecnews.org

[3] http://cbs4.com/topstories/local_story 150226.h8ml
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Current and Past University of Kentucky Employee Da  ta
Exposed Online

Quick Facts

- Date: 6/1/2006

+ Institution: University of Kentuckyl]

« Type of Incident: Unauthorized disclosure
« Number Affected: 1,300

« Source; Attrition.Ord?2]

« Abstract Source: Kentucky.cof8]

Abstract

The University of Kentucky sent out a memo to a/&00 current and past employees
about the possibility of unintended information egpre. It seems that a spreadsheet
containing employee information, including Sociak8rity numbers, was accessible via
the Internet. Once UK was notified of this issune file was removed immediately. The
University of Kentucky does not believe that thiformation was accessed by any
unauthorized individuals but is urging the empl®y/geclosely monitor their financial
statements for unexpected behavior. The univeisity the process of implementing a
new computer system to help reduce the chanceegeat occurrence.

Links:

[1] http://www.uky.edu

[2] http://www.attrition.org/dataloss

[3] http://lwww.kentucky.com/mlid/heraldleader/147X4tm
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Misplaced Equipment Contains Student Information
Quick Facts

« Date: 6/1/2006

« Institution: Miami University{1]

« Type of Incident: Loss

« Number Affected: 851

« Source; Attrition.Ord?2]

« Abstract Source: Cleveland.cdsi

Abstract

A Miami University employee has lost a hand-helchpater containing personal
information on 851 students. The exact nature ®finformation exposed was not
released. However, the students who enrolled betdely 2001 and May 2006 were
affected. The University does not believe this infation is being used for any illicit
activities. However, Miami University has creategragram to tighten security controls
and increase employee training.

Links:

[1] http://www.miami.edu

[2] http://www.attrition.org/dataloss

[3]
http://www.cleveland.com/news/plaindealer/indexX2dshse/news/1149150686240780.x
mi&coll=2

53



Social Security Numbers Exposed over Election Dispu te
Quick Facts

- Date: 6/6/2006

« Institution: University of Texas, El Pa§b]
« Type of Incident: Penetration

« Number Affected: 4,719

« Source; Attrition.Ord?2]

« Abstract Source: KFoxTv, El Paso, TX

Abstract

A group of eight to twelve University of Texas, EAso students illegally gained access
to a school computer that contained 4,719 studeshfaculty Social Security numbers.
These students were attempting to find evidendbaifa recent Student Government
Association (SGA) election was rigged. Accordingtiool officials this system
contained information pertaining to the 2002 SGA &aculty elections. According to the
University, it does not appear that this grouptatients were trying to do anything
illegal with these Social Security numbers. Thevarsity is still investigating this
incident.

Links:

[1] http://www.utep.edu

[2] http://www.attrition.org/dataloss

[3] http://lwww.kfoxtv.com/news/9332307/detail.html
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More Computer Breaches Discovered at Ohio Universit vy
Quick Facts

- Date: 6/9/2006

« Institution: Ohio University1]

« Type of Incident: Penetration

« Number Affected: 70,000

« Source; Attrition.Ord?2]

« Abstract Source: Ohio News Nd®]

Abstract

Ohio University officials announced that two momarputer systems were discovered to
have been the victims of criminal computer attadksese recent breaches exposed
personal information on over 70,000 individualduigiing subcontractors paid by Ohio
University over the past two years. In a lettert $en to affected individuals the
university was quick to point out that there hasrbeo evidence that personal
information was being used to commit fraud or idgriheft.

Links:

[1] http://www.ohio.edu

[2] http://www.attrition.org/dataloss

[3]
http://www.onnnews.com/?sec=homeé&story=10tv/corperl/200606/1770514625.htm
I
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Western lllinois University Security Breach Exposes 240,000
Records

Quick Facts

- Date: 6/17/2006

« Institution: Western lllinois Universitia]

« Type of Incident: Penetration

« Number Affected: 240,000

« Source; Attrition.Ord?2]

« Abstract Source: Belleville News Democ|a}

Abstract

A computer containing the names, address and S®ed@lrity numbers of 240,000
people connected to Western lllinois University wasached on June 5, 2006. The
university was aware of the incident as soon asatirred and took immediate steps to
correct the vulnerability. Since the intruder ohbd access for a short amount of time,
the university is not aware of any records thatemaewed or copied.

Links:

[1] http://www.wiu.edu

[2] http://www.attition.org/dataloss

[3] http://lwww.belleville.com/mid/belleville/newskte/14843503.htm
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University Kidney Transplant Program Computer Stole n
Quick Facts

+ Date: 6/20/2006

« Institution: University of Alabama, Birminghaft]
« Type of Incident: Theft

«  Number Affected: 9,800

« Source; Attrition.Ord?2]

« Abstract Source: Attrition.or{]

Abstract

A laptop belonging to the University of Alabamarmingham's kidney transplant
program containing donor, recipient and potengalpient information has been stolen.
This computer was taken from a locked office backebruary, but the university
delayed notifications until it could reconstrudt@fithe missing data. According to
university officials, the information on this compuincluded names, Social Security
numbers, and medical information of the 9,800 imtlials involved in the transplant
program.

A university spokesperson mentioned that ther@isvidence that this information has
been used for any illegal purposes and that theeusity has increased physical security
measures. However, the University of Alabama israffy one year of free credit
monitoring to all affected individuals.

Links:

[1] http://www.uab.edu

[2] http://attrition.org/dataloss

[3] http://attrition.org/dataloss/2006/06/uab01.htm
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Stolen USB Drive Contained 18 Years of Student Info  rmation
Quick Facts

- Date: 6/22/2006

+ Institution: University of Kentucky1]

« Type of Incident: Theft

«  Number Affected: 6,500

« Source; Attrition.ord?2]

« Abstract Source: The Kentucky Kerrj8l

Abstract

The University of Kentucky is alerting 6,500 stutiethat their personal information is at
risk after the recent theft of a USB flash drivetaining class rosters from a classroom.
UK estimates this 4GB drive contained up to 138sfitontaining UK School of Human
and Environmental Sciences class rosters datimy /@88 to 2006. These rosters
contained student names, grades and Social Seountpers, which UK uses as student
IDs. The university is currently phasing out the 0§ SSNs as student IDs, a plan that
will be complete by October.

Links:

[1] http://www.uky.edu

[2] http://www.attrition.org/dataloss

[3]
http://www.kykernel.com/media/storage/paper305/n2@@6/06/22/CampusNews/Curre
nt.And.Former.Students.At.Risk.For.Identity. Theft-
2118127.shtml?norewrite200612171404&sourcedomainskykernel.com
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Laptop Containing 3,000 SFSU Student Records Stolen
Quick Facts

« Date: 6/23/2006

+ Institution: San Francisco StdtH
« Type of Incident: Theft

« Number Affected: 3,000

« Source; Attrition.Ord?2]

« Abstract Source: SFGate.cds]

Abstract

San Francisco State University (SFSU) has annouthatc laptop has been stolen from
the car of a faculty member. This laptop contaialkdut 3,000 names and Social Security
numbers belonging to current and former SFSU stisd@rades and telephone numbers
of some students were also on this laptop. Wheddptop was stolen on June 1, the
university was not notified of the incident untiink 6. According to a university
spokesperson, the university has taken appro@aien, but it is not uncommon for
faculty to keep student information on their congpsit The spokesperson declined to
answer questions about disciplinary action. Pdieeinvestigating this as a typical car
break-in and do not believe the thief knew aboatdata contained on the laptop.

Links:

[1] http://www.sfsu.edu

[2] http://www.attrition.org/dataloss

[3] http://sfgate.com/cgi-bin/article.cgi?f=/c/a@®06/23/BAGQLJI2LB1.DTL
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University of Tennessee Suffers Computer breach
Quick Facts

« Date: 7/6/2006

« Institution: University of Tenness¢#]

« Type of Incident: Penetration

«  Number Affected: 36,000

« Source; Attrition.ord?2]

« Abstract Source: WBIR, Knoxville, TIB]

Abstract

For nine months (Aug 05 - May 06) a computer hadlegally accessed a University of
Tennessee computer that contained employee infmmadthis information included
names, address and Social Security numbers of @@®000 current and former UT
employees. It appears that this hacker used th@utmmto store and transmit motion
pictures and UT officials do not believe the empleynformation was used accessed.
The University of Tennessee has setup a toll-frember for any current or former
employee that might have questions about the br@adet number is 866-748-1680.

Links:

[1] http://www.utk.edu

[2] http://attrition.org/dataloss

[3] http://www.wbir.com/news/local/story.aspx?stioky35838&provider=kns
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Stolen Laptop Stolen Contains U of | Student SSNs
Quick Facts

« Date: 7/14/2006

« Institution: University of lowd1]

« Type of Incident: Theft

«  Number Affected: 280

« Source; Attrition.ord?2]

« Abstract Source: The Des Moines Reqi$8}r

Abstract

The University of lowa is reducing the use of stutdgocial Security numbers after the
theft of a laptop containing information on 280d&tnts. The laptop in question belonged
to a MBA professor and was stolen from the proféssafice in Davenport, 1A.
Information contained on this laptop included paedonformation including Social
Security numbers and some contact information & drmer and current U of | MBA
students. The University does not believe thatitifarmation has been used and quoted
a police statement that in most cases the thieyss thve hard drives before using the
stolen laptops.

Links:

[1] http://www.uiowa.edu

[2] http://www.attrition.org/dataloss

[3]
http://desmoinesregister.com/apps/pbcs.dll/art&lB2/20060714/NEWS02/607140380

61



Data Breach Occurs at Northwestern
Quick Facts

« Date: 7/14/2006

« Institution: Northwestern University]
« Type of Incident: Penetration

« Number Affected: 17,000

« Source; Attrition.ord?2]

« Abstract Source: Northwestef8]

Abstract

An unauthorized person not affiliated with Northveza University illegally accessed
nine desktop computers belonging to the Office dimssions and Financial Aid. These
nine computers contained names and personal infanmancluding some Social
Security numbers, on as many as 17,000 individddsthwestern officials are urging
any students who provided Social Security numbfermation to the Office of
Admissions and Financial Aid to follow the FTC'eindity theft precaution instructions.
However, the University does not believe that thauthorized individual accessed or
was even aware of the student information on thesguters.

Links:

[1] http://www.northwestern.edu

[2] http://www.attrition.org/dataloss

[3] http://lwww.northwestern.edu/newscenter/sto@686/07/data.html
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E-Health Trial Puts Patient Data At Risk
Quick Facts

« Date: 7/25/2006

« Institution: Georgetown University]

« Type of Incident: Unauthorized Disclosure
« Number Affected: 5,600 to 23,000

« Source; Attrition.ord?2]

« Abstract Source: Wiref8]

Abstract

A trial run of an electronic prescription-writingggram ends in the accidental exposure
of 5,600 to 23,000 Georgetown University Hospitaignt data. The patient information
was exposed online due to a hard-coded databaseqrals While no medial data was
exposed, names, addresses, Social Security nunaiperslates of birth were available.
This flaw in the online system was discovered lepmaputer consultant while working to
install the medical software, InstantDx, for a otieThere is no evidence that any
unauthorized individuals had access the Georgetdmiversity Hospital information but
the Hospital has suspended the trail program.

InstantDX was quick to accept responsibility and siace secured its systems. The
company chairman and CEO Allan Weinstein callsnic&lent "a one-time quirk."

Links:

[1] http://www.georgetown.edu

[2] http://www.attrition.org/dataloss

[3] http://www.wired.com/news/technology/0,7 1453+l

63



Security Breach Affects Patrons of the Arts and Doc toral
Candidates Alike

Quick Facts

- Date: 08/01/2006

+ Institution: Wichita State Universitj ]
« Type of Incident: Penetration

« Number Affected: 2,040

« Source; Attrition.ord?2]

« Abstract Source: The Wichita Eadgi]

Abstract

An unknown individuals breached three of the corapin Wichita State University's
College of Fine Arts box office and a server belngdo the psychology department.
The box office computers contained credit cardrmfation on 2,000 individuals while
the psychology server contained data on 40 docpoogiram applicants. The University
has no evidence that any information exposed duhiege breaches has been used for
Identity Theft. However, the University has sent oatifications to all affected
individuals and WSU has alerted the three majorickégit bureaus. Wichita State
University has taken immediate action to secureaffected computer and is
investigating the apparent lack of security.

Links:

[1] http://www.wichita.edu

[2] http://www.attrition.org/dataloss

[3] http://www.kansas.com/mld/kansas/15174146.htm
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Stolen Laptop Contained Social Security Numbers on 3,020
Physics and Astronomy Students

Quick Facts

- Date: 08/01/2006

+ Institution: California Polytechnic State Univeysji]
« Type of Incident: Theft

« Number Affected: 3,020

« Source; Attrition.ord?2]

« Abstract Source: San Luis Obispo TribyB¢

Abstract

A laptop stolen from the home of Cal Poly professainn Mottman contained the Social
Security numbers on any student that took Mottmastisonomy or physics lectures
between 1994 and 2004. During this period, Cal Bebd Social Security numbers on
class lists as unique identifiers. This practicdezhin 2004. In fact, Cal Poly is
attempting to change its practice of using Soceugity numbers altogether. Cal Poly is
recommending that any affected student contacbbtiee three major credit bureaus and
request a fraud alert be placed on their credintep

Links:

[1] http://www.calpoly.edu

[2] http://www.attrition.org/dataloss

[3] http://www.sanluisobispo.com/mld/sanluisobigp®is/15169992.htm
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Stolen Laptop Contains Employee Information
Quick Facts

- Date: 08/02/2006

« Institution: Belhaven CollegH]

« Type of Incident: Theft

« Number Affected: Up to 300

« Source; Attrition.ord?2]

« Abstract Source: The Clarion Ledd8i

Abstract

A Belhaven College employee was approached fronmtdeh a Belhaven parking lot
and robbed of their wallet and a laptop computeicivkbontained Social Security
numbers, names and bank account information omdeuof Belhaven employees.
While the College is not aware of how many emplsyae affected, Belhaven issued a
memo to all employees warning of the possibilityd#ntity Theft. According to
Belhaven College President Roger Parrott, there baen no reported ID thefts related
to this theft and the memo was sent out as a ptiecailn this memo Parrott suggests
that employees contact one of the three major tbedeaus and alert them to the
possibility of Identity Theft.

Links:

[1] http://www.belhaven.edu

[2] http://www.attrition.org/dataloss

[3]
http://www.clarionledger.com/apps/pbcs.dll/artiddéd=/20060802/NEWS/608020375
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Kentucky Discovers Two Incidents On The Same Day
Quick Facts

- Date: 08/15/2006

+ Institution: University of Kentucky1]

« Type of Incident: Unauthorized disclosure

« Number Affected: 710

« Source; Attrition.ord?2]

« Abstract Source: WKYT Kentucky (Attrition.org Arale) [3]

Abstract

Student information, including Social Security nuerd) was accidentally posted to a
University of Kentucky e-mail list. This informanoa list of 630 students receiving
financial aid information, continued student narard SSNs, which UK still uses as
student ID numbers. UK has a plan in place alréadyop using Social Security
numbers in October of this year. Jay Blanton, essp&ialist for the University, calls the
mistake regrettable and says students have be#iedot

On this same day, UK discovered an incident atthiwersity's Department of
Geography that involved personal information ors&@ents.

Links:

[1] http://www.uky.edu

[2] http://www.attrition.org/dataloss

[3] http://attrition.org/dataloss/2006/08/uk01.html
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Rogue WiFi APs Put Data At Risk
Quick Facts

+ Date: 8/25/2006

« Institution: University of lowd1]

« Type of Incident: Unauthorized Disclosure
« Number Affected: Unknown

« Source; InfoSec NewZ]

« Abstract Source: The Des Moines Reqi$8}r

Abstract

A recent audit of wireless connectivity at the Wssity of lowa uncovered 80 rouge
access points (APs) throughout nine academic ImgigdiOver half of these APs had no
encryption or security features enabled, leavintp Itiwe U of | network and student
information vulnerable to attack. It is believeatimpatience caused faculty and staff
installed these wireless access points. Currergi®@gs access only covers about 15% of
the U of | campus. The University of lowa is cutitgrnvorking on pinpointing these
rouge access points and converting these APs edlarthorized access points (with
security features enabled) or back to wired conaest U of | is also working towards
expanding its overall wireless coverage.

Links:

[1] http://www.uiowa.edu

[2] http://www.infosechews.org

[3]
http://desmoinesregister.com/apps/pbcs.dll/art&lB2/20060824/NEWS02/608240380
/1001/NEWS
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Unauthorized Computer Access Uncovered During USC A udit
Quick Facts

« Date: 8/26/2006

« Institution: University of South Carolind]

« Type of Incident: Penetration

« Number Affected: 6,000

« Source; Attrition.ord?2]

« Abstract Source: The State (via Attrition mirr¢3)

Abstract

The University of South Carolina recently warne@0O®, students that their personal
information is a risk due to a computer breacheéent computer security audit reveled
that an unknown individual gained unauthorized ast¢e a computer server back in
September 2005. This server contained studentnraon including names and Social
Security numbers. The university is not aware gfidagal use of this information but
expresses regret over the incident. According ficiafs the incident should have
occurred and USC has secured the server.

Links:

[1] http://www.sc.edu

[2] http://www.attrition.org/dataloss

[3] http://attrition.org/dataloss/2006/08/usc0l1.htm
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Google Search Reveals Personal Information
Quick Facts

« Date: 9/1/2006

« Institution: Virginia Commonwealth Universify]

« Type of Incident: Unauthorized Disclosure

«  Number Affected: 2,100

« Source; Attrition.ord?2]

« Abstract Source: Times Dispat{3] via Attrition.org mirror[4]

Abstract

A Virginia Commonwealth University student looking her own name on Google

found more then she expected to find. A file frdra VCU School of Engineering
containing over 2,100 student records was availabl@e, and indexed through the
Google search engine. Contained in this file wandent names, Social Security numbers
and e-mail address. According to VCU officialssthie was left online due to human
error and it is working toward ensuring the safgtgll student information. VCU has put
up a website for any student that has concerns.

Links:

[1] http://www.vcu.edu

[2] http://www.attrition.org/dataloss

[3] http://lwww.timesdispatch.com

[4] http://attrition.org/dataloss/2006/09/vcu01.htm
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Stolen Computers Contain Student Information
Quick Facts

- Date: 09/08/2006

« Institution: University of Minnesotfl]

« Type of Incident: Theft

« Number Affected: 13,084 (including 603 Social S@égulumbers)
« Source; Attrition.ord?2]

« Abstract Source: St. Paul Pioneer Pi&$s

Abstract

Two computers stolen from desk of a program coatdinwithin University of
Minnesota's Institute of Technology contained peatdata on over 13,000 students who
joined the University between 1992 and 2006. Bildkes, phone numbers, high school
information, grades and test scores were someeaddba contained on these laptops.
Also on these laptops were the Social Security rarsibn roughly 600 students. The
University sent out letters on August 30th to nosifudents of the potential risk. While
the University no longer uses Social Security nuslas student identifiers, older
records did contain this information.

Links:

[1] http://www.umn.edu

[2] http://www.attrition.org/dataloss

[3] http://www.twincities.com/mld/pioneerpress/nélesal/15475291.htm
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University Uncovers Unauthorized Access During Rout ine Risk
Assessment

Quick Facts

- Date: 09/15/2006

+ Institution: University of Texas, San Antonib]
« Type of Incident: Penetration

« Number Affected: 64,000

« Source; Attrition.ord?2]

« Abstract Source: San Antonio Express N¢8js

Abstract

The University of Texas at San Antonio notified®X) current and former students and
11,000 faculty and staff notifying these individsigthat their personal information might
have been exposed due to a computer security bridagiever, University officials were
quick to point out that this breach was discovdrefibre any information was copied or
altered. This breach was discovered during a reutsk assessment of UTSA's computer
servers. The breached server contained names saddreésocial Security numbers, and
financial aid information. UTSA's technology teanddocal police are currently
investigating this incident.

Links:

[1] http://www.utsa.edu

[2] http://www.attrition.org/dataloss

[3]
http://www.mysanantonio.com/news/metro/stories/MY®SA606.02B.UTSAHACKER.
2e77063.html
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Berry College "Misplaces" Social Security Numbers
Quick Facts

- Date: 09/20/2006

« Institution: Berry Collegg1]

« Type of Incident: Loss

«  Number Affected: 2,093

« Source; Attrition.ord?2]

« Abstract Source: Rome News-Tribuj33

Abstract

An external financial aid consultant working forrBeCollege "misplaced" financial aid
information on over 2,000 students at a regionglaat. This information, both in paper
and digital format, included incomes, names andgb&ecurity numbers and other
information included on student FAFSA applicatioBsrry officials did point out that
this information does not contain enough detailid@ntity theft on its own. Missing are
birth dates and places and account information. é¥@&wn Berry has setup a hotline for
students and parents with questions and/or concerns

Links:

[1] http://www.berry.edu

[2] http://www.attrition.org/dataloss

[3] http://Inews.mywebpal.com/partners/680/publig/aé48399.html
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"ldentity Issues Are Definitely At Risk" After Lapt op Theft
Quick Facts

- Date: 09/20/2006

« Institution: University of Wisconsin, Whitewatgt]
« Type of Incident: Theft

« Number Affected: Unknown

« Source; ESJ[2]

- Abstract Source: Royal Purple Ney#&}

Abstract

Six laptops were among the equipment stolen fragrlthiversity of Wisconsin,
Whitewater’'s Heide Hall. The theft was discovergddmmmunications Department
Chairperson Wilfred Tremblay. Associate Profesaga® Wildermuth was also a victim
of this theft. According to Wildermuth, “All my #s related to teaching, research, and
letters of recommendation were stolen, and iderggyes are definitely at risk as well.”
It is not known how many students are affectedniy theft or what, if any, personal
information was exposed. UWW campus police condigisrtheft to be an open-pending
investigation.

Links:

[1] http://www.uww.edu

[2] http://www.adamdodge.com/esi

[3] http://www.royalpurplenews.com/disarticle.phg?1656&dateid=2006-09-20
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Computers Missing From Storage Contained Student
Information

Quick Facts

- Date: 09/22/2006

«+ Institution: University of Colorado, Bouldét]

« Type of Incident: Loss

« Number Affected: 1,372

« Source; Attrition.ord?2]

« Abstract Source: University of Colorado at Boul{®r

Abstract

Two computers containing student information waseavered to be missing from the
University of Colorado at Boulder's Leeds SchooBatiness. These computers were
placed in storage last May. The loss was discovetezh the Leeds staff removed these
computers at the end of August in preparationterrtew school year. Social Security
numbers, names, and grades were amount the infom@intained on these laptops.
Although the CU-Boulder officials do not believeygrersonal information has been
accessed, the University has notified the 1,37@cédt] students and setup both a web site
and hotline for student that might have questiansoncerns over this loss.

Links:

[1] http://www.colorado.edu

[2] http://www.attrition.org/dataloss

[3] http://www.colorado.edu/news/releases/2006/808l
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Purdue Notifies Alumni of Computer Breach
Quick Facts

- Date: 09/22/2006

« Institution: Purdue Universitjl]

« Type of Incident: Penetration

« Number Affected: 2,500

« Source; InfoSec NewZ]

« Abstract Source: FortWayne.cds|

Abstract

Purdue University notified individuals who attere tuniversity in 2000 about a recently
discover security breach. 2,500 alumni were todd their personal information,
including Social Security numbers and names, mag baen accessed by an
unauthorized individual. Purdue officials discowktkat a workstation in the chemistry
department might have been accessed by an unagtiondividual who installed remote
access software on the computer. This computerfavasl to contain a Feb 2000 files
that contained former student information.

Links:

[1] http://www.purdue.edu

[2] http://www.infosecnews.org/

[3] http://www.fortwayne.com/mld/newssentinel/nelesal/15585500.htm
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Multiple Laptop Theft Exposes Patient Data
Quick Facts

« Date: 09/24/2006

« Institution: Nagasaki University ]

« Type of Incident: Theft

«  Number Affected: 9,000

« Source; Attrition.ord?2]

- Abstract Source: The Daily Yomiuf3]

Abstract

Six laptop computers contain information on 9,080gnts were stolen from Nagasaki
University's Hospital of Medicine and Dentistryfdmmation contained on these laptops
includes names, genders, birth dates, and diagbsles hospital's hematology division.
These laptops were stolen from a Hospital laboyai#ecording to university officials
passwords had only been set on 2,000 of the recortise laptops. The hospital alerted
police as soon as the theft was discovered andalffifor the university apologized for
the security breach and exposure.

Links:

[1] http://www.nagasaki-u.ac.jp/english/

[2] http://attrition.org/dataloss

[3] http://www.yomiuri.co.jp/dy/national/20060924 MD2007.htm
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Student Notified About Breach at a Different Univer  sity
Quick Facts

- Date: 09/27/2006

« Institution: Sacred Heart Universif¥]

« Type of Incident: Penetration

« Number Affected: Unknown

« Source; ESJ[2]

« Abstract Source: NBC30, Connecti¢at

Abstract

Stacey Koblinski, a recent college graduate, rexkar notification from Sacred Heart
University that her personal information may haeerbexposed during a recent
computer breach. Making matters worse, Ms. Koblimsks never a student at Sacred
Heart University. It seems that Sacred Heart isaireelarge number of colleges and
universities that purchase student information ftesting agencies. Many of these
testing agencies still use Social Security numbsrstudent identifiers. However, ACT
and SAT are phasing out the use of student SStamidardized tests. Sacred Heart
University is still investigating the breach.

Links:

[1] http://www.sacredheart.edu

[2] http://www.adamdodge.com/esi

[3] http://www.nbc30.com/news/9949938/detail.html
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University Research Information Exposes Participant Data
Quick Facts

- Date: 09/29/2006

« Institution: University of lowd1]

« Type of Incident: Penetration

«  Number Affected: 14,500

« Source; ESJ[2]

« Abstract Source: lowa City Press-CitiZ@

Abstract

The University of lowa has discovered that a corapused in a study on maternal and
child health going back to 1995 was breached bypuder attackers. Among other things,
this computer contained the Social Security numbarghe 14,500 individuals that have
participated in this study of the years. Ul has sen a letter to all affected individuals
with instructions on how to monitor credit repoatsd place fraud alerts with the major
credit agencies. University officials believe thmek to be the work of individuals
seeking a place to store video files for illegaltdbution. However, the university has
contacted law enforcement and an investigatiorbleas launched.

Links:

[1] http://www.uiowa.edu

[2] http://www.adamdodge.com/esi

[3] http://www.press-

citizen.com/apps/pbcs.dll/article? AID=/20060929/NEW1/60929003/1079
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Stolen Laptop Contains Information on Aspiring High School
Students

Quick Facts

- Date: 10/11/2006

+ Institution: Adams State Colled#]
« Type of Incident: Theft

+ Number Affected: 184

« Source:Attrition.ord?2]
« Abstract Source:Valley Courier Onlihg]

Abstract

A laptop containing personal information on 184hhsghool students was stolen from
locked closet at Adams State College. This laptap part of college’s Upward Bound
program, which aims to help first-generation, lm@ame high school students improve
their potential college success. The college h&fiewall of the students affected by this
theft and advised these students of the stepsstimyld take the prevent identity theft.
Adams officials did state that personal studerdrimiation is no longer kept on personal
computers. Adams State College Public Safety offe® setup a phone line for anyone
with questions about this incident.

Links:

[1] http://www.adams.edu

[2] http://www.attrition.org

[3] http://www.alamosanews.com/main.php?story_ics8&&page=39
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Donor Information Stolen During Computer Breach
Quick Facts

- Date: 10/12/2006

« Institution: Brock University1]
« Type of Incident: Penetration
« Number Affected: 70,000

« Source; ESJ[2]

« Abstract Source: CBC NewS3]

Abstract

Personal information on 70,000 Brock University dienwas stolen from a university
computer during recent computer breach on Septegthdncluded in this information
was about 90 credit cards and information on 2@k laacounts. This intruder used
"secret passwords" to gain access to informatioaveny Brock University donor
according to Terry Boak, Brock’s Vice PresidentaB@lso said this intruder went
straight for the donor information. The intrudersaa and out in four minutes. While
these individuals were notified by the universByock University did not see any
"value" in releasing this information to the public

Links:

[1] http://www.brocku.ca

[2] http://www.adamdodge.com/esi

[3] http://www.cbc.ca/technology/story/2006/10/E2h-brock.html
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Yet Again, Stolen Computers Contain Student Informa  tion
Quick Facts

- Date: 10/12/2006

« Institution: University of Texas, Austifi]

« Type of Incident: Theft

« Number Affected: 2,500

« Source; Attrition.ord?2]

« Abstract Source: The Houston Chronif3¢

Abstract

The University of Texas at Austin alerted 2,50@stuts that their personal information,
including Social Security numbers, were containedveo computers stolen from faculty
members home on September 29. The affected stadetiiose that took computer
science or engineering classes from Ray Springstbmeen fall 2005 and fall 2006. The
school is providing students information on howrtonitor their credit reports for
suspicious activity and has setup a web site tistaasi$ected students. The Fort Worth
police are currently investigating this theft, lbutrently have no leads.

Links:

[1] http://www.utexas.edu

[2] http://www.attrition.org

[3] http://lwww.chron.com/disp/story.mpl/metropohitd253257.html
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Bad Day for U of M, Part 1
Quick Facts

- Date: 10/20/2006

« Institution: University of Minnesotfl]
« Type of Incident: Theft

«  Number Affected: 13,000

« Source; ESJ[2]

« Abstract Source: The Pioneer Pri3js

Abstract

University of Minnesota officials announced on Té$day the theft of two university
laptops in August. The stolen laptops belonged tf M's Institute of Technology and
contained personal information on more the 13,0@8 M students. Social Security
numbers were among the personal student data se twe laptops. While the laptops in
guestion did contain encryption software, universificials report difficulty in getting
professors and staff member to use this software.

Links:

[1] http://www.umn.edu

[2] http://www.adamdodge.com

[3] http://www.twincities.com/mld/twincities/newdade/minnesota/15807799.htm
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Bad Day for U of M, Part 2
Quick Facts

- Date: 10/20/2006

« Institution: University of Minnesotfl]
« Type of Incident: Theft

« Number Affected: 200

« Source; ESJ[2]

« Abstract Source: The Pioneer Pri3js

Abstract

Hot on the heals of the university's Institute etfinology laptop theft announcement,
University of Minnesota officials announce yet drestlaptop theft. This laptop was
stolen from an art department faculty member ireJduring this individuals trip to Spain.
While the laptop contained student information sasmames, student IDs and grades,
no Social Security numbers were exposed. Univeddfigials say that the university is in
the process of training faculty and staff on theamance of information security.

Links:

[1] http://www.umn.edu

[2] http://www.adamdodge.com

[3] http://www.twincities.com/mld/twincities/living 5801934.htm
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College Notifies Students and Staff Over Failed Int  rusion
Attempt

Quick Facts

- Date: 10/28/2006

« Institution: St. Norbert Collegd]

« Type of Incident: Penetration

« Number Affected: unknown

« Source; ES|2]

« Abstract Source: Green Bay Press-GaZ@ite

Abstract

St. Norbert College announced an attempted attacke of the college's computer
systems occurred earlier this month. The breachuwesvered when a college employee
received complaints about computer performancebagdn investigating the problem.
What the director of computer services discoverad an attempted intrusion on one of
the systems and a mysterious software package.réiogoto a college spokesperson
they intrusion failed and no data was exposed. Hewest. Norbert College notified all
students, faculty and staff about the attempt antbtify the college if they notice any
unusual behavior. The college has notified local émforcement and is attempting to be
as proactive as possible to help protect the celeegwell as students and employees.

Links:

[1] http://www.snc.edu

[2] http://www.adamdodge.com/esi

[3]

http://www.greenbaypressgazette.com/apps/pbcsidilE? AID=/20061028/GPG0101/6
10280518/1207/GPGnews
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University Assists Master's Student Even Though Bre ach Did
Not Affect University Systems

Quick Facts

- Date: 10/29/2006

+ Institution: Nanyang Technological Univers[tj

« Type of Incident: Penetration

« Number Affected: 1

« Source; ES|2]

« Abstract Source: The Electric New Paper, Singafjre

Abstract

First-year master's student, Susaria Srinivasesuffvo security attacks that destroy
three years worth of work. These breaches occumesrinivas personal laptop while he
was connect to the Nanyang Technological Universgtyvork. NTU quickly responded
when Srinivas' reported the breaches but staff neesniound no problems with

university systems. In addition, the university haseived no other reports from students,
faculty or staff about computer problems. HoweWr personnel did take the initiative
to help Srinivas update his out-of-date anti-vsofiware as well as help him figure out
what happened to his computer. It appears thahknawn individual gained access to
Srinivas' computer and installed two remote corttmbn horse programs on the laptop.

Links:

[1] http://www.ntu.edu.sg/

[2] http://www.adamdodge.com/esi

[3] http://newpaper.asial.com.sg/news/story/0,41B8402,00.html
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Villanova Latest Institution Affected By Laptop The ft

- Date: 11/02/2006

+ Institution: Villanova University1]

« Type of Incident: Theft

« Number Affected: 1,243

« Source; ES|2]

« Abstract Source: CentreDaily.coi3)

Abstract

A stolen laptop belonging to an insurance brokefagecontained personal information
on over 1,200 Villanova students. Students nanassdf birth and driver's license
numbers were among the data contained on thisdapfitected students will receive
free credit monitoring services from Villanova, aating to university officials. The
university notified those affected in an Oct 2@detHowever, a story in the Villanovan
[4], Villanova's student newspaper, condemns theeusity for notifying parents of
affected students instead of the students thenselve

Links:

[1] http://www.villanova.edu

[2] http://lwww.adamdodge.com/esi

[3] http://www.centredaily.com/mld/centredaily/neyslitics/15913680.htm

[4]
http://www.villanovan.com/media/storage/paper58is@006/11/02/Opinion/Universit
y.Should.Adopt.Tough.Love-
2414460.shtml?norewrite200611021934&sourcedomainswiNanovan.com
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University Delays Notifying Students of SSN E-mail Mix-up
Quick Facts

- Date: 11/03/2006

« Institution: University of Virginig1]

« Type of Incident: Unauthorized Disclosure
« Number Affected: 632

« Source; Attrition.ord?2]

- Abstract Source: The Cavalier Da[l3]

Abstract

The University of Virginia’s Student Financial Sems accidentally e-mailed student
names and Social Security numbers to wrong studerstead of 1,264 e-mail alerts, SFS
sent out 632 e-mails to students, the problemasttiese e-mails contained the names
and SSNs of the 632 students who did not receiyeeanail. While university officials
say staff member immediately began correcting tmeputer program responsible for the
leak, it has yet to send out any notification tieeted students. One student, Will Rucker,
did not know anything was amiss until The Cavdleily contacted him about the
problem. UVA officials say the university will beotifying students of the error soon.

Links:

[1] http://www.virginia.edu

[2] http://attrition.org/dataloss

[3] http://www.cavalierdaily.com/CVAtrticle.asp?ID8235&pid=1507
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Laptop Containing Student Information Stolen and Re covered
Quick Facts

« Date: 11/14/2006

« Institution: Connors State Colleg#]
« Type of Incident: Theft

« Number Affected: 22,500

« Source; ESJ[2]

« Abstract Source: KTEN.coi3]

Abstract

Connors State College officials just announcedhleé and recovery of a college laptop
that contained information the thousands of stuslemnolved in the Oklahoma Higher
Learning Access Program (OHLAP) scholarship. Allifehe names, address and Social
Security numbers on 22,500 students were containgtis laptop. A current Connors
student is under investigation for the theft. Acktog to school officials, there is no
evidence that this information was accessed, buhGxs is encouraging all students
affected to closely monitor their credit statements

Links:

[1] http://www.connors.cc.ok.us

[2] http://www.adamdodge.com/esi

[3] http://lwww.kten.com/Global/story.asp?S=5679797
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E-mail "Not Intended For [Student] Review" Exposes Social
Security Numbers

Quick Facts

- Date: 11/17/2006

+ Institution: Jefferson College of Health ScienfHs
« Type of Incident: Unauthorized Disclosure

« Number Affected: 143

« Source; Attrition.ord?2]

« Abstract Source: WSLS, News Channel[3p

Abstract

An e-mail sent by Jefferson College of Health Scesn(JCHS) financial aid director
accidentally exposes 143 student names and sedialfisy numbers. According to the
college, the e-mail was intended for another cellegnployee but ended up being sent
every one of JCHS's 900 students. An e-mail fromolCaeavor, the college president,
urged students to immediately delete this e-madesi'the information was not intended
for [student] review." JCHS is also willing to pyr one year of credit monitoring for all
affected students.

Links:

[1] http://www.jchs.edu

[2] http://www.attrition.org/dataloss

[3]
http://www.wsls.com/serviet/Satellite?pagename=W&BRPEMGArticle%2FSLS_Basic
Article&c=MGArticle&cid=1149191744743&path='newstalnews
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Thief Makes Off With Years Of Research Data
Quick Facts

- Date: 11/23/2006

« Institution: University of Colorado, Bouldé§t]
« Type of Incident: Theft

« Number Affected: N/A

« Source; ESJ[2]

« Abstract Source: CBS 4, DenV@&ij

Abstract

A thief made off with a University of Colorado couatpr containing several years worth
of graduate research. The computer in questiomigelbto the university's Engineering
Center. According to Engineering faculty, the reslkeas of little use to most people. The
University of Colorado and the Boulder County CriSteppers are offering a $1,000
reward to any information leading to an arrest amghinal charges.

Links:

[1] http://www.colorado.edu

[2] http://www.adamdodge.com/esi

[3] http://cbs4denver.com/topstories/local_story7 B20741.html
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Theft Puts Student, Faculty Identities At Risk
Quick Facts

- Date: 11/28/2006

+ Institution: California State, Los Angel§H|
« Type of Incident: Theft

« Number Affected: 2,534

« Source; Attrition.ord?2]

« Abstract Source: CBS2/KCALRB]

Abstract

Cal State, L.A. officials recently contacted oves@ students, applicants and faculty
members and informed these individuals that tligniities are at risk. A USB drive
containing names, Social Security numbers, campusimbers, e-mail address and
phone numbers of individuals in the universityacteer credential program was in a
purse stolen from a Cal State, L.A. employee's&acording to university officials, it is
not known whether or not the thief has accessedinformation, but the university is
concerned about student identification safety aegtignting such an incident from
occurring in the future. The university has urgedlent to contact the major credit
bureaus and has also setup a set up a toll-freegcaénter at (800) 883-4029 and a Web
site, www.calstatela.edu/usbincid¢i.

Links:

[1] http://www.calstatela.edu

[2] http://www.attrition.org/dataloss

[3] http://cbs2.com/topstories/local_story 332238.h#m|
[4] http://www.calstatela.edu/usbincident
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Chinese Hack Naval War College
Quick Facts

- Date: 11/30/2006

+ Institution: Naval War Collegfl]

« Type of Incident: Penetration

«  Number Affected: N/A

« Source; ESJ[2]

« Abstract Source: The Washington Tinj8%

Abstract

Earlier this month, Chinese hackers penetratedasuhrding to Retired Air Force Maj.
Gen. Richard Goetze, "took down" the Naval War &gdls computer network.
According to a college spokesperson, all affectedhimes have been disconnected from
the network and are undergoing digital forensiestigations to help the Navy determine
the specifics of the attack. The FBI and NCIS dse mvestigation the computer attack.
It is unknown at this point if this attack is redtto "Titan Rain”, the government code-
name for the recent increase in cyber-attacks aghif military and defense institutions
coming from China. Officials declined to commentifier on the incident but did state
that this was an isolated incident that did na¢etfainy other Department of Defense
networks.

Links:

[1] http://www.nwc.navy.mil

[2] http://www.adamdodge.com/esi

[3] http://washingtontimes.com/national/2006113@BA49-5042r.htm
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Thieves Make Off With Computers From University Off  ices
Quick Facts

- Date: 12/04/2006

« Institution: Troy University{1]
« Type of Incident: Theft

« Number Affected: Unknown
« Source; ESJ[2]

« Abstract Source: WSFA 1]3]

Abstract

Thieves made off with four computers from the Matid Science Hall at Troy
University. Three of the computers in question weakeen from the office of Dr. Don
Jeffery. It appears that there was evidence tlesetithieves attempted to break into
several other offices in the area. The campustisure if this was an inside job or not,
but is investigating the theft. There is no wordvdrether or not these computers
contained any student or other sensitive universitrmation.

Links:

[1] http://www.troy.edu

[2] http://www.adamdodge.com/esi

[3] http://www.wsfa.com/Global/story.asp?S=576790a8&=0RdE
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Print Out Containing 21,000 Student Records Stolen
Quick Facts

- Date: 12/05/2006

+ Institution: Nassau Community Colle¢H
« Type of Incident: Theft

« Number Affected: 21,000

« Source; ESJ[2]

« Abstract Source: Newsd4§]

Abstract

Someone stole a print out containing informatiortt@entire Nassau Community
College students body. All told, this print out tained the Social Security numbers,
name, address and phone number on more then 24@C00students. According to NCC
officials, this list was stolen off the desk of @amployee in the NCC Student Activities
Office when this employee stepped away for abounirfutes. NCC is offering one year
of free credit monitoring for all student affectieglthis incident. Nassau County Police,
FBI and DHS were all notified of this incident.

Links:

[1] http://www.ncc.edu

[2] http://www.adamdodge.com/esi

[3] http://lwww.newsday.com/news/local/longisland/ny
licoll1205,0,7551763.story?coll=ny-top-headlines
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E-mail Exposes Personal Student Information
Quick Facts

- Date: 12/9/2006

« Institution: Virginia Commonwealth Universify]
« Type of Incident: Unauthorized Disclosure

« Number Affected: 591

« Source; ESJ[2]

« Abstract Source: The Times Dispa{&

Abstract

Virginia Commonwealth University has begun contag91 students to inform them
that their personal information was accidentallgiuded in an e-mail sent to 194 VCU
students. This e-mail, sent to individuals eligitdethe Phi Kappa Phi honor society,
included students names, Social Security numbersjgnent addresses and grade point
averages. According to university officials, VCUshaontracted with an outside firm to
provide credit monitoring and identity theft prdiea for all students affected by this
incident. In an interesting move, VCU is also magkattempts to remove this e-malil
message from the student e-mail accounts.

Links:

[1] http://www.vcu.edu

[2] http://www.adamdodge.com/esi

[3]

http://www.timesdispatch.com/servlet/Satellite? pegre=RTD%2FMGArticle%2FRT
D_BasicArticle&%09s=1045855935258&c=MGArticle&cid£49192095252&path=Ine
wsleducation
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Audit Finds Statewide System Exposes Private Inform  ation
Quick Facts

« Date: 12/11/2006

« Institution: North Dakota University Systeji], North Dakota State University
[2], University of North Dakot#3]

« Type of Incident: Unauthorized Disclosure

« Number Affected: Unknown

« Source; ES[4]

« Abstract Source: In-Forum NeW5] (Free registration required)

Abstract

A recent audit of the North Dakota State UniverSitgstem's ConnectND software
reveled that personal student information is abéelédo many individuals that should not
have access to such information. ConnectND istitte\side system that North Dakota
State Universities use to maintain information alstate university students. The audit
found that diverse individuals, including some stotdwvorkers, have access to student
information, including Social Security numbersakidition, the audit raised serious
guestions about how credit card and other studeand¢ial information is stored within
the system. University System officials say that storage of credit cards was an
oversight that is being fixed right away. As focass to Social Security numbers,
officials are currently review university policigs see where changes can be made.

Links:

[1] http://www.ndus.nodak.edu/

[2] http://www.ndsu.nodak.edu/

[3] http://www.und.nodak.edu/

[4] http://www.adamdodge.com/esi

[5] http://www.in-
forum.com/articles/index.cfm?id=149049&section=N&fesumcomm_check_return&f
reebie_check&CFID=9988045&CFTOKEN=68458803&jses&laf88308d4be3cfl12464
4c5
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UCLA Breach Exposes Almost One Million Identities
Quick Facts

- Date: 12/12/2006

« Institution: University of California, Los Angel¢$]
« Type of Incident: Penetration

«  Number Affected: 800,000

« Source; ESJ[2]

« Abstract Source: Washington P§3}

Abstract

UCLA began notifying 800,000 current and formerdstots, faculty and staff that their
personal information, including Social Security mers, names and addresses, might
have been exposed in a recently discovered sedugtdch. Computer security
technicians recently uncovered a number of suggscipieries in a databases containing
this personal information. It appears the intrugas able to exploit an unknown flaw in
the database software to bypass security restictind gain access. Even though
investigations so far show only a small numberati& Security numbers were accessed,
UCLA is urging all 800,000 individuals to contabetthree major credit bureaus and
monitor their credit reports closely.

Links:

[1] http://www.ucla.edu

[2] http://www.adamdodge.com/esi

[3] http://www.washingtonpost.com/wp-
dyn/content/article/2006/12/12/AR2006121200173.html
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University of Texas Breach Exposes Student and Staf  f
Information

Quick Facts

- Date: 12/12/2006

+ Institution: University of Texas, Dalld4]
« Type of Incident: Penetration

« Number Affected: 5,000

« Source; ES|2]

« Abstract:_Dallas Business Jourta]

Abstract

The University of Texas, Dallas discovered thatiaknown individual had gained
unauthorized access to at least one UT Dallas ctenpthis intruder had access to a
system(s) containing personal student and staffmmétion including names, phone
numbers, addresses and Social Security numberBadllas staff believe that the attack
originated from the Internet, but declined to comnfearther because of the ongoing
investigation. UT Dallas has put up a web site at
www.utdallas.edu/datacompromise/form.h{dil for any student or staff member
worried about their personal information.

Links:

[1] http://www.utdallas.edu

[2] http://www.adamdodge.com/esi

[3] http://charlotte.bizjournals.com/dallas/stof306/12/11/daily16.html
[4] http://www.utdallas.edu/datacompromise/form.htm

99



UT Dallas Announces Breach Is Wider Then Initially =~ Thought
Quick Facts

« Date: 12/13/2006

+ Institution: University of Texas, Dalld4]

« Type of Incident: Penetration

« Number Affected: 1,000 additional (6,000 total)
« Source; ESJ[2]

« Abstract Source: Dallas Business JoufBal

Abstract

University of Texas, Dallas officials announcedtttie recent breach suffered by the
institution affected more individuals then was oraly reported. After further
investigation, it was uncovered that all individsiamployed by the university between
1999 and 2005 had their personal information patynexposed to an unknown attacker.
This announcement raises the total number of iddads affected from 5,000 to 6,000.

Links:

[1] http://www.utdallas.edu

[2] http://www.adamdodge.com/esi

[3] http://dallas.bizjournals.com/dallas/storieIBl2/11/daily31.html
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UVa Faculty Urged To Destroy All Computer Data Afte  r Recent
Incident

Quick Facts

- Date: 12/14/2006

+ Institution: University of Virginig1]

« Type of Incident: Unauthorized Disclosure
« Number Affected: 62

« Source; ES|2]

« Abstract Source: Daily Progref3

Abstract

University of Virginia officials are asking all fatty to destroy any computer files or
media that contain student's Social Security nusb¥ris move comes after the
university suffers its second accidental disclomirstudent SSNs. In this most recent
incident, a teaching assistant accidentally e-rdalspreadsheet containing names,
grades and Social Security numbers to all 61 stsdartheir class. While the university

is in the process of phasing out the use of S&®alrity numbers as student identifiers,
this will not happen until a new database systemstlled. Currently, the university

does not expect to have this new system instaled@ady to use for another three years.

Links:

[1] http://www.virginia.edu

[2] http://www.adamdodge.com/esi

[3]

http://www.dailyprogress.com/servlet/Satellite? pagae=CDP%2FMGArticle%2FCDP
_BasicArticle&c=MGArticle&cid=1149192173518&path=ews
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UC-Boulder Web Site Exploit Exposes 17,500 Student  Records
Quick Facts

- Date: 12/15/2006

« Institution: University of Colorado, Bouldé§t]
« Type of Incident: Penetration

«  Number Affected: 17,500

« Source; Attrition.ord?2]

« Abstract:_University of Colorad[8]

Abstract

The University of Colorado at Boulder has begundufy 17,500 students that an
attacker was able to gain unauthorized accessoon@uter in the UC Boulder College of
Arts and Sciences. This computer was used for atheat purposes and contained
personal student information including names andgb&ecurity numbers. According
the university officials, the attacker was ablg#in access through a web site hosted on
the computer. UC Boulder is still investigatingstimcident and is not aware of exactly
what information was exposed during this attadhestpoint. UC Boulder stopped using
SSNss for student identification back in 2005 andusently deploying a complex
program to search for any electronic records thiatentain these numbers. The
university has created a web page
(http://www.colorado.edu/its/security/awarenessiey/identitytheft.pdf4]) to help
answer any questions students might have abounhd¢ident or how to protect
themselves from Identity Thetft.

Links:

[1] http://www.colorado.edu

[2] http://www.attrition.org/dataloss

[3] http://www.colorado.edu/news/releases/2006/AB1l

[4] http://www.colorado.edul/its/security/awarenesisiacy/identitytheft.pdf
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Student Information "Inadvertently" Left Exposed On Public
Website

Quick Facts

- Date: 12/19/2006

+ Institution: Mississippi State Universiff]

« Type of Incident: Unauthorized Disclosure
« Number Affected: 2,400

« Source; ES|2]

» Abstract Source: The Clarion Ledd8t

Abstract

Mississippi State University officials announceday that the personal information of
2,400 student workers was inadvertently postedpoldic university web site. Included
among this information were student names and E8ekeurity numbers. The university
has already contacted the affected students andffeasd them one year of free credit
monitoring. According to officials, the university investigating the incident and
removed the information immediately, but declinechéme the department responsible
for the exposure.

Links:

[1] http://www.msstate.edu

[2] http://www.adamdodge.com/esi

[3]
http://www.clarionledger.com/apps/pbcs.dll/artiddP=/20061219/NEWS/61219032
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University Transmits 15,000 Tax Forms Over Non-Secu  red
Connection

Quick Facts

- Date: 12/22/2006

+ Institution: Texas Woman's Universiiy]

« Type of Incident: Unauthorized Disclosure
« Number Affected: 15,000

« Source; ES|2]

« Abstract Source: The Dallas Morning Ne[8$

Abstract

Texas Woman's University alerted all 15,000 stuslémat were enrolled during the 2005
calendar year at the university's Denton, Dallastdouston campuses to the possibility
that their personal information was exposed thiskvé seems the university transmitted
all of these students' IRS 1098-T Tuition Statenmgiormation to an authorized vendor
over an unsecured connection. While the univet®gs not have any evidence that this
information was exposed to an unauthorized paffigials point out that the university

is aware of the potential for such and is takirgyrimatter quite seriously. TWU has setup
a both a "Data Exposure Response Hotline", 940328, and a "Data Exposure
Response" web site, http://www.twu.edu/responsexrasp4].

Links:

[1] http://www.twu.edu

[2] http://www.adamdodge.com/esi

[3]
http://www.dallasnews.com/sharedcontent/dws/dn/atiloic/stories/122306dnmettwuidt
heft.3626d6f5.html

[4] http://www.twu.edu/response/index.asp
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Yahoo Search Returns Faculty, Student Social Securi  ty Numbers
Quick Facts

- Date: 12/22/2006

« Institution: Utah Valley State Colledé#]

« Type of Incident: Unauthorized Disclosure
« Number Affected: 15,000

« Source; Attrition.ord?2]

« Abstract Source: UVSC News Reled3¢

Abstract

Utah Valley State College is working to notify 1600Distance Education faculty
members and students about a recent security mmdidat exposed the names, Social
Security numbers and other personal informatiothe$e individuals. Earlier this month,
UVSC became aware that the personal informatiandd¥iduals involved in the
college's Distance Education program was starorghbw up on the Yahoo search
engine. UVSC immediately removed the informatiamirits web servers and worked
with Yahoo officials to remove the information froviahoo as well. UVSC officials are
confident the information is no longer publicly dable. UVSC has setup both a hotline,
801-863-8200, and a web site, www.uvsc.edu/it/iddism [4], for anyone that has
guestions about this incident.

Links:

[1] http://www.uvsc.edu/

[2] http://www.attrition.org/dataloss

[3] http://resource.uvsc.edu/pressreleases/2006&@dhtml
[4] http://www.uvsc.edu/it/idalert.html
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